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Introduction

Following the introduction of 
operational risk as a dedicated 
risk category in Pillar 1 of the 
Basel II Framework concept 
of January 2001, as required, 
banks began to implement an 
operational risk framework. 

This consisted of an operational risk 
policy including the operational risk 
management (ORM) process, loss data 
collection databases, self-assessments, 
scenario-analysis methods and key risk 
indicators.1 We also observed that banks 
opting for an “Advanced Measurement 
Approach” implemented internal models and 
corresponding validation methods to help 
achieve appropriate risk capital levels for 
operational risk. 

While the original focus of operational risk 
management was on regulatory compliance, 
operational risk is mostly about human 
behavior. This aspect of ORM, however – 
encompassing matters such as changing 
a bank’s risk culture and risk appetite, 
and incorporating a risk focus in day-to-
day business decisions – appears to have 
received little consideration. Moreover, in 

our view, given the focus of the regulatory 
requirements, they tend to downplay the 
magnitude of risks associated with lost 
income opportunities, reputational issues 
and credit defaults caused by operational 
risk events.

This also meant that ORM functions were 
often staffed with people lacking the 
necessary domain knowledge, putting 
them at a disadvantage when working with 
business department colleagues. This lack 
of knowledge also kept operational risk 
managers from asking the right questions 
and from proposing the right action steps, 
keeping ORM from contributing fully to the 
benefit of the organization by establishing 
the right kind of risk culture, freeing up 
capital resources, and minimizing surprises 
(and losses). 
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Stakeholders  
in Operational  
Risk Management 
Key stakeholders in ORM can be separated 
into internal and external groups. Internal 
stakeholders include the bank’s supervisory 
board, executive board, risk committee, 
senior management of business units, and 
teams responsible for process management, 
as well as the general employee population. 
External stakeholders include regulatory 
supervisors, rating agencies, insurance 
companies, outsourcing services companies, 
investors and clients.

Stakeholders, depending on their roles and 
responsibilities, have different expectations 
regarding operational risk deliverables. 
For example, the supervisory board and 
the executive board (which comprise 
what might be called the “management 
body”) have responsibility for the bank’s 
overall business strategy as well as risk 
strategy and policy, capital strategy, and 
the organizational structure to name 
a few. This management body also has 
oversight over credit risk, market risk, 
liquidity risk, business risk and reputational 
risk in addition to operational risk, key to 
determining the institution’s capital and 
liquidity needs. 

We believe the operational risk management 
function should support the bank’s 
management body by providing the 
following services: 

• Risk culture change programs

• Defining risk appetite and risk tolerance 
for operational risk and conducting 
regular reviews

• Analyzing deviations between the 
institution’s risk profile and its appetite 
including the changes in risk capital for 
addressing operational risks

• Analyzing internal and external factors 
and trends which affect the institution’s 
risk profile

• Improving the overall internal control 
framework in terms of both effectiveness 
and efficiency, including removal of 
obsolete internal controls

• Analyzing the operational risk 
implications of strategic changes in 
product mix, outsourcing, and entry into 
new markets

• Risk capital budgeting 

• Helping to assure compliance with 
regulatory requirements

Figure 1. Overview of deliverables by stakeholders

The operational risk management function 
can provide the same level of support to 
other internal and external stakeholders. 
For example, operational risk management 
can deliver to senior management an in-
depth analysis of changes and trends in 
the operational risk profile of a business 
unit or of the company as a whole, or it 
can identify and analyze the dependencies 
among various operational risk factors. 

In larger financial institutions, the 
operational risk management function is 
often centralized but also has decentralized 
resources in each division. The decentralized 
elements, which are closer to business 
processes and practices, can better 
undertake analyses such as a regular review 
of the division’s internal control framework. 

As mentioned, operational risk management 
also supports external stakeholders 
such as rating agencies and insurers. 
The operational risk management 
function supports the rating/review 
process, for example, by establishing a 
sound operational risk management and 
measurement system, and by collecting 
information and data relevant to the rating/
review process. 

Similarly, institutions often buy insurance 
coverage for certain operational risks like 
internal fraud or professional indemnity. 
The amounts spent for insurance premiums 
can be significant. The better the institution 
understands its risk situation, the better 
its negotiation position. Insurance 
coverage can be considered in risk capital 
calculations and can therefore help free 
up capital to be used to create value. The 
operational risk management function can 
also support the insurance procurement 
process by helping to assess the risk 
exposure to be insured (including the capital 
cost involved); helping ensure that the 
insurance policy meets regulatory criteria; 
and simulating reductions in capital and 
capital cost charges. 

Good operational risk management can also 
help reduce the number of incidents related 
to the institution’s financial results, which 
will be positively reflected under Pillar 3 of 
the Basel regulatory framework. 

Figure 1 below summarizes the key 
deliverables of a typical operational risk 
management function by stakeholders.

Deliverables Board Risk 
committee

Senior 
management

Process 
management

Staff  
members

Proposed operational risk 
strategy including risk appetite  

Risk capital budgeting
  

Action plan regarding changes  
in the risk profile    

Simulation of effects on risk 
profile due to strategic or 
organizational changes

   

Continuous improvement of 
internal control framework    

Monitoring of organizational 
weak points 

Tools and training
 

Regulatory compliance
    

Source: Accenture, May 2014
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Benefits of Strong 
Operational Risk 
Management 
There are numerous potential benefits 
derived from a well-structured and 
efficiently run operational risk management 
approach, including: 

1. Freeing up capital
Capital is a scarce resource, especially 
under the new Basel III capital 
requirements. Capital determines the 
organization’s earnings capacity, since 
each risk taken requires a corresponding 
level of capital. The more organized an 
institution is from an operational risk 
perspective, the more capital it can 
allocate to income-earning activities. 

2. Better decision making
Simulation results can support better 
decision-making by providing new insights; 
for example, a simulation can indicate the 
likely outcome of the bank entering a new 
market with a different legal system. 

3. Lower cost of funds
Since rating agencies consider effective 
risk management in their rating process, 
there is a direct link between the quality 
of risk management and the rating of the 
institution. This can have an immediate 
effect on the cost of funds.

4. Lower operating costs
Improved controls and monitoring tools can 
help organizations identify potential risk 
events before they cause losses. In many 
cases, the number of potential risk events 
the bank faces can be reduced, increasing 
overall operations efficiency, as transactions 
do not need to be dealt with multiple times.

5. Less profit and loss volatility
Large operational risk loss events can have 
a significant impact on the volatility of 
the profit and loss account, resulting, in 
some cases, in failure to meet earnings 
expectations. This can result in a drop 
in market value. Sound operational risk 
management can help minimize volatility, 
especially as it relates to meeting revenue 
and profit targets. 

6. Increased customer and  
staff satisfaction
It is generally understood that customers  
and employees prefer to work with/for  
a financial institution with a low error rate 
and a reputation for high quality. Weaker 
institutions and less performing banks are 
more prone to losing customers. Losing 
customers means losing their contribution 
to margin, and the cost of finding new 
customers is often higher than the cost  
of keeping existing customers. 

Employees are sensitive to quality issues in 
their work environment and good employees 
may feel the need to leave and seek work 
with competitors if they see problems 
and issues around their current situation, 
especially if the problems might affect their 
future opportunities in the labor market. 

7. Optimized insurance coverage  
and insurance premiums
The more an institution is familiar with 
its risk profile, the better it can identify 
its needs in terms of insurance coverage. 
In most cases, better risk information can 
allow for a better negotiating position on 
premiums paid. 

8. Better regulatory compliance
Regulatory compliance is an indispensable 
part of doing business and can be a 
source of competitive advantage. The 
operational risk management function 
has an important role in helping to assure 
regulatory compliance.
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Establishing a Risk Culture

Operational risk is a learnable 
risk,2 which means that better 
knowledge and experience can 
allow for better management, 
and, ultimately, higher 
institutional returns. This 
knowledge and experience, 
however, needs to be accepted 
and incorporated into employee 
behavior – the hallmark of a 
strong risk culture.

Risk culture is essential to the success of 
operational risk management. For example, 
banks may undertake high-risk activities 
and see good initial returns. However, as 
clients become more familiar with the risk 
profile of the institution’s products, they 
may stop buying the products or following 
an unforeseen negative financial experience, 
legal claims may result. The net result is 
reduced sales and depressed bank returns. 

A bank’s risk culture needs to be 
communicated throughout the organization, 
with staffers at all levels sensitive to risky 
situations that can arise. This requires a 
strong foundation, put in place through 
the firm’s strategy and risk appetite. These 
create benchmarks for future actions 
and encourage the right behavior among 
employees. Compensation policy also plays 
a key role in deterring undesired risk-taking 
behavior by employees. 

The following steps can help companies 
strengthen their risk cultures:

1. Align the risk culture to the company’s 
strategy and risk appetite

2. Adjust staff compensation to match the 
risk appetite of the organization

3. Prepare a communication program 
targeting all staff members including the 
use of “risk ambassadors” to explain the 
company’s risk appetite and culture

4. Ensure the new risk culture is reflected 
in decision making tools, for example, 
by requiring that risk assessments be 
completed before transactions are closed 

Business Domain 
Knowledge
Effective operational risk management 
depends upon having a clear understanding 
of the strategy, products and processes 
of the business units. This can enable the 
operational risk management function to 
identify the real risk issues, properly assess 
identified risks, and add value by giving 
practical advice. 

Banks can improve business domain 
knowledge by conducting workshops within 
each business area to analyze specific risks; 
by training risk teams on the inherent risks 
of banking products and processes; and by 
seconding risk staffers in business units to 
enhance their practical experience. 
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Operational Risk Management 
and Other Corporate Functions

In addition to the operational 
risk management function, 
other corporate functions 
such as compliance, business 
continuity management, 
IT risk, internal control 
framework, corporate security, 
legal, audit and insurance 
have many of the same 
needs in relation to data and 
information required and the 
risks to be identified, reported 
and managed. 

All of these corporate functions share the 
need for a risk-based approach; they need 
their own risk assessment and/or monitoring 
activities; and they have their own reporting 
requirements related to assessment and 
monitoring results. 

As seen in Figure 2 below, each function has 
a dedicated scope determined by internal 
and regulatory requirements. 

Banks can develop a common approach 
to be used across these functions, with a 
uniform standard for data and information 
collection and consistent reporting. To 
achieve this, the requirements of each 
function should be identified and matched 
to the information needs of the business. 
The process is shown in Figure 3.

The detailed data collected should 
be addressed in such a way that the 
information needed by the lower 
organizational levels can be aggregated 
to the next higher level. For example, the 
operational risk management function 
can use the information captured from 
control effectiveness testing to assess the 
frequency of corresponding operational 
risks. A business impact study from the 
business continuity management function 
can be used by the operational risk 
management function to assess the severity 
of potential losses in the business disruption 
and system failure scenarios. As seen in 
Figure 4, access to consistent information 
in each function is essential for aggregation. 

Figure 2. Scope of operational risk management and other corporate functions (German focus)

Subject Operational  
risk

Business continuity 
management

Compliance IT  
risk

Internal control 
framework

1. Regulatory 
requirements

CRD/Solvency

MaRisk

MaRisk EBA guidelines on internal governance

MaComp

GWG (anti-money laundering law)

Kriegswaffenkontrollgesetz  
(Military Weapons Control Act)

Dual use enactments

MaRisk MaRisk

EBA guidelines on  
internal governances

Sarbanes-Oxley Act 

2. Standards Loss data collection

Standards

BSI standards Cobit COSO

3. Scope

3.1 Organizational Full coverage of all 
processes, all units on 
an aggregated level

All processes 
containing  material 
business  disruption 
risks on  
a detailed level

Dedicated parts of the organization  
depending upon requirements

IT organization and 
processes

Key controls within 
main processes

3.2 Risk types All operational risk  
categories, according 
to regulatory and 
internal definitions

Business disruption 
risk

Compliance risk IT risk Risk of failing internal 
controls due to human, 
system and process 
errors

4. Observations Business units Processes Processes

Activities

Processes

Activities

Systems and their 
components 

Key process controls

Source: Accenture, May 2014
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Figure 3. Integrated operational risk management

Figure 4. Information Pyramid

The following identifies key steps for 
developing a common approach to producing 
consistent information across all levels: 

1. Define a detailed information need matrix 
covering each function’s requirements, 
including reporting delivery frequencies

2. Define metrics which allow an 
aggregation of information to the next 
operating level (Figure 4 pyramid)

3. Define an aggregation mechanism 
to transfer the information to the next 
organizational level 

4. Identify the sources of information 

5. Define the collection methods to be used

6. Define information quality assurance 
(approach and metrics)

7. Define ownership

The in-depth analysis of changes and trends 
in the operational risk profile of the division 
and analysis of dependencies among various 
operational risk factors should also be 
connected to a report matrix to help ensure 
that consistent information is used and 
synergy effects are realized.

Source: Accenture, May 2014

Source: Accenture, May 2014

Integrated Operational 
Risk Managment

IT 
risk

Operational 
risk

ComplianceBusiness continuity 
management

Internal control 
framework

Audit

Bundling of shared requirements

Operational risk

Internal control 
framework

Audit

Business continuity 
management

Compliance

IT risk

Group level

Process level

System level

Key control level

Entity level

Business unit level Consistent inform
ation across all levels
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Operational Risk Management 
Road Map

A road map such as the one 
shown in Figure 5 below can 
serve as the starting point for 
banks wishing to obtain the 
benefits of an operational risk 
transformation. 

While tools may be implemented in existing 
operational risk management functions, 
the scope of the tools should be expanded 
in some cases. For example, tools should 
be used to examine all loss severity 
components beyond the regulators’ purview, 
such as missed income, credit losses caused 
by operational risk, and financial losses 
caused by reputational damage. 

A road map, combined with the internal 
requirements of the institution, can 
function as the target model for 
conducting a gap analysis. 

Figure 5. Operational risk management road map

Benefits
� Free up capital
� Better decision making
� Lower cost of funds due to better rating
� Lower operating cost 
� Less profit and loss volatility
� Increased customer and sta� satisfaction
� Optimized insurance coverage and 

insurance premium volume
� Regulatory compliance

De
liv

er
ab

le
s/

Be
ne

fit
s

Loss data collection External loss data Risk assessments Scenario-analysis Risk indicators Mitigating actions

Process flows Internal controls Resources (sta�, IT, etc) Continuity plans Transaction data Business data

Common data layers

Establishing a strong risk culture in a sound control environment 
Enhance business domain knowledge

Risk quantification Benefits simulation Reporting

To
ol

s
Ba

se

Source: Accenture, May 2014
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Accenture Approach to 
Operational Risk Management

Figure 6. Accenture approach to operational risk management

Accenture’s approach is 
focused on helping banks 
optimize their operational risk 
management capabilities by 
implementing or reshaping 
the ORM function’s ability 
to effectively and efficiently 
deliver on business needs. 

In order to minimize project risks, a 
phased approach is suggested with clear 
deliverables as stated in Figure 6 below. 

Phase I: Maturity 
Assessment
Identifying business needs is the key step in 
this phase. This is done through interviews 
with the business managers ultimately 
responsible for managing operational 
risks. This step will help ensure that the 
operational risk management process and 
the corresponding tools and reports are 
properly focused on the business needs, and 
thus delivering business value as described 
in the target model.

The next step during this phase is the 
analysis of the current toolset. The toolset, as 

defined in the operational risk management 
road map, consists of the operational risk 
management capabilities. These should meet 
the criteria set by the target model, which 
goes beyond the regulatory requirements.

Assessment of the corporate risk culture is 
next, with an examination of the maturity 
of the risk culture and the pace at which 
actions are taken and completed. Following 
the assessment of the risk culture, synergies 
for data collection (including data quality 
assurance and risk reporting) are identified 
and validated. Finally, business domain 
knowledge, essential for the proper function 
of operational risk management, is evaluated. 

De
liv

er
ab

le
s

Ph
as

es

Maturity assessment Gap analysis Identify actions Implementation planning

• Identify information needs at 
a business management level

• Document current tool set
• Assess risk culture maturity
• Assess the cooperation-mode 

between operational risk and 
other functions

• Assess the business domain 
knowledge within the operational 
risk management function

• Current situation documented • Gaps to target model documented
• Knowledge gaps documented

• Prioritized action list
• Quick wins

• Implementation plan and budget
• Approved document

• Compare current toolset to target 
model including business 
management requirements 

• Compare available business 
knowledge to required business 
knowledge within the operational 
risk management function 

• Identify actions to close gaps within:
– Risk culture
– Reporting
– Tools
– Business domain knowledge

• Prepare cost-benefit analysis
• Identify quick wins
• Prioritize actions

• Create action plan including 
dependencies

• Determine project sta�ng
• Confirm plan
• Develop process approval document

Source: Accenture, May 2014
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Phase II: Gap Analysis
Based on the information extracted in 
Phase I, and the defined target model, gaps 
will be identified and analyzed, including 
those in business domain knowledge among 
operational risk management resources.

Phase III: Identify Actions
Based on the gap analysis conducted 
during Phase II, actions to help close gaps 
are identified. Actions to help change risk 
culture, for example, might include: 

Re-aligning compensation
Employee compensation often needs to 
be re-balanced to match the risk appetite 
of the organization. Compensation drives 
employees’ risk appetite, especially if there 
are opportunities for short-term gains at the 
expense of possible long-term losses. There 
are other issues to consider, for example, 
if generating new business volume, rather 
than credit quality, determines a corporate 
bank account manager’s bonus. 

Preparing a detailed  
communications program
Communication and leadership are key 
to successfully changing the risk culture 
of an institution. Employees need role 
models (we call them risk ambassadors) 
who demonstrate the right behavior. 
A risk strategy and communications 
program might include briefing packages 
for board members, senior management, 
department managers and influencers, as 
well as a kickoff event to introduce the 
new risk culture. Staff meetings, written 
communications, and other initiatives, like 
round table discussions at the business unit 
level can help the company adopt the new 
risk culture. 

Building risk into decision- 
making tools
Measures such as requiring risk assessments 
to be completed before transactions are 
closed can help reduce the number of 
adverse events. 

For example, new products should balance 
client value and the value delivered to the 
organization; if this is not the case, the 
business case reporting tool should flag this 
as a risky initiative prior to launch. 

Reporting and tools
When gaps between business needs and 
regulatory requirements, and existing 
reporting versus reporting requirements 
are identified, the bank’s current reporting 
package can be enhanced in a number of 
ways to address this. For example, reports 
covering various dedicated operational 
risk elements can be integrated and made 
consistent. The reporting process can be 
re-defined with clear responsibilities, and 
reports can be enriched with analysis and 
recommended management actions. 

A detailed reporting matrix can help  
a bank identify comparable information 
requirements and allow for streamlining  
of the data collection processes. Along the 
same lines, an aggregation mechanism can 
help transfer information to the next level 
while maintaining consistency. Information 
sources for each report should be identified 
and defined. Other areas of concern 
include collection methods, information 
quality assurance, data ownership, and 
the development and implementation of 
simulation tools. 

Business domain knowledge
Banks can undertake a number of actions 
to help the operational risk management 
function (and its complementary functions) 
enhance their business domain knowledge. 
They can conduct training on banking 
products and processes, with a focus on 
identifying and understanding their inherent 
risks. Workshops with business areas can 
help analyze the identified risks in more 
detail. And, for highly complex products and 
processes, on-the-job training in the form 
of short-term assignments to business areas 
can be very helpful.  

Cost-benefit analysis
The potential benefits of operational risk 
management improvements include freeing 
up capital; better decision-making based 
on simulation results; lower cost of funds 
due to better corporate ratings; and lower 
operating costs from improved controls and 
monitoring tools. Other potential benefits 
include reduced profit and loss volatility, 
increased customer and staff satisfaction, 
optimized insurance coverage, and improved 
regulatory compliance. 

As for costs, these include project 
implementation costs for the various 
program elements; costs associated 
with adapting or upgrading the bank’s IT 
platform; and a number of recurrent and 
ongoing costs when the project is moved to 
the production stage. 

Conducting a cost-benefit analysis can help 
the bank identify quick wins to support the 
effort and shed light on how to prioritize its 
action steps.

Phase IV: Implementation 
Planning
Implementation planning addresses the time 
frame, the necessary resources and the 
costs incurred.

This last phase is also used to create the 
documents used to present the results to 
senior management in order to receive 
approval for the implementation of the 
identified action steps. 

Many of these action steps, especially 
changing risk culture, take time and 
require careful organization. However, 
the benefits of improved operational 
risk management can be compelling 
and can help banks create and maintain 
competitive advantage through better 
performance, lower capital costs, enhanced 
reputation and many other elements.
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