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Introduction

This handbook has been designed to be a practical tool to guide the Practice Manager through the responsibilities of Security within the General Practice. This will also enable a record of the controls to be maintained.

It is intended that the sections in this handbook reflect some of the guidance contained within BS7799 and provide evidence that the objectives of a security policy are met.

Reference to the relevant section of BS7799 – Part2: 1999 (Specification for Information Security Management Systems by British Standards Institute) is included in the heading.

This handbook compliments and should be used in conjunction with the Security Policy for General Practice, available from the Health Authority.

How to Use This Book

This book is divided into ten main sections with additional information and useful posters.

By using each section as a heading for filing, additional information can be collated there. This will enable this document to build into a useful library of control.

Photocopy the forms and information posters as necessary.

The audit boxes, within some sections, provide an acknowledgement that a section has been reviewed at regular periods. 

This review should be carried out at regular intervals and should not in any case exceed 1 year.

1.
Security Policy 

(BS7799-2: 1999 – 4.1)

It is important that an organisation has a policy to provide management direction and support for high level policies on Information Security. 

This policy should be communicated and available for staff as appropriate.

It is important that any such policy receives a regular review.

(
Has the practice adopted a security policy? 


YES / NO

If NO then it is important to consider a policy as soon as possible. The Health Authority provides a model document.

(
If YES enter the details of the Security Policy here:

Version Number:







Issue Date:







Review Date Due:







Local Variations:

(
Note here the agreed differences between the security policy and what occurs in practice. Use a continuation sheet if required.



2.
Security Organisation & Responsibilities

(BS7799-2: 1999 – 4.2)
A suitable forum for security issues should be available within the organisation. 

This can take the form of having an agenda item at regular meetings. All staff must have the opportunity and mechanism available to report security concerns to the appropriate level of management.

Responsibility for the security of Information Assets must be assigned and a suitable level of authorisation established for the ordering of new IT equipment.

Authorisation must be obtained before information is shared or processed by a third party. The identity of the required level of authority should be established and communicated to all staff.

Security Lead: 

(GP/Partner)




Day-to-day Management of Security Issues:




3.
Asset Classification & Control

(BS7799-2: 1999 – 4.3)

To afford appropriate protection of assets it is essential that these assets be accounted for and a level of ‘ownership’ established.

If it not catalogued elsewhere, use the forms within this document to list the hardware and software assets appropriate to the practice.

Examples of assets associated with information systems are: -

· Information & Data

· Software Programs

· Physical Equipment

· Services

This matrix will help to give guidance to techniques that may be applied to provide protection to information assets. This list is not exhaustive but should provide the basis for managing these assets.


Confidentiality
Integrity
Availability

Information & Data:

e.g. patient notes, databases, files,

system manuals & documentation.


Classify & restrict access, lock & key control, safe-haven, passwords, encrypt hard disks and data transfers.
Keep up-to-date, accurate, version controls, discard old copies, ownership, authorise access, screen for viruses.
Vital records storage, business continuity planning, off-site store, fire safe, back up & archiving.



Software Programs:

e.g. operating systems (W98/2000 NT), Word, Excel, Access, clinical system.
Restrict access & log usage, passwords, abide by license.
Control purchase, secure disks, CD’s & manuals, virus screen.
Secure system / server, back-up master disks & CD’s.

Physical Equipment:

e.g. system units, terminals, laptops, palmtops, printers, copiers, critical equipment, disks & CD’s.
Secure (lock down) where possible, restrict access, staff awareness.
Control use (lock & key, code lock, access control), restrict visitors, intruder & fire alarms.
Ownership of asset, audit regularly, security mark, prevent unauthorised movement, secure in transit.

Services:

e.g. office systems, telephone equipment,

networks, utilities.
Secure by design, physical security controls.
Alarms, emergency procedures, service & maintenance contracts, SLA’s.
Business continuity, redundancy (more than one), back-up power, SLA’s.

3.1
Asset Log (Hardware)

(BS7799-2: 1999 – 4.3.1.1)
(
Enter here the details of major assets used within the practice. Examples will include the practice server, desktop system units, printers and laptops.

Description
Serial Number
Location
Initials & Date
























































Audit Date:









Initials:









3.2
Asset Log (Software)

(BS7799-2: 1999 – 4.3.1.1)
(
Enter here the details of software products used within the practice. Examples will include the operating system and any desktop packages.

Description
Licence Number / Comments
Initials & Date













































Audit Date:









Initials:









4.
Personnel Security

(BS7799-2: 1999 – 4.4)

To reduce the risks of human error, theft, fraud or misuse of facilities within the practice, security responsibilities must be communicated. 

A Safety & Security Induction Checklist is included within this document.

Within employee job descriptions, security responsibilities and confidentiality agreements must be documented in accordance with the practice security policy. 

Contracts with third party suppliers must have appropriate clauses covering security and confidentiality issues within the Service Level Agreement (SLA).

(
Enter here the details of third party companies supporting the practice. Examples may include the clinical system supplier, cleaning company, etc.

Company Name
SLA in place?
Expiry Date
Comments














































4.1
Training log

(BS7799-2: 1999 – 4.4.2)

All staff should receive adequate and regular training to carry out their duties effectively. If not entered elsewhere use this page to list training and other courses that are undertaken by staff.

Name
Date
Training Given
Comments
























































Audit Date:









Initials:









5.
Physical Security

(BS7799-2: 1999 – 4.5.)

The physical security of the premises is vital in preventing unauthorised access, damage and interference to the daily workings of the practice.

The checklist on the following page will serve as a useful guide to carrying out a risk assessment.

(
Enter here the doors or secure areas controlled by keys or code locks.
Door / Secure Area / Safe Haven Description
Key number / code lock
Comments





































Audit Date:









Initials:









5.1
Physical Security - Checklist

(BS7799-2: 1999 – 4.5.x)
The physical security of the practice is important to ensure that the staff and assets are secure to prevent unauthorised access and damage.

This security must be regularly reviewed and the risk assessed to ensure that adequate measures are in place and if necessary to reduce the level of risk.

Techniques to enhance physical security that should be considered:












(
· Boundary fencing / hedges
.
.
.
.
.
.
(
· Car park / exterior building lighting
.
.
.
.
(
· Reduced number of entrances / exits
.
.
.
.
(
· Secure / restricted access to internal doors
.
.
.
(
· Locks to BS 3621(EN12209)
.
.
.
.
.
(
· Control of keys
.
.
.
.
.
.
.
.
(
· Directing patients / visitors to one point
.
.
.
.
(
· Reception desk design - screens / hatch
.
.
.
.
(
· Window locks
.
.
.
.
. 
.
.
.
(
· Window blinds / reflective glazing
.
.
.
.
.
(
· Secure double-glazing
.
.
.
.
.
.
.
(
· Intruder Alarm System to BS4737
.
.
.
.
.
(
· CCTV
.
.
.
.
.
.
.
.
.
(
· Access control (i.e. code locks, electronic access systems)
.
(
· Asset Log and Marking
.
.
.
.
.
.
(
· Staff awareness & training
.
.
.
.
.
.
(
· (
.
.
.
.
.
.
.
.
.
.
(
· (
.
.
.
.
.
.
.
.
.
.
(
· (  .
.
.
.
.
.
.
.
.
.
(
This list is not exhaustive and a review of security may be useful to ensure that a cost-effective approach is balanced against the risk. Ask the Health Authority for advice.

6.
Managing the Systems

(BS7799-2: 1999 – 4.6)

Only suitably qualified or experienced staff must undertake work or make changes to the practice systems. Adequate documentation should be produced or available for users as appropriate.

To maintain the integrity and availability of practice systems, regular back ups of essential practice software and information must be taken regularly.

Back-up Procedure?
Comments / responsibility
Initials & Date





















6.1 Anti-Virus Software

(BS7799-2: 1999 – 4.6.3)
An appropriate version of anti-virus software must be installed on practice machines and receive regular updates of the ‘engine’ and antidote files (known as virus definition files).

Anti-virus Software?
Comments
Initials & Date













7.
Access Control

(BS7799-2: 1999 – 4.7)

Access must be granted and revoked from information systems in a controlled manner. Regularly review the user list and remove from the system immediately any users as they leave or no longer require access for their role.

· List system users here.
Name
Userid
e-mail address
Declaration?

Initials & Date







































































Audit Date:









Initials:









7.1.
Passwords

Passwords must be adequate to provide a first line defence to unauthorised access to data or systems. As a guide these should be chosen as a minimum of 6-8 characters in length with a mixture of letters and numbers and have an enforced or defined expiry period.

(
Enter here the systems that have password access and describe the rule that is applied to the passwords for access.

System Name

Password Rules
Expiry Default?













7.2
Mobile Computing

Extra care must be taken when using laptop or palmtop computing devices.

When connected to the practice through external telecommunications systems a secure level of authorisation and identity must be established. This would be in accordance with NHSIA Acceptable Use Policy, code of connection.

These devices have an additional risk of to their physical security from loss, theft or damage. Ensure that the serial number/s of the equipment are entered on the Asset Log (Hardware) in section 3.1. 

Permanently security marking / engraving should be considered.

Care must be taken to ensure that the data entered remotely is transferred as soon as practicable to the practice systems.

8.
Systems Development & Maintenance

(BS7799-2: 1999 – 4.8)

To enable a ‘paperless practice’ the clinical software used within the practice must comply with the relevant specification.

At the time of writing this specification was detailed in the Statutory Instrument 2000 No. 2383; this came into force on 1st October 2000.

This specification is detailed in the “General Medical Practice Computer Systems - Requirements for Accreditation - RFA99”. This is an NHSIA document published in October 1999.

RFA99 Approved Software?
Health Authority Approval for ‘paperless’ practice.

Requested / Granted - Comments
Initials & Date









8.1
Encryption

(BS7799-2: 1999 – 4.8.3)

Nationally this area will develop over the coming years as technologies in encryption and cryptography become the standard.

Locally you could be using ‘off the shelf’ solutions or free packages from the Internet for communicating between known colleagues using encryption.

Encryption Software in use?


Comments? (KEY length?)







9.
Business Continuity Management (Disaster Recovery)

(BS7799-2: 1999 – 4.9)
Planning NOW for actions in the event of an incident will reduce the impact of that incident.

· Who would the police call in the middle of the night in the event of alarm activation or other emergency discovered at your premises?

· Ensure that your keyholder details with the police, local authority (if applicable) or Alarm Company are up-to-date!

· Maintain a list of designated keyholders – complete the details here. Review and update this list regularly.

Keyholder

Name / Position
Contact Details

Address / telephone / mobile
















Audit Date:









Initials:









9.1
Possible Incidents

· Disruption or loss of data – hard drive errors / theft of a desktop machine!

· Technology failures – e.g., complete file or network server.

· Loss of skill-based services – clinical software company / critical staff.

· Local utility failures (electricity / gas / water).

· Communication failures (telephone / data network).

· Local incidents (fire, flood, lightning strike, gas leak, burglary, criminal damage and public disorder).

9.2
Managing the Incident

Bring the key people together to plan a response to minimise the damage the incident can cause to normal working within the practice.

· Where would you meet if the building were unsafe?

(



· Where could you conduct surgeries to see urgent patients?

(



(
What method would you use to contact patients about the emergency arrangements?

(



· How would patients make contact with the surgery during the disruption?

(



· Where is the electricity consumer unit?

(


· What is the emergency telephone number for electrical faults?

(


· Where is the gas isolation valve located?

(


· What is the emergency telephone number for gas leaks?

(


· Where is the water stopcock located?

(



· What is the telephone number of a local plumber?

(


(
EMERGENCY SERVICES:  999 or 112

Local Police: ( …………………
(for non urgent calls)

· Keep some torches in a handy location. Test them regularly and keep spare batteries. If re-chargeable, discharge regularly in accordance with the manufacturers recommendation.
9.3
Key Personnel

(
Who are the key personnel who would need to be involved if an emergency occurs at the practice?

Key Personnel

Name / Position
Contact Details

Address / telephone / mobile

























Audit Date:









Initials:









9.4
Clinical System Supplier

Company Name:




Contact Details:

Address:

 


Telephone Numbers:

Daytime:

Night Time:




Site or Reference No:


Software Version:


Engineer’s Names:


Comments:



10.
Legal Compliance

(BS7799-2: 1999 – 4.10)

To avoid breaches of criminal and civil law and other obligations, all staff, whether employees, agents, contractors or volunteers must be aware of the relevant responsibilities.

The following pieces of legislation or guidance are relevant or applicable to the General Practice, either as an employer or provider of health care.

· Common Law Duty of Confidentiality

· Caldicott Report

· The Health and Safety at Work Act 1974

· The Electricity at Work Regulations 1989

· The Health and Safety (Display Screen Equipment) Regulations 1992

· Manual Handling Operations Regulations 1992

· The Reporting of Injuries, Diseases and Dangerous Occurrences Regulations 1995 (RIDDOR)

· Control of Substances Hazardous to Health Regulations 1988 (COSHH)

· The Access to Medical Reports Act 1988

· Copyright Designs and Patents Act 1988

· Access to Health Records Act 1990

· Computer Misuse Act 1990

· Data Protection Act 1998

· Human Rights Act 1998

· Public Interest Disclosure Act 1998

· Freedom of Information Act 2000

· Electronic Communications Act 2000

· Regulation of Investigatory Powers Act 2000

· Health and Social Care Act 2001

This list is not exhaustive and it is recommended that the practice seek advice where appropriate.

10.1
Information Matrix

This matrix offers guidance to how information relates to specific pieces of legislation or guidance.


Common Law Duty of Confidence
Caldicott Report
Access to Health Records Act 1990
Computer Misuse Act 1990
Data Protection Act 1998
Human Rights Act 1998

Anonymised Information
NO


NO
NO
YES
NO
NO

Personal Information
YES
NO
NO
YES
YES
YES

Personal Health

(Living)
YES
YES
NO
YES
YES
YES

Personal Health

(Deceased)
YES*
YES*
YES
YES
NO
?

















* It is not clear under law whether information related the deceased is included in the Common law duty of confidence. However best practice is to act as if the duty does continue.

Security Declaration

All users of the practice computer systems must abide by the Security Policy. The Practice Manager holds a copy.

In brief, this policy is to ensure that the Confidentiality, Integrity and Availability of the systems and data are maintained at all times.

Use the following checklist to understand the minimum responsibilities you are expected to adhere to whilst employed by the practice, in whatever capacity.

Checklist:

USERS MUST:

· Only use practice systems and access any information if authorised.

· Treat all patient and personal information as confidential.

· Dispose of confidential information securely; if in doubt ASK.

· If using systems that require a password – choose it carefully, change it regularly.

· Keep any passwords secure and do not disclose to anyone. If compromised CHANGE IT.

· Use e-mail professionally; check the spelling and context of your documents and notes.


· Ensure that you are aware of your responsibilities in complying with NHS guidance, such as the Caldicott Report for patient information, and the law, e.g., The Data Protection Act and Computer Misuse Act, (see overleaf).

USERS MUST NOT:

· Move any equipment without permission.

· Use any equipment that you believe to be damaged or operating incorrectly.


· Use or try to use computer networks, or access data, that you are not authorised to use.


· Install unauthorised software.


· Misuse e-mail or access the NHSnet or Internet inappropriately.

Caldicott Principles

Test every time patient information is used

1. Justify the purpose(s) for using confidential information.

2. Only use it when absolutely necessary.

3. Use the minimum required.

4. Access should be on a strict need-to-know basis.

5. Everyone must understand his or her responsibilities.

6. Understand and comply with the law.

Data Protection 1998 - Principles

1. Personal data shall be processed fairly and lawfully and subject to conditions.

2. Personal data shall be obtained for specified and lawful purposes and not further processed in any manner incompatible with that purpose.

3. Personal data shall be adequate relevant and not excessive for the purpose.

4. Personal data shall be accurate and where necessary, kept up to date.

5. Personal data shall not be kept for longer than necessary for the purpose.

6. Personal data shall be processed in accordance with the rights of the data subjects.
7. Appropriate security to prevent unauthorised or unlawful processing or accidental loss or destruction of, or damage to the data.

8. Personal data shall not be transferred outside of European Economic Area unless similarly protected.

(NB. A breach of a Data Protection principle can result in a civil claim or prosecution by the Office of the Information Commissioner.)

Computer Misuse Act 1990

The Computer Misuse Act is legislation that has created offences for which unauthorised access to or modification of computer data may result in criminal prosecutions.

You must ensure that you only access the systems, databases or networks to which you have been specifically authorised to do so. You must also report any suspected attempts or unauthorised access by others to information or data held within the practice.

 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

DECLARATION

User: 
I acknowledge that I have been briefed and understand the principles of the practice Security Policy and related guidance and legislation.

Name:  . . . . . . . . . . . . . . . . . . . . . . . . Signature . . . . . . . . . . . . . . . . . . . . . . . . Date . . . . . . . .

User ID …………………………. E-mail (if applicable) ……………………………………….

Practice Manager: 
I declare I have briefed the user on the practice Security Policy.

Name:  . . . . . . . . . . . . . . . . . . . . . . . . Signature . . . . . . . . . . . . . . . . . . . . . . . . Date . . . . . . . .

Keep original for file and give copy to employee

Employee - Induction Checklist
Safety & Security

This checklist should be discussed with the employee on their first day and used to ensure that the items are covered in sufficient detail to enable them to feel confident to carry out their duties. Keep a copy as a record of actions.

Employee Name ……………………………..

Date ……………………….









(
YES
NO
N/A  Initials

FIRE PROCEDURE & ASSEMBLY POINT

(
(
(
…….

FIRE EXITS – LOCATION




(
(
(
…….

FIRE EXTINGUISHERS - LOCATION


(
(
(
…….





 - USE



(
(
(
…….

FIRE ALARM 

 - CALL POINTS


(
(
(
…….






 - TESTING SCHEDULE
(
(
(
…….

FIRST AID BOX






(
(
(
…….

LOCKING PROCESS





(
(
(
…….

CALDICOTT






(
(
(
…….

DATA PROTECTION ACT




(
(
(
…….

COMPUTER MISUSE ACT




(
(
(
…….

LOGGING ONTO SYSTEMS




(
(
(
…….

E-MAIL POLICY






(
(
(
…….

PASSWORDS






(
(
(
…….

USER DECLARATION





(
(
(
…….

Computer Rules - Poster

(
SOFTWARE 
Before you put a floppy disk or CD into the machine!

· Do you have permission from the practice manager or other authorised person?

· Do you know where it came from?

· Is the data or software authorised for use in this practice?


· Does the licence cover the proposed use? 

· Is the anti-virus software on your system activated?

(
DO NOT:


· Send ‘junk mail’ or advertisements for private sale of goods or services!


· Use slang or words that may be misunderstood, that are offensive, obscene or defamatory!


· Send personal or patient information without encryption!

(
DO:



· Keep any password secure!


· Check the spelling in your e-mails / documents / notes!

· Check the address of the recipient is the right person!

· Attach necessary files!
· Copy only those who ‘need to know’!

· Work within the Caldicott & Data Protection Principles!
Information Security - Poster

Security is everyone’s business
“The patient has the right to expect that information about them will be held in confidence by their doctors”
GMC Guideline on Confidentiality (Sept2000)

Do not disclose patient details unless you can justify it 

Do not discuss patient information where you can be overheard

Do not leave patients’ records (on paper or screen) where other patients, unauthorised staff or the public can see them

Only use practice systems when authorised

Keep your password secret and change it regularly, 

when ‘logged on’ your password means that you did the work

Do not allow someone else to use your ‘login’
Lock the screen when leaving your desk

The Data Protection Act affects everyone
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