Infrastructure Assessment Risk Management 

The Infrastructure Risk Assessment Guideline is for use by Agencies seeking to establish the connection between service delivery risks and state/condition of the existing engineering infrastructure.

It is also a useful means to determine likely areas of risk for Agency/Health Services to include on their Risk Register for inclusion when setting targets and priorities for capital works programs and projects.

The aim of this guideline is to assist healthcare agencies to improve the reliability of healthcare services to the community through a focus on the suitability of the supporting engineering infrastructure. Implementing this guideline will assist in identifying factors affecting an agency’s healthcare services. Agency management can then exercise good governance and put in place mitigation measure so that the agency’s functions may continue and safe operations and occupancy occur.

Every healthcare agency is dependent upon buildings and associated engineering infrastructure to deliver their healthcare services. Any failure of the engineering infrastructure will represent a risk to the ongoing delivery of the agencies health care services.

This guideline documents the methodology for identification of risks to health care service delivery based on the state, condition and suitability of the engineering infrastructure.  This guideline draws the connection between health care services and infrastructure elements to promote an understanding that healthcare services are dependent upon engineering infrastructure reliability.

This guideline should be read in conjunction with the following Capital Development Guidelines:

· Asset Assessment Guideline

· Risk Management - Essential Engineering Infrastructure for Hospitals and other Critical Departmental Facilities.

Healthcare risk audit should be conducted regularly, say on a 5-year cycle, whenever there is a major incident or change to the service delivery or the physical environment. The outcomes of the audit should form an integral part of the agencies risk management plan.
The flowchart on the next page details graphically the relationship between the context (healthcare business continuity) and the scope (engineering infrastructure) of the risk assessment.

Approach

The Infrastructure Risk Assessment Guideline (Refer to the Risk Management Infrastructure Assessment Checklist) and evaluation protocol has been developed primarily for use by the healthcare sector. This protocol is based upon the qualitative risk assessment process included in the Australian Standard Handbook HB 221 Business Continuity and tailored to suit the needs of the Department of Human Services (Victoria) and associated healthcare agencies. The guideline draws the connection between health care services and engineering infrastructure (refer to Figure: Healthcare Services Risk Assessment Connection) by setting out the way that risks to healthcare service delivery are to be determined based on the state, condition and suitability of the engineering infrastructure. The assessment thus becomes an important planning tool for healthcare administrators, and is a key focus for the design team preparing capital works project scope and budgets.

The figure below describes the relationship between the healthcare context, ie business continuity and the scope termed engineering infrastructure of the risk assessment.

Figure: Healthcare Services Risk Assessment Connection
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The figure graphically demonstrates that each risk to a healthcare agency is made of two components:

· The physical aspect deemed as an engineering infrastructure failure mode and its likelihood of occurrence

· The service delivery impact and consequence to the agency healthcare services.

The infrastructure assessment also has two distinct streams of activity: 

· Technical assessment of the potential failure modes

· Functional assessment of the impact on healthcare services.

Both activities constitute the risk register, which can then be used as a starting point in risk mitigation planning. It is expected that agencies will conduct a regular Healthcare Risk Audit (HRA) whenever there is a major incident or change to the service delivery or infrastructure. The results of the HRA should be recorded on the agency risk register, which serves as a basis for identifying issues that need to be brought to the attention of the agency board to establish management strategies, programs, funding and priorities.

The Risk Assessment Process 

The overall infrastructure risk assessment process is shown in the following flowchart.
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This guideline to managing infrastructure risk was developed to assist healthcare agencies to minimise the planning, operating and maintenance costs by developing a practical tool that would improve the reliability and efficiencies of supporting engineering infrastructure. This approach has since been refined and considerably expanded to provide a comprehensive risk-based template that is able to produce a multitude of benefits.

These benefits are measurable both in terms of direct cost reductions as well as a more efficient and streamlined master planning processes.

The guideline is structured to cover all phases in the capital investment process – from the initial concept proposal through to post-occupancy. This approach can be utilised whenever capital funding is required to replace, renew or augment existing infrastructure.

The output of the process will allow participant agencies to develop fully researched and costed business cases that will support applications for funding. Additionally, organisations utilising this risk based approach to capital development and implementing the outputs will ensure:

· Compliance with prescribed legislative requirements and best practices

· The demonstrable exercising of defined and implied due diligence requirements

· Enhancement of project/task service delivery

· Substantial value-adding through the interlocking of infrastructure risks with functional consequences

· Direct efficiencies and cost reduction in energy management and consumption and in operating and maintenance

· Maximisation of management and stakeholder accountability

· A strategic and systematic approach to sustainable risk mitigation.

The Four Key Steps

The guideline is a multi-staged protocol that allows for the systematic assessment and management of risk at both a strategic and operational level. The key steps detailing the protocol are described in ‘Infrastructure Assessment Methodology’. The approach is coordinated by a designated team - with active input and participation from service delivery staff and a number of other stakeholders. The process is intended to be both a qualitative and a quantitative exercise that commences with a comprehensive review of the current and/or proposed infrastructure of a site.

Data relating to the capability and condition of the infrastructure is collected and then analysed from all stakeholders’ perspectives. This data is collected through direct consultation & inspection processes that include workshop sessions, interviews, physical audits and the review of plans and drawings. Stakeholders involved typically include infrastructure owners, designers, constructors, maintenance personnel and all intended end-users (engineering and clinical representatives).

Base information that is typically collected and assessed to develop project profiles include:

· Site location and access

· Building locations

· Form of construction/redevelopment

· Building age 

· Major Plant/Equipment

· Major Reticulation.

From this data, and the exact project specifications, an initial master list is developed. Relationships between infrastructure and services are then linked and assessed by both discipline and function. All potential risk factors involved are then itemised, the criticality of these risks are individually reviewed, weighed and costs estimated – and all possible mitigation strategies are listed and cost estimates prepared.

Flow chart guidelines are utilised for all stages of the initial assessment process with the scope to allow for the designation of both risk categories and mitigation responsibilities to individual, organisational and departmental levels. The inter-relationships between organisational and departmental infrastructure risks are also analysed. Following this the risks are weighted and consequences assessed to determine likelihood in order to produce a risk ranking. The outcome will provide:

· The capacity, suitability and durability of existing services infrastructure

· A cost-justified needs analysis that details the parameters of current and forecast capabilities of existing infrastructure

· The identification and mitigation of all risks related to existing infrastructure.

Risk Register

One of the numerous ongoing processes that are developed from implementation of the guideline is a comprehensive Risk Register. The approach establishes a working database for this purpose with entry fields prompting base information such as risk location and plant identifiers that can be aligned with disciplines (Architecture, Structural, Mechanical, Electrical, Fire, Hydraulic, Communications and Transportation). 

The Risk Register database will provide a prompt for action by identifying descriptions of potential failure modes for each risk item and risk rankings. Risk items and rankings are then automatically calculated and listed by linking the consequence and likelihood scores. The Risk Register should allow for images to be stored for each recorded risk item and serves as a ‘living’ document that continues to prompt reviews and to track progress of mitigation strategies for the life of a project and well into post occupancy stages.

Methodology
The methodology employed in the guideline utilises process-specific checklists to monitor and document the four key stages of the protocol. This checklist is a guide to the items that should be provided in the Infrastructure Risk Assessment Report:

1.
Scope Definition Phase

· Exact definition of the extent or parameters of the project

· Identification of all key stakeholders

· Definition of key clinical core service risk areas

· Establishment/Review of Risk Register database.

2.
Audit and Analysis Phase

· Definition of scope of the infrastructure risk audit

· Audit photographs journalled and linked to the Risk Register

· Review incident, loss, failure incidents including insurance claims and any related infrastructure disruptions

· Review in detail all service facility plans

· Discussion and discovery with all key stakeholders

· Workshop issues

· Review and confirm all service delivery areas and their criticality rankings

· Agree to standard criticality rankings with clinicians and management

· Risk Register complete with likelihood, consequence and overall risk rankings defined.

3.
Mitigation Phase

· Identify all possible options for each mitigation strategy and enter in the Risk Register

· List mitigation projects in priority order with sub-rankings of cost

· Define opportunity ranking for each project aspect

· Agree on program targets (resources, time, cost, etc) for each mitigation project

· Mark up and update site sketch plans with mitigation projects defined and located

· Develop staging plan and related budget and cash flow charts

4.
Report Phase

· Submit a final strategy for the implementation of a total project/site risk management program with full itemisation of mitigation projects

· Undertake the assessment of all key issues to be realised upon completion – for update, tracking and recording in the Risk Register

· Where necessary, establish a Business Case to support the final strategy. The Business Case will need to identify potential sources of funding and to assist with the preparation of funding application processes and recommendations

A comprehensive healthcare risk audit includes the following elements.

Risk Audit, which includes:

· Criticality assessment of healthcare services

· Site audit of engineering infrastructure

· Risk Register database including existing information

· Risk assessment

· Select mitigation path from a number of options including

· Operations and management actions

· Mitigation project planning and identification of business case

· Reporting of findings of risk audit

· Implementation of risk mitigation

· Ongoing update of Risk Register and review.

The scope of an agency’s engineering infrastructure to be audited will depend upon the facility service plan. The scope should be defined by working from the service plan to identify the parts of the engineering infrastructure that are required to support the agency functions. In most cases, this could include the entire infrastructure on a particular agency site.

Methodology

This risk assessment methodology is based upon the qualitative assessment process included in Australian Standard Handbook HB 221 Business Continuity. The methodology of HB221 has been tailored to suit the needs of healthcare agencies.

Healthcare Risk Assessment Flowchart
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The audit process involves a detailed review of the supporting infrastructure for an agency site and is conducted from two viewpoints.

One viewpoint involves an assessment of the condition and capability of the infrastructure to continue to function. The other audit viewpoint involves a focus on the relative importance of the infrastructure to the agency functions. 

Mitigation involves the selection of the best solution to minimise or eliminate identified risks. Mitigation solutions must be selected on balance of time, cost and consequence factors.

Finally, the risk assessment is not complete until the findings have been documented and presented to the agency management team for appropriate action.

Risk assessment is a continuous process with a return path via Implementation and review to the start of the process. The frequency for one cycle of the risk assessment process is at the discretion of the agency, however once developed it is recommended that the risk register be regularly reviewed by senior and management kept up to date by facility management staff.

The Department of Health is responsible for determining whether risk identified by agencies may have potential consequences across the department or throughout state level. The process applied to risks presented to the Department of Health by Agencies as part of their reporting obligations is included in the State Wide Risk Assessment Responsibilities.
Through the risk ranking procedures contained herein, identified risks in a healthcare agency’s engineering systems are ranked in order of priority so that the most important issues are highlighted. Risks may be identified in one of the following areas:

· Disruptions to an agencies healthcare functions

· Occupational health and safety non compliance

· Statutory non-compliance.

The key output of the risk assessment is a risk register with allocated mitigation paths/projects and accompanying orders of cost. The completed assessment becomes an important planning tool for healthcare administrators.

The procedures set out in this guideline, if followed, will result in all healthcare infrastructure assessments being conducted on a common basis throughout Victorian public healthcare agencies.

Risk Assessment Triggers

The guideline should be used whenever capital funding is necessary to renew, replace or augment existing infrastructure. The output of the process will provide the necessary information to develop a business case for application of funds for infrastructure projects.

This guideline should be applied as a result of a number of key triggers, with examples of these being:

· As part of a regular agency management review of business risk

· To support good asset management practices

· A critical incident that results in injury, loss of life or a disruption to agency functions on a specific site

· A major redevelopment as an integral part of the master planning process

· A substantial change to the functions of a site or specific area (eg conversion of general ward area to acute ward area).

Figure: Relationship between Department of Health Capital Development Process and Risk Process


[image: image4.wmf]Operation

Implementation

Documentation

Final Business

Case

Preliminary

Business

Case

Strategic

Business

Case

Service Plan

Strategic Business Case

Project Initiation

Planning Brief

Master Plan 

- Cost Plan A

Feasibility Study 

- Cost Plan B

Preliminary Business Case

Schematic Design 

- Cost Plan C1

Final Business Case

Design Development

Cost Plan C2

Documentation

- Cost Plan D

Tender, Evaluate & Award

Construction

Commissioning

Asset Management

Post Occupancy Evaluation

Healthcare Agency Risk

Assessment Guideline

1. Criticality Assessment

2. Audit

3. Risk Register

4. Risk Assessment

5. Mitigation Selection

6. Mitigation Project Planning

7. Project Staging & Cashflow

Healthcare Business Case

Guideline

8. Business Case Development

Project Based Risk Assessment

Asset Based Risk Assessment

Project Development

Process


Figure: Relationship between Department of Health Capital Development Process and Risk Process above, demonstrates two key methodologies. The first is a project based risk assessment that is a desktop activity and is a necessary input into planning for new projects. In this case the agencies business risk management needs to drive the development of new capital asset during a capital development project.

The second is an asset based risk assessment that involves detailed site involvement. In this instance, the state of the existing asset becomes an input into the healthcare agencies business planning.  Unacceptable asset risks may result in a need to further develop the asset that needs to be taken into account in the agencies business planning.

Risk Assessment

General

The risk assessment includes the following key elements:

· Initial Consultation

· Risk Audit

· Criticality Assessment

· Risk Register

· Risk Assessment

Figure: Risk Assessment Flowchart
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Each risk to a healthcare agency is made up of 2 components:

· An engineering infrastructure failure mode and its likelihood of occurrence

· A consequence to the agency healthcare services.

The infrastructure assessment process accordingly has two distinct streams of activity:

· Technical assessment of the potential failure modes.

· Functional assessment of the impact on the healthcare services.

Once both activities are complete the resultant output is a risk register. Upon completion of a risk register the risks are ranked in accordance with the risk assessment procedure. This can then be used as the starting point for risk mitigation planning.

Initial Consultation

Prior to the commencement of the risk assessment, audit meetings shall be held between the auditors and the agency management team, engineering staff and representatives of the agency’s clinical staff. The purpose of this meeting is to:

· Discuss the risk audit process.

· Identify known deficiencies and infrastructure elements that have already recognised as requiring action.

· Identify healthcare services incidents outages and near misses, which have been caused by a failure of engineering infrastructure.

Criticality Assessment

The ranking of consequence in the risk assessment needs to be related to the level of importance of the healthcare agency’s functions that are supported by the site infrastructure.

To enable the consequence of each risk to be appropriately ranked is necessary to identify the level of criticality for the various functions of the hospital. For expediency, this is done on an area basis using a standard criticality assessment guide. 

Area Criticality Assessment

A standard criticality assessment procedure has been developed which determines the importance of all floor areas of an agency’s buildings on the basis of the functions they accommodate.

Included in the Criticality Assessment Process and Ranking of Standard Functional Areas proforma is a generic ranking of the Department’s standard functional unit list for a public health care facility. Also included is the ranking methodology used to rank the standard functional areas.

In each audit the standard rankings of the functional units shall be reviewed and altered to suit site or agency specific issues. The changes to the standard rankings shall be recorded along with the site or agency specific reason for the alteration.

Once each building floor area has been ranked in accordance with the standard procedure, they are to be presented in the form of a matrix identifying the different rankings of each area. The Overlay Risk Summary Matrix includes an example of a site criticality matrix.

Site Audits

The audit may include part or all of the following elements depending upon the scope of the assessment:

· Site Infrastructure Elements

· External Incoming Services – such as sewer, water, electricity, communications and gas

· External Site Services - such as sewer, water, electricity, communications and gas

· Common Engineering Infrastructure Plant - such as central energy plants that serve multiple buildings.

Building Elements

As a minimum, an audit should include building services and external services.

· External building fabric with emphasis on weatherproofing, air tightness and structural integrity.

· Building Services Plant – such as mechanical, electrical, communications, fire, hydraulics and transportation services within the building.

· Building Services Reticulation – such as all piped services, electrical and communications cabling and ventilation ductwork.

The site auditing process should be carried out by relevant discipline specialists for each system and sub system forming part of the scope of the audit.

Auditors should be appropriately trained and experienced in the engineering systems, which form the scope of the audit. The audit is a practical activity, which is dependent upon practical experience with engineering infrastructure and professional knowledge. It is not a desktop activity.

As the audit is conducted at the system level it is necessary only to identify potential failure modes at the system component level. 

For example a site main switchboard may include a wide range of sub components. The switchboard is itself a component of the overall infrastructure system.  The “switchboard” is the system component, which may due to various deficiencies be a potential system failure mode. 

The presence of numerous faulty elements on the switchboard that could cause the switchboard to fail only contributes to the failure likelihood assessment of the failure switchboard. 

It is not intended that the audit process involve detailed inspections and analysis of plant sub components. It is intended that the audit source the following information: 

· Detailed site inspections of plant and infrastructure. These inspections should be accompanied by photographic or other evidence of the identified risks where it is realistic to do so

· Review of maintenance, servicing and testing records for plant

· Detailed discussion with site engineering and maintenance staff to identify potential failure modes. This will generally be as a result of operational experience

· Review of record documentation including engineering schematics. This may highlight areas where the infrastructure design is deficient due to changes of use of function within the agency’s buildings

· Review history of relevant incidents, failures of essential services systems, insurance claims or any other infrastructure based disruption to the agency operations.

The audit process deliverable comprises the site risk register with all failure modes identified but without any ranking of likelihood or consequence.

During the audit each failure mode is recorded into the risk register database. Refer to part 3 for the risk register details.

Risk Register

Upon completion of the audit, the next task is to establish a risk register. All potential risks should be recorded in the risk register. (Also refer to the Sample Risk Register) 

The risk register shall include the following fields:

· Building

· Location within building

· Source of supporting information from which concerns are drawn

· Date of risk assessment 

· Name of the auditor

· Register Item number

· Discipline

· Plant or reticulation item

· Age

· Remaining life

· Plant identifier

· Photo number

· The failure mode, what could happen and how

· Consequence in functional terms

· Consequence ranking

· Likelihood ranking

· Overall risk ranking

· Comments

· Mitigation path selected

· Project allocation

· Order of cost for project allocation.

Each of the above risk register fields is described in detail in the Risk Database Entry Fields.

The healthcare agency is responsible for holding and maintain the risk register.

Risk Assessment

Each potential failure mode shall be ranked with respect to the likelihood of occurrence and consequential impact. 

Consequence Assessment

An engineering system can fail in many ways. The impact on the healthcare functions will depend upon the mode of failure. Each failure mode is assessed for its overall consequential impact on the basis of selection of the highest score from the following independent assessments.

Consequence assessment is ranked on a three-step process as follows:

Step 1.
Potential to disrupt multiple areas of the facility.

Step 2.
Statutory or Occupational Health non compliance.

Step 3.
Area Criticality Assessment.

Appendix I: Failure Mode Consequence Ranking Tables, provides a detailed description of the consequence assessment process.

The highest score from the above three independent assessments forms the consequential impact score associated with a failure mode.

The result of the above three steps is to rank each failure mode consequence on a five level scale as follows:

1: Insignificant

2: Minor

3: Moderate

4: Major

5: Catastrophic

Likelihood Assessment

The likelihood of occurrence is based upon technical judgement of the specialist auditor of if available statistical evidence. The likelihood of a failure mode is ranked in accordance with the qualitative likelihood-ranking table included in the Failure Mode Consequence Assessment Guideline.

Each likelihood is ranked on a five level scale in as follows:

1: Rare

2: Unlikely

3: Moderate

4: Likely

5: Almost Certain

Once each failure mode likelihood and consequence has been classified the risk is ranked in accordance with the following matrix.

Figure: Risk Likelihood Matrix

	Consequence
	Likelihood

	
	1
	2
	3
	4
	5

	5
	6
	7
	8
	9
	10

	4
	5
	6
	7
	8
	9

	3
	4
	5
	6
	7
	8

	2
	3
	4
	5
	6
	7

	1
	2
	3
	4
	5
	6
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Risk should then be categorised as follows:

· Low

2 to 3

· Medium

4 to 6

· High

7 to 9

· Extreme

10

An example is given below for a likelihood of 3 and consequence of 2 with a subsequent overall “medium” risk ranking.

Example: Risk Likelihood Matrix

	Consequence
	Likelihood

	
	1
	2
	3
	4
	5

	5
	6
	7
	8
	9
	10

	4
	5
	6
	7
	8
	9

	3
	4
	5
	6
	7
	8

	2
	3
	4
	5
	6
	7

	1
	2
	3
	4
	5
	6


Once all risks are ranked, the risk register should be complete to the point where all registered potential failure modes have been ranked. Refer to the Risk Database Entry Fields, for risk register database details.

Individual risks with a ranking of high or extreme should be recorded on the individual risk record proforma in addition to the risk register. The proforma can be used during mitigation planning to identify the risk reduction achieved by the proposed mitigation.

Risk Mitigation

Mitigation Selection

Risks can be dealt with through a range of mitigation activities. For the purpose of this assessment it is necessary for the risk auditor to categorise the risks into one of three mitigation strategies as follows:

· Do nothing but monitor the risk.

· Agency Management Mitigation action.

· Project Mitigation action.

The three categories are self-evident. All three categories become the responsibility of the healthcare facility to action, however the third category will require further development and planning before any action can be taken. 

A flowchart detailing the agency mitigation options is shown below.

Figure: Operations & Maintenance Mitigation Flowchart
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(This guideline does not include the elements in the above flowchart. They are provided merely to demonstrate the mitigation strategies available to all healthcare agencies.

Any risk mitigation activity that falls outside the first two categories becomes a Project Mitigation action, which could be any of the following:

· Removal of patient safety risk

· Removal of service delivery risk

· Removal of unacceptable reticulation risks such as critical single points of failure. Typically this will occur where the healthcare functions of a facility have much higher reliability needs than the capacity of the existing infrastructure to support

· Statutory upgrade requirements required due to non-compliance

· Removal of OH&S risks

· Removal of hazardous materials

· End of life plant or reticulation replacement

· System capacity enhancements to meet site demand growth.

All selected mitigation actions should take into consideration the ease and time required for implementation. Projects which have been selected to mitigate extreme risks which may involve extensive program needs or major operational disruption to the agency are unlikely to be implemented and thus can not be considered as an effective mitigation.

Planning Mitigation Projects

A flowchart detailing the elements of mitigation project planning is shown below

Figure: Project Mitigation Planning Flowchart
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Selecting Projects

Once a risk has been identified as requiring a mitigation project it is necessary to provide sufficient detail for the healthcare administration to make the necessary management decisions.

This involves sufficient planning and design to complete all mitigation projects to a feasibility stage.

Sufficient detail to verify the feasibility of a project should be included as part of the completed study. This may involve spatial planning and where relevant system schematics marked up to show the impact of the project on the existing system.

Each project should be accompanied with an order of cost to implement the project. The required level of accuracy for the orders of cost for each project is plus or minus 25%.

The required outcomes of the project planning process are:

· Identification of a project that will mitigate the risk.

· Confirm that the project is feasible.

· Provide an order of cost for the project.

High and extreme risk mitigation should be recorded on the individual risk record proforma’s included in the Individual Risk Record Proforma. The proforma provides the means to record the risk reduction achieved by implementation of the recommended mitigation.

Upon completion of selection of all risk mitigation strategies an overall site risk profile matrix should be produced form before and after risk mitigation is implemented. Refer to appendix E: Sample Risk Register, for a sample risk summary matrix.

Value Adding Opportunities Beyond Risk Mitigation

When planning projects to mitigate risks, projects that provide the highest possible benefit beyond mitigation of the risk should be selected. 

The four key areas of opportunity are:

· Energy saving potential.

· Operating cost reduction potential.

· Address master planning needs potential.

· Alternative funding potential.

Each of the above opportunities is discussed further below.

Energy Saving Potential

Any mitigation project that involves an item of plant, which consumes energy, has the potential to reduce overall energy consumption and associated greenhouse gas emissions. 

Operating Cost Reduction Potential

Any mitigation project that involves infrastructure with significant ongoing expenditure beyond its initial capital investment has the potential to reduce the overall operating expenses of the healthcare facility.

Address Master Planning Needs

Any infrastructure works which can be tailored to accommodate future infrastructure needs of existing master plans has the potential to reduce overall future expenditure.

Alternative Funding Potential

The energy market has many service providers who are willing to invest capital in energy plant or major services reticulation. Any mitigation projects involving major services reticulation or energy plant has the potential to attract energy service providers who may be interested in providing a range of own/operate packages.

Ranking of Opportunities

The objective is to rank each project selected to mitigate the identified risks for the opportunity potential on the basis of the following three level scale:

	Rank
	Description

	Negligible
	The project selected has little or no potential to contribute to the opportunity.

	Moderate
	The project has moderate potential to contribute to the opportunity.

	Major
	The project selected has major potential to contribute to the opportunity


Project Programming

To enable the healthcare agency to plan for implementation of mitigation projects it is necessary to develop a project program. This should be prepared in the form of a staging plan which takes into account operational restrictions associated with performing work in an operational healthcare facility and so that the risks are dealt with in order of priority.

The timeframe for implementation of risk mitigation should be based upon good governance of the agency. Some risks may require immediate action and should be identified as such.

In instances where risk exists in sites with a limited life the agency should consider aborting or deferring project mitigation for alternate short-term mitigation strategies.

Finding application and approval timelines should be considered in any mitigation planning.

Timelines for implementation of risk mitigation should form part of the overall risk management plan for the agency.

In the case of buildings where extensive works are required with a range of risks at various levels it may be necessary to stage the projects so that all risk works can be done concurrently. Operational needs will then become the key factor in staging of projects. 

When orders of cost are allocated to each project a funding cash flow plan can be developed in conjunction with the staging plan.

Financing the Risk Management Program

A summary of the staging cash flow required for risk mitigation should be forwarded to the agency management team.

Projects, which require funding, should identify the proposed source of funds. This may be either external or internal. In the case of external funding the agency should identify what actions are required to secure the funding and who the external funding body is.

In instances where funding applications are forwarded to DHS, each project application shall include the following information:

· The identified infrastructure deficiency

· The functional risks be they clinical, research or financial

· How funding will reduce the risk.

Reporting

Figure: Reporting Flowchart
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The healthcare risk assessment shall be documented in the form of a report and include the following minimum inclusions:

Executive Summary

1. Introduction key healthcare issues and associated infrastructure related risks 

2. Methodology

3. Infrastructure Condition General Description

4. Master Planning Issues

5. Risk Profile overall and individual risk sheets.

6. Mitigation Projects an indication of how investment will reduce the risk profile name

7. How Risk Profile is reduced as a result of mitigation actions.

8. Staging Plan (Time And Cost)

The required contents of each section are discussed below:

The executive summary should be three pages maximum provide a summary of the overall report in a fashion that allows Department of Health agency management insurers stakeholders and staff who are not conversant with the subject site to understand the outcomes of the risk assessment process.

The agency benefits of the proposed mitigation projects included in the report.

The executive summary should include a summary of the risk matrix with an overlay of the funding required to address the extreme, high and remainder of the risks accordingly.
Figure: Sample Risk Summary Matrix with Cost Overlay

	Consequence
	Likelihood

	
	Insignificant
	Minor
	Moderate
	Major
	Catastrophic

	Almost Certain
	Moderate 0.3%
	High 0.3%
	High 2.3%
	Extreme 5.3%
	Extreme 13.5%

	Likely
	Moderate 0.8%
	Moderate 3.5%
	High 7.3%
	Extreme 5.3%
	Extreme 14.3%

	Moderate
	Moderate 1.3%
	Moderate 3.0%
	High 5.5%
	High 8.3%
	High 7.3%

	Unlikely
	Low 2.0%
	Moderate 1.3%
	Moderate 4.8%
	Moderate 2.8%
	High 4.5%

	Rare
	Low 0.8%
	Low 2.3%
	Moderate 0%
	Moderate 1.3%
	Moderate 2.5%


A further risk matrix similar to the above should be included demonstrating the site risk profile after the funding has been expended.

Where mitigation projects require an application for capital funding from Department of Health CPSP a summary of the requested funding should also be included in the executive summary.

The agency business continuity benefits of the proposed mitigation projects should be set out with key recommendations (5 or 6 key benefits to be clearly described with the remainder of the details in appendices)

The executive summary should include a colour-coded diagram showing most severe risks in red and graded to the least in green. This diagram shall provide a graphical summary of the risk matrix with an overlay of the costs associated to address the extreme, high and remainder of the risks. The Overlay Risk Summary Matrix, includes a summary of the management strategy for project implementation in broad terms.

Introduction

This section should present: healthcare concerns in key areas impacted by infrastructure conditions including:

· The circumstances leading up to the request for the risk assessment process

· The scope of the assessment

· Acknowledgement of support provided in preparing the report

· Recognition of any external documents or information referenced for the report

· Date if of site audits ands names of auditors and hospital staff present.

Include in the appendices the name and serial numbers for any equipment used in the risk assessment.

Methodology

In instances where the methodology has deviated from the standards as set out herein, the report shall include:

· Any deviations from the standard methodology

· Any changes to the standardised area criticality assessment

· Reasons for the deviations in either the methodology or the criticality assessment.

Infrastructure/Building/Site Description

This section shall include a general overview of the condition of the infrastructure. This may include:

· Major Plant / equipment

· Major Reticulation

· Building age

· Building area

· Building form of construction

· Any recent refurbishments

· Brief commentary on the key services infrastructure.

· Any other issues.

Master Planning Issues

In the instance where a risk audit is conducted on a site where a master plan has been conducted within the past 5 years the report should include a tabular comparison which details:

· Capacity and suitability of existing services infrastructure

· Needs analysis that details infrastructure capacities required for the recommendations of the master plan

· Identification of any risk, which is related to the areas, proposed for redevelopment.

Risk Profile

This section should include:

· Total site risk profile summary table

· Risk profile summary table by discipline

· Individual risk sheets in accordance with the pro forma included in Appendix J: Individual Risk Record Proforma.

· General discussion on the trends evident in the risk summary tables.

Mitigation Projects

This section should include:

· Summary of the overall cost of the recommended mitigation project

· A brief description of each mitigation project and the order of cost associated with the project

· Defined benefits of the project in terms of risk reduction

· An indication of how the actions proposed will reduce service delivery risks for each of the projects proposed

· Identify projects that contain opportunity in the following areas:

· Respond to the needs of the master planning process

· Potential to reduce energy consumption

· Potential to reduce operating and or maintenance costs

· Potential to attract external funding.

Staging Plan

This section should include:

· Project staging plan

· Summary of the projected order of cost cash flow spread over the terms of the staging plan.

Implementation 
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The risk report provides the information necessary to implement the risk reduction actions planned. 

The staging plan and accompanying cash flow provides the information required by the agency management team to make the decisions required to implement the proposed risk mitigation.

Update and Review
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The risk register, individual risk sheets and staging plan are key references for reviewing the progress of risk reduction activities.

There is a significant amount of effort required to prepare a risk report. To maintain the risk information in a current form it is essential that the following actions occur on a regular basis.

Regular update of information associated with changes to healthcare functions on the site.

Regular update of information associated with condition and reliability of engineering infrastructure.

Risk reduction following mitigation activities.

The above activities should form an integral part of the agency’s operations and management activities.

The healthcare agency is responsible for maintaining a current risk register as part of their overall risk management plan.

Reference Documentation

Reference should be made to other Department of Health Capital Projects and Service Planning Capital Development Guidelines. In particular the following two guidelines are closely related to the activities and recommendation contained in this guideline.

Asset Assessment Guideline

6.4 Risk Management Guideline – Essential Engineering infrastructure for Hospitals and other Critical Departmental Facilities.

The relationship between the above two guidelines and this guideline are presented below.

	Guideline
	Asset Assessment Guideline

	Purpose
	Present methodology and outcome expectations for an assessment of the capital asset of a healthcare agency. The purpose of the assessment is to determine   the age and condition of the assets. The focus of the assessment is the capital assets of the healthcare agency.

	Scope
	The asset assessment may include buildings and engineering infrastructure infrastructure.

	Level of Detail
	Of sufficient detail to determine the condition of an asset.

	Guideline Relationship
	Provides a source of   information on condition of assets which may be critical to the operations of the healthcare agency.  This information if available is an important input to the risk assessment process and should be used to  determine to likelihood that an asset will continue to operate as required to support the agency functions.


	Guideline
	Healthcare Agency Risk Assessment

	Purpose
	Present methodology and outcome expectations for an assessment of the operational risk to a healthcare agency due to engineering infrastructure plant failures. The purpose of the assessment is to identify areas of high risk to the healthcare agency within the engineering infrastructure so that mitigation activities can be planned.

	Scope
	All engineering infrastructure, which is required to support the various functions of a healthcare agency.

	Level of Detail
	Assessment done at the system level and is in sufficient detail to identify the relationship between the engineering infrastructure and the functions of an agency and the potential for a loss of the agency function due to a failure in the engineering infrastructure.

	Guideline Relationship
	Any risk issues, which are statutory non-compliances, could be deficiencies in the essential engineering infrastructure systems.  This information is useful when conducting an essential engineering infrastructure risk assessment.


	Guideline
	6.4 Risk Management - Essential Engineering infrastructure for Hospitals and other Critical Departmental facilities.

	Purpose
	Provide guidance for implementing a risk management strategy for the design operation and maintenance of a healthcare agencies essential engineering infrastructure.

	Scope
	Essential engineering infrastructure of electricity, gas, water, sewerage and drainage, communications fire services and cooling towers.

	Level of Detail
	Detailed system design, operation and maintenance.

	Guideline Relationship
	Provides a source of information on essential services system performance and design deficiencies, which may be critical to the operations of the healthcare agency.  This information if available is an important input to the risk assessment process and should be used to determine to likelihood that an asset will continue to operate as required to support the agency functions.


The following Australian Standards may also provide useful supporting information on the processes associated with risk management:

· Australian Standard AS 4360:2000 Risk Management

· Australian Standard Handbook HB 221:2003 Business Continuity Management

· Capital Development Guidelines.

Criticality Assessment Process and Ranking of Standard Functional Areas
The following procedure was used when setting the criticality rankings for the standard functional areas of a hospital. 

There may be occasions when the standard area criticality ranking may be inappropriate for a specific site.   In this instance it will be necessary to modify the standard ranking in accordance with the procedures defined below.

Sample Risk Register, includes a complete listing of standard areas rankings assessed on the basis of the functional categories detailed below.

Clinical Functions

· Medical

· Surgical

· Diagnostic

Non-Clinical Functions 

· Research 

· Financial 

The first part of this procedure   involves the ranking of criticality of each area of the hospital.  The functions of each area are separately categorised into clinical and non-clinical as shown above.

Each area is ranked on a scale of 1 to 5 on the level of the activity for each area.  In Appendix H: Likelihood and Consequence Ranking Table, provides a qualitative basis for the assessment of the criticality ranking of each individual area.

Once each area has been ranked the relative criticality of the individual functions, the overall criticality is determined in accordance with the following formula.

Weighted Criticality = (C + 0.5*(R + F))/2

Any variations to the standard rankings should be provided in the form of Three matrices being:

· Clinical rankings

· Non-clinical rankings

· Weighted overall rankings

The weighted criticality of each area was used as the basis for the classification of the consequences of each risk.   Area criticality can be shown in a matrix format. Refer to the Specific Area Criticality Matrix.

	Specific Area Criticality

	For discussion and agreement of ranking of each standard area in all hospitals

	Code
	Planning / Functional Unit
	Clinical Ranking
	Research Ranking
	Financial Ranking
	Weighted Score

	1
	Inpatient

	1A
	Wards – Acute; medical / surgical
	5
	1
	2
	6.5

	1B
	Bus-acute: Rehab & GEM
	5
	1
	2
	6.5

	1C
	Paediatric Unit
	5
	1
	2
	6.5

	1D
	Palliative Care: Stand Alone
	5
	1
	2
	6.5

	1E.1
	Renal Dialysis
	5
	1
	2
	6.5

	1E.2
	Other Day Medical
	
	1
	2
	1.5

	1F
	Psychiatric Inpatient Acute
	4
	1
	2
	5.5

	1G
	Psycho-Geriatric
	4
	1
	2
	5.5

	1H
	Aged Residential
	4
	1
	2
	5.5

	1I
	Awaiting Placement
	
	1
	2
	1.5

	1J
	Cardiovascular Lab (Angiography)
	5
	1
	2
	6.5

	1K
	High Dependency Unit (HDU)
	5
	1
	2
	6.5

	1L
	Coronary Care Unit (CCU)
	5
	1
	2
	6.5

	1M
	Intensive Care Unit (ICU)
	5
	1
	2
	6.5

	1N
	ICU/ CCU
	5
	1
	2
	6.5

	1O.1
	Obstetrics Ward
	5
	1
	2
	6.5

	1O.2
	Well Baby Nursery
	5
	1
	2
	6.5

	1P.1
	Labour Delivery Postnatal (LDRP)
	5
	1
	2
	6.5

	1P.2
	Labour Delivery Recovery (LDR)
	5
	1
	2
	6.5

	1Q
	Neonatal Intensive Care
	5
	1
	2
	6.5

	1R
	Same Day Surgery Accom & Endoscopy
	5
	1
	2
	6.5

	1S
	Emergency Department
	5
	1
	2
	6.5

	2
	Administration

	2A
	General Administration
	2
	1
	2
	3.5

	2B
	Medical Records
	2
	1
	2
	3.5

	2C
	Pastoral Care
	2
	1
	2
	3.5

	2D
	Medical Staff Facilities
	2
	1
	2
	3.5

	3 
	Clinical

	3A
	Emergency Department
	5
	1
	2
	6.5

	3B
	Operating Theatre
	5
	1
	2
	6.5

	3C
	Endoscopy
	5
	1
	2
	6.5

	3D
	Sterile Supply
	3
	1
	2
	4.5

	3E
	Ambulatory Care
	4
	1
	2
	5.5

	3E.1
	Medical
	5
	1
	2
	6.5

	3E.2
	Surgical
	5
	1
	2
	6.5

	3E.3
	Obstetrics
	5
	1
	2
	6.5

	3E.4
	Cardiology-Diagnostic Unit
	5
	1
	2
	6.5

	3E.5
	Dermatology
	3
	1
	2
	4.5

	3E.6
	Neonatology
	3
	1
	2
	4.5

	3E.7
	Neurosciences
	3
	1
	2
	4.5

	3E.8
	Nursing
	4
	1
	2
	5.5

	3E.9
	Oncology
	3
	1
	2
	4.5

	3E.10
	Ophthalmology
	3
	1
	2
	4.5

	3E.11
	Orthopaedics
	3
	1
	2
	4.5

	3E.12
	Paediatrics
	3
	1
	2
	4.5

	3E.13
	Psychiatric
	4
	1
	2
	5.5

	3E.14
	Respiratory
	4
	1
	2
	5.5

	3F
	Food Services. Cook Fresh
	2
	1
	2
	3.5

	3G
	Food Services, Receiving
	2
	1
	2
	3.5

	3H
	Medical Imaging
	4
	1
	2
	5.5

	3H.1
	CT Scanning
	4
	1
	2
	5.5

	3H.2
	Fluoroscopy
	3
	1
	2
	4.5

	3H.2
	General X Ray
	3
	1
	2
	4.5

	3H.4
	Mammography
	3
	1
	2
	4.5

	3H.5
	Ultrasound
	3
	1
	2
	4.5

	3I
	Nuclear Medicine
	3
	1
	2
	4.5

	3J
	MRI
	3
	1
	2
	4.5

	4
	Day Areas

	4A
	Allied Health
	2
	1
	2
	3.5

	4A.1
	Audiology
	2
	1
	2
	3.5

	4A.2
	Dietetics
	2
	1
	2
	3.5

	4A.3
	Occupational Therapy
	2
	1
	2
	3.5

	4A.4
	Orthotics
	2
	1
	2
	3.5

	4A.5
	Physiotherapy
	2
	1
	2
	3.5

	4A.6
	Podiatry
	2
	1
	2
	3.5

	4A.7
	Speech Therapy
	2
	1
	2
	3.5

	4A.8
	Social Work / Counselling
	2
	1
	2
	3.5

	4A.9
	Other
	2
	1
	2
	3.5

	4B
	Rehabilitation Day Areas
	2
	1
	2
	3.5

	4C
	Community / Ambulatory Rehab
	2
	1
	2
	3.5

	4D
	Pathology / Laboratory Services
	2
	1
	2
	3.5

	4E
	Mortuary
	2
	1
	2
	3.5

	4F
	Pharmacy
	2
	1
	2
	3.5

	5
	Education and Research

	5A
	Education
	1
	5
	2
	4.5

	5B
	Clinical Research
	1
	5
	2
	4.5

	6
	Child Care and Community Health

	6A
	Community Health
	2
	1
	2
	3.5

	6B
	Child Care Centre
	2
	1
	2
	3.5

	7
	Commercial

	7A
	Commercial
	1
	1
	2
	2.5

	8
	General Support

	8A
	Biomedical Engineering
	1
	1
	2
	2.5

	8B
	Engineering
	1
	1
	2
	2.5

	8C
	Environmental Services
	1
	1
	2
	2.5

	8D
	Linen Services
	1
	1
	2
	2.5

	8E
	Supply / Materials Management
	1
	1
	2
	2.5

	8F
	Waste Management
	3
	1
	2
	4.5

	8G
	Information Technology
	3
	1
	2
	4.5

	8H
	Archive
	1
	1
	2
	2.5

	8I
	Public Cafeteria
	1
	1
	4
	3.5

	8J
	Staff Cafeteria 
	1
	1
	2
	2.5

	8K
	Main Entry & Public Amenity
	1
	1
	2
	2.5

	8M
	Security
	1
	4
	2
	4

	9
	Plant and Travel

	9A
	Plant
	1
	1
	2
	2.5

	9B
	Travel
	1
	1
	2
	2.5

	10 
	Discretionary Units

	10A
	Positron Emission Tomography (PET)
	
	1
	2
	1.5

	10B
	Radiotherapy
	3
	1
	2
	4.5

	10C
	Sleep Laboratories
	1
	1
	2
	2.5

	10D
	Dental Clinic
	1
	1
	2
	2.5

	10E
	Hydrotherapy Pool
	1
	1
	2
	2.5

	10F
	Ambulance Station
	1
	1
	2
	2.5

	10G
	Food Services: Cook-Chill Production Kitchen
	2
	1
	2
	3.5

	10H
	Car Park
	1
	1
	2
	2.5

	10I
	Academic Research
	1
	1
	2
	2.5


Overlay Risk Summary Matrix

The following matrix is an example of the overlay risk summary matrix required in the executive summary of the required report.

This matrix includes the following information:

· The overall percentage of risk allocated to each risk field.

· The order of cost associated with implementation of recommended extreme risk mitigation projects. (Dark shaded ring)

· The order of cost associated with implementation of recommended High risk mitigation projects. (Light shaded ring)

· The order of cost associated with implementation of recommended moderate and low risk mitigation projects. (Unshaded area)

The shaded areas are for diagrammatic purposes only and are not intended to accurately match the underlying risk matrix fields.
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Risk Database Entry Fields

The following is a description of the data entry fields required for each risk entered onto the risk register.

	Risk Database Entry Fields

	Field
	Field Details Required

	Building
	On sites with multiple buildings, record the building within which the plant subject to the failure mode has been identified. If the healthcare facility has specific building codes these should be used.

	Location within the Building
	Record the specific location within the building where the plant subject to the failure mode exists

	Source
	Information source from which the potential risk is identified, this can be either through audit, meeting, document review, maintenance report, breakdown or other

	Date
	Date risk is identified and recorded

	Auditor
	Name of qualified person or company who identifies and records the risk

	Register Item Number
	Give each risk a unique number with a prefix as follows: 

· A = Architectural

· S = Structural

· M = Mechanical

· E = Electrical, F = Fire

· H = Hydraulic

· C = Communications

· T = Transportation

	Discipline
	Record the specialist discipline: 

· A = Architectural

· S = Structural

· M = Mechanical

· E = Electrical, F = Fire

· H = Hydraulic

· C = Communications

T = Transportation

	Plant / Reticulation or Building Element
	This field should record the specific item of plant or reticulation associated with the failure mode. There is the potential for this to be a very extensive pulldown menu, which includes all potential plant items. Pulldown menu with standard selection gives the potential to sort all failure modes associated with a common element. The drawback is that there may be a small number of failure modes that do not fit into any of the standard list.

	Age
	Approximate age of plant, reticulation or building element

	Remaining Life
	Approximate remaining life of plant, reticulation or building element

	Plant Identifier
	Where the plant, reticulation or building element has a specific identifier, include this here.

	Photo Number
	Where possible take a photo of the potential failure mode. This will not always be possible, however where a failure mode is due to degradation or age, which is visibly evident, then a photo should be taken.

	Failure Mode
	Describe the plant and the potential failure mode including what effect the failure mode will have on the plant, reticulation or building element. In most cases this is likely to be a total loss of output of the element. In some cases it may be a partial loss.

	Consequence
	Describe the functional consequence relative to the areas affected. Eg no power to xxx, no HVAC to xxx, no telephone services to xxx etc. This should be described in lay terms so that non-technical staff can understand the functional consequence.

	Consequence Ranking
	The consequence ranking for the failure mode determine in accordance with the consequence ranking procedure

	Likelihood Ranking
	The likelihood ranking for the failure mode based upon the likelihood ranking procedure, which itself is reliant upon professional judgement of the specialist auditors

	Risk Ranking
	The ranking of the risk based upon likelihood of the failure mode and the consequential impact ranking

	Comments
	Any other comments relevant to the risk. For example some identified risks may be subject to current mitigation and may require no further action.

	Mitigation Path Selected
	Within the healthcare provider record, which of the three mitigation paths has been selected to deal with the risk.

	Project Allocation
	For risks, which have been selected for a project mitigation path, identify the project here. This is best done by giving each project a separate code, then recording the code here. This is beneficial as some projects may mitigate a number of risks.

	Order of Cost for Project Allocation
	Records the order of cost for allocated projects here.


 Likelihood and Consequence Ranking Tables 

	Qualitative Consequence Scale

	Level
	Descriptor
	Description

	5
	Catastrophic
	· Deaths as a result of incident.

· Disruption to medical treatment resulting in deaths.

· Impact to research function involving significant delay and significant irreplaceable loss of research data or products

· Hazardous material release not contained and immediately life threatening

· Financial loss (greater than 5% AOB Annual Operating Budget)

· Disruption to routine operation which cannot be managed immediately and may extend beyond 2 weeks

	4
	Major 
	· Extensive injuries as a result of the incident requiring major medical treatment but not life threatening

· Life threatening impact to medical treatment. Involves medical staff to immediately minimise impact

· Impact to research function involving significant delay and significant but replaceable loss of research data or products

· Hazardous material release not contained but not immediately life threatening

· Financial loss (2% to 5% AOB)

· Disruption to routine operation which cannot be managed immediately and may extend for 1 to 2 weeks

	3
	Moderate
	· Follow up medical treatment required as a result of incident

· Impact to medical treatment and consultation process, non-life threatening. Will involve scheduling delays

· Impact to research function involving delay and loss of minor research data or products

· Hazardous material release requiring external assistance to make safe

· Financial loss (1% to 2% AOB)

· Disruption to routine operation which cannot be managed immediately and may extend for up to 1 week

	2
	Minor
	· First aid treatment necessary as a result of treatment nut no follow up medical treatment

· Minor impact to medical treatment and consultation process, non-life threatening but no scheduling delays

· Impact to research functions involving delay only

· Hazardous material release contained safely

· Financial loss (0.1% to 1% AOB)

· Disruption to routine which can be managed immediately

	1
	Insignificant
	· No injuries as a result of incident

· No impact to medical treatment

· No impact to research function

· No hazardous material release

· Negligible financial loss (0 to 0.1% AOB)

· Observation only.


	Qualitative Likelihood Rankings

	Level
	Descriptor
	Description

	5
	Almost Certain
	Failure is expected to occur within 6 months. (One per six months). Clear evidence of plant or reticulation degradation, beyond anticipated service life or capacity, which will lead to failure or service history of regular failures. This category should be applied to plant that is beyond its recommended service life or operating more than 10% beyond its capacity.

	4
	Likely 
	Failure is expected to occur within 12 months (One per 12 months), with no operational or service capability to delay failure by 6 to 12 months. Clear evidence life operating at capacity or service history indicating likely increasing failure rate. This category should be applied to plant or reticulation that is the end of its service life or operating at or slightly above capacity. (Within 10%)

	3
	Moderate
	Failure is expected to occur within 3 years (One per 3 years), with no operational mitigation capability or with operational or service capability to delay failure to 5 to 10 years. Plant or reticulation is operating reliably but service history or inspection indicates that plant is close to the end of its useful life. Plant or reticulations operating within its related capacity.

	2
	Unlikely
	Plant is in good condition but non-typical failures could occur within 10 years (One per 10 years), which are not related to age, degradation or over capacity. Human or operational element may be a factor in such failures, such as caused by system complexity. Plant is within its early services life and has beyond ten years of anticipated service life.

	1
	Rare
	Failure may occur in exceptional circumstances. Such would apply to plant or reticulation that rarely fail or are likely to occur beyond 10 years (One in 20 to 30 years), when operating within their rated capacity such as electrical cabling.


Failure Mode Consequence Assessment Guideline

	Step 1: Multiple Area Impact

	Determine the impact of a failure mode on the total hospital business functions

	
	Insignificant
	Minor
	Medium
	Major
	Catastrophic

	Business Continuity
	Potential for less than 25% of clinical and non-clinical service delivery disruption as a result of a failure without cascade effect to other facilities
	Potential for less than 50% of clinical service delivery disruption as a result of a failure without cascade effect to other facilities
	Potential for 50% to 80% of clinical and non-clinical service delivery disruption without cascade effect to other facilities
	Potential for 50% to 80% of clinical service delivery disruption as a result of a failure with cascade effect to other facilities
	Potential for 80% of clinical and non-clinical service delivery disruption as a result of a failure with cascade effect to other facilities

	Minimum Criticality Assessment
	1
	2
	3
	4
	5

	Step 2: Statutory or Occupational Health Impact

	If a failure mode is the subject of a statutory non-compliance then its minimum criticality assessment is automatically raised to the highest level of 5.

If a failure mode is potential occupational health and safety threat then it is assessed on the basis of the following ranking procedure

	
	Insignificant
	Minor
	Medium
	Major
	Catastrophic

	Business Continuity
	No injuries or hazardous material release
	First aid treatment or hazardous material release contained locally in a secure area with no outside assistance
	Follow up minor medical treatment required or hazardous material release contained locally in a secure area with outside assistance
	Follow up major medical treatment required or hazardous materials not contained but no detrimental effects
	Deaths or hazardous materials not contained with detrimental effects

	Minimum Criticality Assessment
	1
	2
	3
	4
	5

	Step 3: Specific Impact of Failure Mode

	Determine the specific impact of a failure mode by using the qualitative consequence assessment in appendix G: Risk Database Entry Fields, and the critical ranking of the area impacted by the failure mode. The standard functional area failure mode are provided in appendix C: Gateway Review Matrix.

	Step 4: Highest Score for Each Failure Mode

	Compare the scopes from steps 1,2 and 3 and apply the highest scope to each area.

The score becomes the consequence score input into the failure mode risk assessment.


State Wide Risk Assessment Responsibilities

Often potential risks, which are raised at the agency level, have potential consequences, which go beyond the agency. Such risk can have potential consequential   department wide impact or potential state-wide impact.    Healthcare Agency Risk Audit Flowchart.

Upon completion of an agency based risk audit the Department Health will assess the audit for risks, which may consequential impact at either the department level or the state level.

Section details the risk methodology in a healthcare risk assessment, which includes the use of a 5 by 5 matrix for overall risk ranking. The 5 by 5 matrix as it applies to the agency is shown below.

	Consequence
	Likelihood

	
	1
	2
	3
	4
	5

	5
	6
	7
	8
	9
	10

	4
	5
	6
	7
	8
	9

	3
	4
	5
	6
	7
	8

	2
	3
	4
	5
	6
	7

	1
	2
	3
	4
	5
	6


For risk that go beyond the scope of responsibility of an agency, two additional columns are added to the risk matrix so that departmental based and state based risk registers can be produced.   The relationship between agency, departmental and state based risk matrices is shown below graphically.
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