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SECURITY-IN-CONFIDENCE




Disclaimer

Model Port Facility Operator Security Plan

SOLAS Convention measures to enhance maritime security

Amendments to the International Convention on the Safety of Life at Sea Convention 1974 are due to come into effect on 1 July 2004. If those amendments come into effect, Australia will be obliged to implement a comprehensive security framework to ensure that the maritime sector is prepared and protected from acts of unlawful interference.

New security framework for Australia

The new security framework will be encapsulated in special Commonwealth legislation, with The Maritime Transport Security Bill 2003 (the Bill) being tabled in Parliament on 18 September 2003. To assist with the implementation of the new security requirements the Department has developed, in consultation with the maritime industry, draft guidance materials in the form of model port operator, port facility and ship security plans and a guidance paper on the conduct of security assessments. Copies of these materials available through the Department’s web site http://www.dotars.gov.au/transsec/index.aspx.

Purpose of this Plan

The purpose of the model Port Facility Operator Security Plan is to provide interim guidance to port facility operators who under the Bill, which is scheduled for passage by the end of 2003, will be required to prepare and present security plans for approval by the Department.

The draft plan should not, however, be relied on as the Commonwealth’s final position, as the security framework it describes could differ substantially from that which may ultimately be implemented by the Commonwealth.

NOTE –
Under Part 6 of the Maritime Transport Security Bill 3003 the Secretary may establish port security zones within a security regulated port. The purpose of such zones is to subject the specified areas to strict regulatory requirements, such as access control, in order to prevent and deter acts of unlawful interference with the maritime transport.


However, where the Secretary chooses not to establish a security zone for a port facility, after considering the facility’s security assessment findings, the facility operator will be required, under the proposed Maritime Transport Security Regulations, to prepare a security plan based on less stringent regulatory requirements.


This model plan provides interim guidance for the former of the two plans mentioned.

Port Facility Operator Security Plan

(Model Outline)

<Port Facility Operator Name>

Date Effective: <dd/mm/yy>

Foreword

In accordance with [proposed] Australian legislation certain port facility operators are to submit for review and approval by the Department a copy of their proposed Port Facility Operator Security Plan.

Once approved, port facility operators are then required to implement those measures and procedures detailed in their approved Plan.

The objective of the Port Facility Operator Security Plan is to adequately describe how outcomes based security strategies and measures have been implemented [or will be implemented] in order to protect and safeguard against acts of unlawful interference with maritime transport aimed at persons, port infrastructure, ships and/ or equipment.

Departmental officers, and possibly other approved authorities, will routinely conduct inspections, surveys and tests of the Plan in order to determine its continued effectiveness and compliance with relevant legislation.

The Plan will normally require minor adjustments from time to time and occasional major modifications (note Part 3, Division 5 of the Maritime Transport Security Bill 2003). Changes will usually be dictated by information developed as a result of threat assessment, surveys or inspections. New construction work, changes in operations and other activities may also result in adjustments having to be made in order to maintain effectiveness. Modifications may also arise out of investigation and review of an incident.
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Definitions & Abbreviations

“Cleared Zone” - means an area for holding screened and cleared people (such as passengers, crew and the general public), goods, vehicles and vessels including any waiting area.
“Company Security Officer” (CSO) means a security officer designated by the ship operator for an Australian regulated ship to implement and maintain the ship security plan and for liaison with port and port facility security officers and the ship security officer.
“Declaration of Security” means an agreement reached between a ship and another party (a ship or person), that identifies the security activities or measures that each party will undertake or implement in specified circumstances.

“Department” means the Australian Government Department of Transport and Regional Services.

“Exclusion Zone” - means the area of water within a security regulated port, including at and below the water level, that is around/ [within the vicinity of] a ship to which access is controlled.

“ISPS Code” means the International Ship and Port Facility Security Code (as amended from time to time) as mentioned in Chapter XI-2 of the SOLAS (Safety of Life at Sea) Convention.

“Land-side restricted zone” - means an area of land within the boundaries of a port facility to which access is to be controlled.

“Port Facility” means an area of land or water, or land and water, within a security regulated port (including any buildings, installations or equipment in or on the area) used either wholly or partly in connection with the loading or unloading of ships.

“Port Facility Operator” means a person who operates a port facility.
Note —
For the purposes of this security plan the port facility operator is <insert Company name>.

“Port Facility Security Officer” (PFSO) – means a security officer designated by the port facility operator to facilitate the development, implementation, revision and maintenance of the port facility security plan and liaison with ship security officers, company security officers the port security officer and other Port Facility Security Officers.
“Port Security Officer” (PSO) – means a security officer designated by the port operator to facilitate the development, implementation, review and maintenance of a port security plan and for liaison with port facility security officers and ship security officers, where appropriate.
“Restricted Area” means those parts on-board  a regulated Australian ship to which access is to be controlled.

 “Screening Officer” means a person who is authorised or required to conduct screening under the Maritime Transport Security Act 2003.
“Screening Procedures” means those measures involved in the inspection of people (eg passenger, visitor, industry personnel) and goods, checking for disallowed items to make sure these items are not carried into cleared zones where established or onto a ship.

“Security Assessment” – means the part of a security plan that identifies analyses, evaluates and treats risks and/or threats
“Ship/port interface” means the interactions that occur when a security regulated ship is directly and immediately affected by actions involving the movement of persons, goods or the provisions of port services to or from the ship. 
“Ship Security Officer” (SSO) means a security officer on board a regulated Australian ship, accountable to the master and designated by the ship operator to maintain the ship security plan, and for liaison with the company security officer and ship, port and port facility security officers.
“Ship/ Port Interface” means the interactions that occur when a security regulated ship is directly and immediately affected by actions involving the movement of persons, goods or the provisions of port services to or from the ship.
“Unlawful Interference with maritime transport” means any of the following done without lawful authority:

a) committing an act, or causing any interference or damage, that puts the safe operation of a port, or the safety of any person or property at the port, at risk;

b) taking control of a ship by force, or threat of force, or any other form of intimidation;

c) destroying a ship that is being used for maritime transport;

d) causing damage to a ship that is being used for maritime transport that puts the safety of the ship, or any person or property on board or off the ship, at risk;

e) doing anything on board a ship that is being used for maritime transport that puts the safety of the ship, or any person or property on board or off the ship, at risk;

f) placing, or causing to be placed, on board a ship that is being used for maritime transport anything that puts the safety of the ship, or any person or property on board or off the ship, at risk;
g) putting the safety of ships at risk by interfering with, damaging or destroying navigational aids communication systems or security systems;
h) putting the safety of the ship at risk by communicating false information.

“Water-side restricted zone” means an area of water within a security regulated port, including at and below the water level, that is a place where a security regulated ship may berth or moor to which access is to be controlled.

Section 1 – Administrative Provisions 

1.1 – Authority

1.1.1
This Port Facility Operator Security Plan has been produced by the port facility operator in accordance with regulatory requirements and is issued under the authority of the <insert appropriate title eg General Manager>.

1.1.2
The Port Facility Security Officer (PFSO) or another person acting with the approval of the port facility operator shall be able to seek amendment to the Plan and, subject to consultation with the Department, authorise any deviation or exemption from the instructions outlined in the Plan. Contact details for the PFSO are detailed at Annex A.

1.2 – Approval


In accordance with [proposed] legislation, the Department has approved the content of this Plan prior to its circulation and is to approve all amendments prior to their being put into effect.

1.3 – Classification

1.3.1
This document is classified “Security-In-Confidence” and, while selected members of staff will need to be apprised of particular aspects of the Plan, it is to be protected from unauthorised access or disclosure.

1.3.2
Except for purposes directly connected with the execution or performance of the Port Facility Operator Security Plan, no part of the Plan may be reproduced or transmitted, in any form or by any means, without the written consent of the PFSO.

Section 2 – Organisations & Security Responsibilities

Outcome – Effective coordination of activities between agencies and organisations responsible for effecting security measures and procedures.

2.1 – General

2.1.1
All persons employed by the port facility operator have a responsibility to ensure that the protective security arrangements covered by this Plan, that are relevant to their duties, are observed at all times.

2.1.2
Any employee or agent becoming aware of a:

a) breach or suspected breach of security arrangements;

b) any deficiency in the Plan; or 

c) who observes activities of a suspicious nature;

must report the matter immediately to the PFSO or their deputy.

2.2 – Port facility operator

2.2.1
The port facility operator has overall responsibility for ensuring compliance with the provisions of this Plan and is responsible for the implementation of complementary additional security measures as required by the Department.

2.2.2
The port facility operator shall initiate periodic internal audits or reviews of this Plan to ensure compliance with, and appropriateness of, existing security measures.

2.2.3
The port facility operator shall appoint a PFSO who, with the full authority of management, shall administer the day to day operations of this Plan at the operator’s facility or facilities.

2.2.4
The duties and responsibilities of the PFSO shall include, but not be limited to:

a) undertaking regular security inspections of the facility to ensure that appropriate security measures are maintained;

b) maintaining and supervising the implementation of the Port Facility Operator Security Plan, including any amendments to the Plan;

c) proposing modifications to the Port Facility Operator Security Plan;

d) reporting to management any deficiencies and non conformities identified during internal audits, periodic reviews, security inspections and verifications of compliance and implementing any corrective actions;

e) attending port security committee meetings;

f) enhancing security awareness and vigilance by all staff;

g) ensuring adequate training has been provided to the port facility operator’s personnel with regard to their security roles and responsibilities and maintenance of training records;

h) ensuring that security equipment is appropriately operated, tested, calibrated and maintained, if any;

i) ensuring effective communication and cooperation between the port facility operator, the port operator and members of the port security committee;

j) designating restricted zones and determining employees access privileges to these areas;

k) managing the port facility security infrastructure eg guards, gatekeepers, patrolmen etc;

l)
the issue of any identification system and maintaining appropriate records;

m)
acting as the liaison point for ship/ port facility operator interface;

a) reporting all security incidents to the Department; and

o)
authorising the issue of copies of the Port Facility Operator Security Plan and maintaining a record of all authorised holders.

2.2.5
Lessees and tenants are responsible for security of their facilities and areas specifically allocated for their use to a level consistent with this Plan.

2.2.6
The port facility operator, their lessees and tenants may be required, at short notice from the port operator or the Department, to comply with security systems and/ or procedure variations resulting from increases in maritime security threats.

2.3 – Department of Transport & Regional Services


The Department is responsible for:

a) initiating, developing, promoting and reviewing maritime security policy, legislation, standards and procedures;

b) auditing and pursuing compliance with maritime security policy, legislation, standards and procedures;

c) approval of Security Plans;

d) coordinating the maritime security policy response to a threat or act which threatens the security of the maritime transport sector;

e) coordinating the provision of intelligence and information on threats to the maritime industry;

f) providing advice on maritime security to government, industry and the public; and

g) advising of the need for additional security measures.

2.4 – Police

2.4.1
The local police are responsible for responding to any act of unlawful interference with maritime transport. Further, the police retain responsibility for the resolution of any incident notwithstanding that national procedures, such as the National Counter-Terrorism Plan, are activated.

2.4.2
Similarly the police are responsible for providing community policing which includes responding to reports of criminal activity or suspicious behaviour and, in consultation with the port community, identifying issues of crime and disorder that are important to the community.

2.5 – Government Authorities


A number of government authorities, such as the Australian Maritime Safety Authority, Australian Customs Service, Australian Quarantine and Inspection Service and, Department of Immigration and Multicultural and Indigenous Affairs have specific powers and responsibilities at seaports in accordance with relevant legislation. The personnel of these authorities, however, shall comply at all times with all regulatory security provisions applicable at the Port and with the Port Facility Operator Security Plan.

2.6 – Ship Operators


The duties and responsibilities of the ship operator shall include, but not be limited to:

a) advising the port facility operator of the level of threat associated to the ship, using appropriate security assessments and other relevant information;

b) ensuring effective communication and cooperation between the SSO and the PFSO;

c) coordinating the security aspects of the handling of passengers, cargo and ship’s stores with other shipboard personnel and with the PFSO; and

d) coordinating implementation of the Ship Security Plan with the relevant PFSO.

2.7 – Other Port Users


Persons who enter the port facility are required to comply with all regulatory provisions brought to their notice by any means including public notices, signs, announcements, publications or oral messages.

Section 3 – Standard Security Measures

3.1 – Port Facility Security Assessment

Outcome – A better understanding of security risks and the development of preventive security measures to treat identified risks.

3.1.1
In order to identify the preventive security measures required to protect critical assets, infrastructure and operations and treat risks, a port facility security assessment is to be prepared and routinely reviewed to assist with the development and amendment of the Port Facility Operator Security Plan. A copy of the current port security assessment is at Annex B.

3.1.2
Port facility security assessments are to be carried out by a person, or persons, 

with appropriate skills, which could be the PFSO, and shall, as a minimum, include:

a. the date that the Security Assessment was completed or reviewed;

b. the scope of the Security Assessment, including assets, infrastructure or operations assessed; 

c. a short summary of how the Security Assessment was conducted, including details of the risk management process adopted; and

d. the skills and experience of the key persons who completed and participated in the Security Assessment.

e. a statement outlining the risk context (threat situation) for the port facility;

f. identification and evaluation of important assets, infrastructure and operations it is important to protect;

g. identification of possible risks and/or threats to assets, infrastructure and operations, and the likelihood and consequences of their occurrence, 

h. identification of existing security measures, procedures and operations;

i. identification of weaknesses, including human factors, in the infrastructure, policies and procedures; and

j. identification, selection and prioritisation of possible risk treatments (counter measures and procedural changes) and their level of effectiveness in reducing risk levels (including vulnerabilities).

3.2 – Port Security Committee

Outcome – Effective coordination and implementation of security controls and procedures across the port precinct.

3.2.1
The port operator has established a port security committee to advise on the development of, and coordinate the implementation of, security measures and procedures between the various organisations involved.

3.2.2
The port facility operator’s representative on the port security committee shall be a person with the authority to make decisions on behalf of the operator, including the commitment of reasonable financial and other resources. Should this person not be the PFSO then the PFSO, or their delegate, will also attend port security committee meetings.

3.3 – Security Zones

Outcome – Effective prevention of unauthorised access to restricted areas of port facilities and to ships moored at those facilities.

Port Facilities request the Secretary to establish

(a) land-side restricted zones;

(b) cleared zones, and
3.3.1 Land-side restricted zone

A port facility operator must monitor and control access to a land-side restricted zone. A land-side restricted zone when established must be clearly identifiable and the public made aware that access to the zone is controlled and that any unauthorised entry is an offence. Security barriers, which meet regulatory requirements, should be used to restrict access. In defining a land-side restricted zone access may not be denied to a person who is otherwise authorised by law to enter the port facility; e.g. State Police or Australian Customs Service officers.

The requirements for a security barrier for a land-side restricted zone are that:
(a) it clearly defines the boundary of the zone;

(b) it deters unauthorised access into the zone; 

(c) it allows detection of unauthorised access to the zone;

(d) it has access control points to permit authorised access that do not present less of a barrier to unauthorised access than the surrounding parts of the security barrier.

(e) it has patrolling, surveillance and/or other suitable measures to inspect the security barrier for damage and to deter, detect and prevent unauthorised access to the zone; and if used at night, the security barrier and entry points to the zone are illuminated.

A port facility operator who wishes to have a land-side restricted zone established by the Secretary must identify within their security plan at least the following:

(a) the purpose for establishment of the zone;

(b) the boundaries of the zone, including a map;

(c) the times of application and duration of the zone, if applicable;
(d) the security measures and procedures to be taken to control access to the zone, including control of access by individuals; the entry, parking, loading and unloading of vehicles; movement and storage of cargo, ships stores and baggage or personal effects; 

(e) actions to be taken to advise people that a zone is established and that entry without authority is an offence; and 
(f) identify who is responsible for the establishment and maintenance of security measures and procedures listed at (d) and actions to be taken at (e).
3.3.2 Cleared zones

A port facility operator upon being appointed as a screening authority must screen and clear people, goods, vehicles and vessels prior to entry into a cleared zone. A cleared zone when established must be clearly identifiable and the public made aware that access to the zone is controlled and that any unauthorised entry is an offence. On establishment a cleared zone must be inspected (checked / searched) prior to the entry of any screened and cleared person, goods, vehicles or vessels. A security barrier, consistent with regulations,  must define a cleared zone.
A port or port facility operator who wishes to have a cleared zone established by the Secretary must identify within this security plan at least the following:

(a) the purpose for establishment of the zone;

(b) the boundaries of the zone, including a map;

(c) the times of application and duration of the zone, if applicable;
(d) the screening and clearing measures and procedures to be undertaken;  

(e) the security measures and procedures to be taken to control access to the zone;

(f) actions to be taken to advise people that a zone is established and that entry without authority is an offence; and 
(g) identify who is responsible for screening and clearing, and maintenance of security measures and procedures listed at (e) and actions to be taken at (f).
3.3.3 Plans should detail the layout of the facility/ facilities depicting, among other things:

a) the commercial berths offered;

b) the location of any lessees/ tenants premises;

c) the location of land side restricted or cleared zones (eg refinery berths) highlighting access points;

d) the location and function of actual or potential access points (eg roads, rail lines and conveyor belts); and

e) security and surveillance equipment (specifying capabilities);

is detailed at Annex C.

3.3.4
All doors and gates controlled by the port facility operator that allow access to restricted zones shall be secured, controlled and regularly inspected. The intention is to establish secure areas that unauthorised persons or vehicles will find difficult to penetrate while being cognisant of other requirements, such as the need to provide for emergency egress.
3.3.5
At each of the access points identified in 3.3.2, signs advising that access to the area is restricted to authorised personnel only shall be prominently displayed. These signs will be maintained in good condition and be clearly legible.

3.4 – Access Control

Outcome – Effective prevention of unauthorised access by persons and/ or vehicles and effective measures to ensure adequate supervision over the movement of persons.


Details of the access control procedures in place for each port facility are at Section 8.

3.5 – Fencing, Gates & Clearance Zones

Outcome – Effective barriers that safeguard the port facility, ships moored at the port facility, and clearly define the restricted zone boundary.

3.4.1
The level of protection offered by a fence will depend on its height, construction, the material used and any additional security features used to increase its performance and effectiveness such as barbed wire, perimeter intrusion detection systems, closed circuit television or lighting. The type of fence used on the perimeter of a port facility should reflect the type of threat expected and for the purpose of assessing and countering security risks fences are graded as follows:

a) a security fence – designed to deter and delay an attacker, the construction of which offers a degree of resistance to a climbing or breaching attack; and

b) a boundary fence – is primarily intended to mark a boundary and as such is designed with no particular security requirements (any type of construction material or hedging may be considered a boundary fence).

3.5.2
Where the security fence crosses a drain, culvert or other depression likely to permit unauthorised entry, the resulting opening is to be secured to afford a similar level of security to adjacent parts of the fence.

3.5.3
Where fencing separating a public area from a restricted zone approaches the water’s edge, modifications shall be effected to the fence-line to deter access via this avenue to the restricted zone.

3.5.4
Any staffed gates should be equipped with gatehouses designed to afford adequate visibility and control for gatekeepers to prevent unauthorised access. When staff are not present at these gates they shall be secured to a standard consistent with adjacent parts of the perimeter.

3.5.5
Gates that are not continuously staffed, or protected by electronic means, shall remain locked when not in use. Authorised persons using gates to access the restricted zone must ensure that security is maintained while the gate is open. That is, the authorised users of the gate must not themselves tailgate, nor allow others to tailgate, through the gate. Similarly, they must not move way from the gate (manual or automatic operation) until the gate is closed and re‑locked.

3.5.6
Objects that may help in breaching the security fence, such as trees, parked vehicles or plant, cargo pallets or containers etc. must be kept clear of the security fence for a minimum of 2m inside and 3m outside the fence line. Where such clearance is not practical the fence height will be increased proportionate to the vehicles, equipment, etc necessitating the extension.
3.6 – Land Side Restricted Zone Breach

Outcome – Timely and effective response where a breach of security is identified.

3.6.1
In the event of a detected breach of security in a restricted zone the PFSO will arrange for the incident to be investigated and a sweep of the affected area will be conducted. The purpose of the sweep will be to determine the method of unauthorised access, check for evidence of tampering to commodities, fences, gates, etc and locate any suspicious objects prior to the recommencement of operations in the area.

3.6.2
In each case those security measures and procedures breached will be re‑evaluated with the view to remedying any inherent or perceived weaknesses.

3.7 deleted.

3.8 – Screening of Passengers & their Baggage

Outcome – Effective prevention of the introduction of unauthorised weapons or any other dangerous substances on board ships and to prevent unauthorised access to ships moored at the port facility.

3.8.1
On each occasion that a prospective passenger presents for boarding, the port facility operator will ensure that:

a) the passenger has valid travel documentation;

b) baggage is only accepted from ticketed passengers;

c) baggage is only be accepted at a designated check-in point;

d) a tag displaying the relevant passenger’s name and the total number of items checked in, at that time, by that passenger is securely attached to each item of baggage accepted for carriage; and

e) prior to the baggage being loaded, baggage accepted for carriage will not be accessible by a person other than a person authorised by the port facility operator or ship operator, the owner of the item (once they have been screened), and those involved in loading the item aboard the ship.

3.8.2
The port facility operator will ensure that all passengers and their possessions are, prior to their entering any cleared zone used for departing passengers, subject to screening procedures by a screening officer unless specifically exempted pursuant to the Department’s maritime security regulations.

3.8.3
The port facility operator will ensure that the cleared zone into which screened passengers pass is an area properly secured against unauthorised entry and exit. 

3.8.4
Where there is no cleared zone the port facility operator will ensure that all passengers and their possessions are, prior to their being provided access to the ship, subject to screening procedures by a screening officer unless specifically exempted pursuant to the Department’s maritime security regulations.

3.8.5
The port facility operator will ensure that passengers, or intending passengers, of the ship who have been screened do not make physical contact with persons, vehicles or goods that have not been screened or cleared for purposes of maritime security unless the persons, vehicles or goods are specifically exempted pursuant to the Department’s maritime security regulations.

3.8.6
When a weapon or other disallowed item is detected during the screening process it must be surrendered if the passenger wishes to travel. Surrendered weapons or disallowed items may be carried aboard the ship in a secure manner and returned to the passenger at his or her destination point.

3.8.7
A screening officer must not screen a passenger, other than by a physical search, should the passenger elect to be screened by means of a physical search.
3.8.8
The tag attached to unaccompanied baggage is to be checked prior to the baggage being loaded aboard the ship. Any unaccompanied baggage that is not tagged shall not be loaded until the PFSO or their delegate can verify the legitimacy of the baggage.

3.8.9
Strict control shall be exercised over tags used to identify authorised baggage to limit the likelihood of rogue bags being introduced into the baggage stream.

3.9 – Screening of Ship’s Crew & Visitors

3.9.1
All crew, guests of crew and service providers (eg maintenance contractors and provedores), and goods in their possession will be screened should they board the ship via an active passenger screening point, unless specifically exempted pursuant to the Department’s maritime security regulations.

3.9.2
Crew, guests of crew and service providers who enter the ship via an alternate means, separate from the cleared zone, need not be subject to screening.

3.10 – Cargo Handling 

Outcome – Effective security controls are in place to deter tampering to cargo or to detect anomalies in cargo consignments.

3.10.1
Cargo accepted for export shall be in accordance with Australian Customs Service requirements.

Note —
The above recognises that all goods for export come under Customs control and the established preventive security measures, both physical and procedural, that the Australian Customs Service has in place with regard to those goods.

3.10.2
Prior to entry of packaged and containerised export or domestic cargo to the port facility, the cargo is to undergo a cursory inspection by staff to ensure that there are no obvious signs of tampering.

3.10.3
Any obvious signs of tampering or damage must be referred to the PFSO and the cargo handler. If a satisfactory explanation cannot be established the cargo shall not to be accepted or stored within the port facility. Should there be a satisfactory reason for the loss of integrity then the damage shall be made good before acceptance.

3.10.4
The PFSO shall contact the local police or the Australian Customs Service in suspicious circumstances.

3.10.5
For both export and domestic cargo, where the person delivering the cargo to the port facility is unable to produce appropriate cargo documentation then the goods shall not be accepted.

3.11 – Waterside Access Control

Outcome – Effective prevention of unlawful access by persons or vessels to ships moored at the port facility.

3.11.1
The determination and enforcement of the waterside access control rests with the port operator.

3.11.2
The Department may, following consultation with the port operator and port facility operator and in response to a threat of unlawful interference with maritime transport, or to support other security measures that are in place, give written direction with regard to the establishment and maintenance of an prohibited zone pertaining to a vessel that is (or is to be) at berth.

3.12 – Ship Security

3.12.1
Ship security is normally the responsibility of the ship security officer. Requests, however, may be made to the PFSO to assist with ship protection which may include meeting specific arrangements.

Outcome – Effective security controls are in place to deter tampering to stores.

Stores – Cargo Vessels

3.12.2
Where practicable, the delivery of stores is to be verified by a member of the ship’s crew. For example, the stores are delivered prior to the ship berthing.

3.12.3
Prior to stores entering the restricted zone:

a) the person delivering the goods must be able to present port facility staff appropriate documentation concerning their requisition for the ship concerned; and

b) the goods are to undergo a cursory inspection by port facility staff to ensure that there are no obvious signs of tampering.

3.12.4
Any signs of tampering or damage must be referred to the PFSO and the transporter. If a satisfactory explanation cannot be established the goods are not to be accepted or stored within the port facility. Should there be a satisfactory reason for the loss of integrity then the damage shall be made good before acceptance.

3.12.5
In a limited number of cases the port facility staff screening the stores may be satisfied that the goods do not contain a disallowed item, based on other considerations, such as the surrounding circumstances of the arrival of the goods at the ship. For example, the goods are transported within a pre‑existing and secure scheme known to the screener.

Stores – Passenger Vessels

3.12.6
The delivery of stores is to be verified by a member of the ship’s crew.

3.12.7
Prior to stores and provisions entering the port facility restricted zone, the person delivering the goods must be able to present port facility staff appropriate documentation concerning their requisition for the ship concerned.

3.12.8
Where possible stores should be “broken down” and screened via the use of X‑ray equipment, which is to be operated by a screening officer.

3.12.9
Where X-ray equipment is not available, or the item is too large to fit through the frame of the X‑ray equipment, those stores are to be subject to a detailed physical search by a screening officer.

3.12.10
In a limited number of cases those screening the stores may be satisfied that the goods do not contain a weapon or disallowed item, based on other considerations, such as the surrounding circumstances of the arrival of the goods at the ship. For example, the goods are transported within a pre‑existing and secure scheme known to the screener.

Section 4 – Supplementary Security Measures

4.1 – Levels of Alert

ISPS Code Levels

4.1.1
In line with the ISPS Code of December 2002, the following three security levels are to be adopted by the maritime industry for domestic and international use:

a) Security Level 1 – normal, the level for which standard security measures shall be maintained at all times;

b) Security Level 2 – heightened, the level for which appropriate additional security measures shall be maintained for a period of time as a result of heightened risk of a security incident; and

c) Security Level 3 – exceptional, the level for which further additional security measures shall be maintained for a limited period of time when a security incident is probable or imminent, although it may not be possible to identify the specific target.

Note —
Foreign Governments may determine it appropriate to apply a higher security level to a ship not flying their flag when that ship enters their ports.

Commonwealth Levels

4.1.2
Under the National Counter-Terrorism Plan the Commonwealth Government maintains four levels of counter-terrorism alert:

a) Low – no information to suggest a terrorist attack in Australia;

b) Medium – medium risk of a terrorist attack in Australia;

c) High – high risk of a terrorist attack in Australia; and

d) Extreme – terrorist attack is imminent or has occurred

4.1.3
Each level has suggested minimum responses from those Commonwealth Departments and agencies having responsibilities for the implementation of protective security measures.

4.1.4
In addition to these alert levels the Australian Security Intelligence Organisation (ASIO) may, on occasion, provide the Department with threat information that impacts upon maritime operations or some other aspects of the industry. The threat may be to operations generally within Australia or specific to a particular port, shipping company or even person visiting particular port facilities.

4.2 – Raised Levels of Alert

4.2.1
At higher levels of alert supplementary protective security measures will need to be considered. Such measures may be required in relation to an entire port, specific ship or port operations, certain port facilities, etc.

4.2.2
These measures may be implemented either at the direction of the Department (through special security directions) or as a port facility operator initiative. In the latter case advice of such implementation will be passed to the Department immediately. A menu of likely measures is included at Annex D.

4.3 – Declaration of Security

4.3.1
On occasion it may be determined appropriate to enter into a declaration of security with a visiting ship. A sample declaration of security form is provided at Annex E.

4.3.2
The declaration of security shall be completed by:

a) the PFSO, or if the Department determines otherwise any other person on behalf of the port facility operator; and

b) the master, the company security officer or the ship security officer on behalf of the ship;

with each completing that segment of the declaration impacting upon their respective responsibilities, which will in effect be a confirmation of how the security arrangements will be shared between the two parties.

4.3.3
It is recognised that on occasion a ship may request completion of a declaration of security, such as when the ship operating at a higher security level than the port. All such requests will be acknowledge and appropriate action taken to complete a declaration of security.
Section 5 – Contingency Procedures

5.1 – Notification Responsibilities

Outcome – Effective coordination and timely exchange of information between stakeholders.

5.1.1
In the event of an employee or agent of the port facility operator becoming aware of a significant act of unlawful interference with maritime transport (eg one involving the use of weapons or force) or an unlawful threat (eg bomb or sabotage threat), that person shall report details on the incident/ threat as soon as practicable to the PFSO.

5.1.2
Where the incident/ threat directly impacts upon another organisation, or may impact upon one or other organisations, the PFSO is to relay details of the incident/ threat to the organisation(s) concerned as soon as possible.

5.2 – Handling of Threats

Outcome – Effective systematic procedure to assess threats which can lead to positive action or and result in minimum disruption to operations.

5.2.1
The assessing and classifying of all threats, such as bomb or sabotage threats, against any of the port facility operator’s amenities rests with the operator.

5.2.2
Threats are to be classified as either “GENUINE”, in which case appropriate response procedures are to be enacted, or “HOAX”, in which case no further action (other than to report the incident to the local police and the Department) is necessary. 

5.2.3
Where a search is considered necessary, the threat shall be considered to remain genuine until the PFSO advises that the threat has been reclassified as a hoax, or any suspicious object discovered during the search has been removed or declared safe.

5.3 – Reports

Outcome – Timely and efficient reporting of security incidents to the Department and other appropriate authorities.

5.3.1
The PFSO will report to the local police details of significant breaches of security or threats impacting upon the facilities security involving violence.

5.3.2
The PFSO is to report all incidents as well as actual or suspected acts of unlawful interference with maritime transport at the port facility, such as:

a) discovery of weapons or prohibited items (including explosive devices) at the port facility;

b) unauthorised access of persons or vehicles to restricted zones;

c) unauthorised access to the port facility;

d) unauthorised access of persons or vessels to an exclusion zone;

e) bomb or sabotage threats; and

f) incidents which have attracted media attention;

to senior management, the port security officer and the Department at the earliest opportunity.

5.3.3
Where it may not be possible to provide a full report within a reasonable time frame, due for example to the need to investigate certain aspects, a preliminary report shall be forwarded.

5.3.4
By way of example, the type of information that the PFSO should be included in any report to the Department is detailed at Annex F.

Note 1 —
In addition to the above, contingency procedures need to be developed and maintained to provide for situations that could present a threat to the security of the port facility.

These procedures can form part of the Port Facility Operator Security Plan or be maintained as separate documents. Where they are maintained separately their existence is to be acknowledged in this Plan.

Examples of other types of emergencies that should be provided for comprises:

a)
bomb search routine;

b)
evacuation procedures; and

c)
security equipment failure.

Note 2 —
To ensure continuity, a coordinated approach in the development and maintenance of contingency plans between affected stakeholders (ie at local, State/ Territory and Commonwealth levels) is considered essential.

Section 6 – Staff Training & Exercises

6.1 – Training

Outcome – Establishment of effective training programmes to raise security domain awareness.

6.1.1
Responsibility for developing and maintaining the security awareness and training of the port facility operator’s employees and agents rests with the port facility operator. 

6.1.2
The PFSO shall ensure that employees and agents of the port facility operator, whose duties require them to routinely access a restricted zone, are provided with a basic level of training, the object of which is to establish a rudimentary level of security awareness. The minimum level of training shall include an appreciation of:

a) legislative requirements;

b) security responsibilities (eg port facility operator, security officers, Department, port operator, other port facility operators, shipping company, etc);

c) port facility security assessment and plan;

d) response arrangements to counter threats and vulnerabilities;

e) port facility security procedures; and

f) security equipment and systems (where applicable).

6.1.3
The PFSO shall also ensure that employees and agents engaged in port facility security activities undertake an advanced training course which shall include a more thorough examination of the above competencies as well as well as an appreciation of:

a) documentation/ reporting requirements;

b) legal implications of action or non-action;

c) actions required at different security levels;

d) search and evacuation guidelines;

e) law enforcement interface;

f) bomb threat assessment;

g) crowd management and control; and

h) media liaison arrangements.

6.1.4
The training modules offered shall be reviewed periodically, as shall the need for refresher training, with regard being given to developments in equipment used and procedures followed in relation to maritime security.

6.1.5
The PFSO shall ensure that records on the content, duration and dates of those training activities undertaken by employees and agents of the port facility operator are retained for the previous five years.

6.2 – Exercises

Outcome – Effective testing of security measures and response arrangements to support police operational elements in the management of an act of unlawful interference with maritime transport.
6.2.1
Security exercises, to test measures and response arrangements shall also be conducted by the port operator at a frequency agreed with the Department. Broadly these exercises may take the form of:

a) theoretical or desktop exercises; or

b) simulated incidents to practice response and handling arrangements.

6.2.2
The object of the exercises is to not only test response arrangements to a simulated act of unlawful interference with maritime transport but to also:
a) practice call out of all involved elements;

b) test the adequacy of facilities; 

c) exercise members of the port security committee in the provision of effective support to police operational elements; and

d) test the adequacy of appropriate contingency plans.

6.2.3
The port facility operator will participate in any security exercises conducted by the port operator where involvement is sought – the port facility operator may also write to the Department requesting relief from participating.

6.2.4
The PFSO, the port security officer and PFSO’s from other participating organisations will review each security exercise and submit a formal report to the Department, and the port security committee, within two months of the completion of the exercise.
Section 7 – Review of Plan

Outcome – Effective review of existing security measures and procedures and take action necessary to remedy weaknesses.

8.1
The PFSO may, at any time, review this Plan. In reviewing the Plan the PFSO may have regard to:

a) developments in relation to human and other resources used and procedures followed concerning security; and

b) experience gained in relation to security by other port facility operators or port authorities.

8.2
If the PFSO is satisfied that:

a) the approved Plan is no longer adequate for any one or more of the Plans purposes; or

b) the effectiveness of the Plan for those purposes could be substantially improved:

the PFSO should prepare and submit to the Department for approval, proposals for any variation of the Plan considered necessary.

Note —
The Plan will normally require minor adjustments from time to time and occasional major modifications (note section 52 of the [proposed] Maritime Transport Security Bill 2003). Changes will usually be dictated by information developed as a result of a threat assessment, surveys or inspections. New construction work, changes in operations and other activities may also result in adjustments having to be made in order to maintain effectiveness. Modifications may also arise out of investigation and review of an incident.

Section 8 – Port Facility Specific Addendum

Outcome – Effective prevention of unauthorised access by persons and/ or vehicles and effective measures to ensure adequate supervision over the movement of persons.

<To be provided by Port Facility Operator>

Guidance: Port Facility Access Control Measures


Peripheral protection of the restricted zone is provided by intrusion protection and detection equipment. It is normally achieved by installing security barriers (fencing) which can be complemented by installing peripheral or close intrusion detection equipment and/ or intrusion display equipment. Openings in security barriers should be kept to a minimum and secured when not in use. Security barriers should accomplish the following:

a) define the area to be protected;

b) create a physical and psychological deterrent to persons attempting or contemplating unauthorised entry;

c) delay intrusion, enabling operating personnel and security guards to detect and apprehend intruders; and

d) provide designated and readily identifiable places for entry of personnel and vehicles into areas where access is controlled.


Where feasible, buildings and other suitable permanent obstacles should be used as part of the physical barrier, provided that access through the buildings used is controlled. If buildings are used as part of the security barrier, they should be inspected to ensure that windows, roofs, ventilation openings, etc, do not provide for unauthorised access, with consideration being given to the fitting of bars, grills or screens.

Guidance: Access Control – Staff


Only those employees/ agents who have a legitimate need to access the port facility operator’s restricted zone shall enter the area. Other staff members will need to justify a need for access to the PFSO.

Guidance: Access Control – Service Providers & Visitors


Where a service provider, such as a maintenance contractor or a ship’s provedore, requires access to a restricted zone their need to access the area shall be verified with the requesting organisation.


Where that need can be established the person(s) may be authorised to enter the restricted zone. However, where the need cannot be established the person is to be denied entry and the matter bought to the attention of the PFSO, who in turn may consider it appropriate to inform the police.


Visitors with a legitimate requirement for access to a restricted zone shall remain under supervision by their sponsor at all times during the visit.


The identity of each non-employee/ non-agent provided access to the restricted zone is to be recorded, for each visit, in a visitor’s register. The minimum detail to be recorded shall comprise their name, organisation represented, arrival time, departure time, who sponsored their visit. The register is to also show the signature of the person authorising their access to the restricted zone.


Records of those persons authorised to access the restricted zone will be retained by the PFSO for a period of twelve months.

Guidance: Access Control Systems


Where access points into the restricted zone are key-controlled a restricted key system is to be used.


Keys will only be issued, by the PFSO, to authorised persons (eg staff and regular contractors) who have a valid reason to access to the restricted zone in the course of their duties.


A key register will be maintained detailing to whom specific keys have been issued as well as the date of issue and return (where appropriate). Recipients are to sign the register for each key issued.


Change of coding should be considered where control of any key is lost. Coding must be changed when 5% or more of the keys to any particular lock cannot be accounted for.

Where an electronic access control system is fitted access rights will only be provided, by the PFSO, to authorised persons who have a valid reason to access the restricted zone in the course of their duties.


A register of those with access rights will be maintained detailing to whom specific rights have been provided as well as the date granted, date withdrawn (where appropriate), the areas into which the holder has access and any prohibitions that may apply (eg access limited to certain hours).


The PFSO shall audit bi-annually the manual and electronic systems registers and ensure that any deficiencies are rectified within one month of the audit.


Keys and access cards, or changes to access cards, will only be effected where the applicant has requested the issue/ change in writing and the request is approved by their supervisor/ manager.

Guidance: Electronic Surveillance


Enhanced surveillance over specific facilities/ installations or specific areas may be determined essential to guard against a perceived threat and could involve the use of the following types of equipment:

a) 
CCTV;

b) 
intruder detection systems;

c) 
biometric systems.

Annex A – Contact Details

As a minimum the following details must be provided:


a) 
The Name of the Port Facility


b) 
Physical Address of the Port Facility


c) 
The Name of the Port Facility Operator


d) 
Physical Address of the Port Facility Operator


e) 
Mailing Address of the Port Facility Operator


f) 
Name of the Port Facility Operator CEO


g) 
Port Facility Operator Fax Number


h) 
Name of the Port


i) 
Name of the Port Facility Security Officer


j) 
Port Facility Security Officer Business Phone Number


k) 
Port Facility Security Officer Fax Number


l) 
Port Facility Security Officer Email address


m) 
Port Facility Security Officer Business Address


n) 
Port Facility Security Officer Mailing Address


o) 
24 Hour Security Contact Number

Annex B – Port Facility Security Assessment

<To be provided by Port Facility Operator>

Annex C – Port Facility Plans and Restricted Zone Diagrams

<To be provided by Port Facility Operator>

Annex D – Sample Supplementary Security Measures

As a result of increased levels of alert it may become necessary to apply additional preventive and protective security measures. The following are examples as to the types of measures that may be implemented, either at the direction of the Department or as a port facility operator initiative, in order to counter the threat.

D.1 – Security Level 2

Access to Port Facility
Access control security measures to be applied as a result of a heightened risk of a security incident may comprise, but need not necessarily be limited to:

a) additional security personnel to guard access points and patrol perimeter;

b) limiting the number of access points to the port facility and identify those to be closed and the means of closing them;

c) providing means for impeding movement through the remaining access points ;

d) increasing the frequency of searches of persons, personal effects and vehicles; and

e) deny access to visitors who are unable to provide a verifiable justification for seeking access to the port facility.

Restricted Zones Within Port Facility

Restricted zone security measures to be applied as a result of a heightened risk of a security incident may comprise, but need not necessarily be limited to:

a) Enhancing the effectiveness of the barriers or fencing surrounding restricted areas, including the use of patrols or automatic detection devices;

b) reducing the number of access points to restricted areas and enhancing the controls applied to the remaining access;

c) restrictions on vehicular movement and parking adjacent to berthed ships;

d) further restricting access to the restricted areas and movements and storage within them;

e) use of continuously monitored and recording surveillance equipment;

f) enhancing the number and frequency of patrols; and

g) establishing and restricting access to areas adjacent to the restricted areas.

Cargo

Cargo security measures to be applied as a result of a heightened risk of a security incident may comprise, but need not necessarily be limited to:

a) detailed checking of cargo, cargo transport units and cargo storage units within the port facility;

b) intensified checks, as appropriate, to ensure that only documented cargo enters the port/ port facility, is temporarily stored there and then loaded onto the ship;

c) intensified searches of all vehicles; and

d) increased frequency and detail in checking of seals and other methods to prevent tampering.

Detailed checking of cargo may be accomplished by some or all of the following means:

a) increased frequency and detail of checking of cargo, cargo transport units and cargo storage areas within the port facility;

b) increasing the frequency of the use of scanning/ detection equipment, mechanical devices or dogs; and

c) coordinating enhanced security measures with the shipper or other responsible party in addition to an established agreement and procedures.

Ship’s Stores

Additional security measures relating to a ship’ stores to be applied as a result of a heightened risk of a security incident may comprise, but need not necessarily be limited to:

a) detailed checking of ship’s stores;

b) detailed searches of delivery vehicles;

c) coordinating with ship or company personnel to check the order against the delivery note prior to entry to the port/ port facility; and

d) escorting delivery vehicles while within the port facility.

Handling of Unaccompanied Baggage

Additional baggage security measures to be applied as a result of a heightened risk of a security incident may comprise, but need not necessarily be limited to, 100% X‑ray screening of all unaccompanied baggage.

Security Monitoring

Security monitoring measures to be applied as a result of a heightened risk of a security incident may comprise, but need not necessarily be limited to:

a) increasing the coverage and intensity of lighting and surveillance equipment including the provision of additional lighting and surveillance coverage;

b) increasing frequency of foot and vehicle patrols; and

c) assigning additional personnel to monitor and patrol.

D.2 – Security Level 3

Access to Port Facility

Additional security measures relating to access could include:

a) suspension of access to all, or part of the port facility;

b) granting access only to those responding to the security incident or threat;

c) suspension of pedestrian or vehicular movement in all, or part of the port facility;

d) increased security patrols within the port facility;

e) suspension of port operations in  all, or part of the port facility; and

f) evacuation of all, or part of the port facility.

Restricted Zones Within Port Facility

Additional security measures relating to restricted zones could include:

a) setting up additional restricted areas within the port facility in proximity to the security incident or threat, to which access is denied; and

b) preparing for the searching of restricted areas as part of a search of all or part of the port/ port facility.

Cargo

Additional security measures relating to cargo could include:

a) Restriction or suspension of cargo movements or operations within all or parts of the port facility or to specific ships; and

b) Verifying the inventory of dangerous goods or hazardous materials held within the port facility and their location.

Ship’s Stores

Additional security measures relating to a ship’s stores could include:

a) preparation for, or restriction of all deliveries of ship’s stores; and

b) X-ray or mechanical screening of all ship’s stores.

Unaccompanied Baggage

Additional security measures relating to unaccompanied baggage could include:

a) subjecting such baggage to more extensive screening, for example X-raying it from at least two different angles;

b) preparations for restriction or suspension of handling all unaccompanied baggage; and

c) refusal to accept unaccompanied baggage into the port facility.

Security Monitoring

Additional security measures relating to security monitoring could include:

a) switching on all lighting within, or illuminating the vicinity of the port facility; and

b) switching on all surveillance equipment capable of recording activities on or in the vicinity of the port facility.

Annex E – Declaration of Security (Sample only)
(for use between a ship and port or port facility operator)

Name of Ship:


Port of Registry:


IMO Number:


Name of Port/ Port Facility:


This Declaration of Security is valid from …………… until ……………, for the following activities …………………………………………………… 


(list the activities with relevant details) 

under  the following security levels 

Security level(s) for the ship:


Security level(s) for the port facility:


The port facility and ship agree to the following security measures and responsibilities to ensure compliance with the requirements of Australian maritime security legislation. 


The affixing of the initials of the SSO or PSO/ PFSO under these columns indicates that the activity will be done, in accordance with relevant approved plan, by

Activity
The port facility:
The ship:

Ensuring the performance of all security duties



Monitoring restricted areas to ensure that only authorised personnel have access



Controlling access to port/ port facility



Controlling access to the ship



Monitoring of port/ port facility, including berthing areas and areas surrounding the ship



Monitoring of the ship, including berthing areas and areas surrounding the ship



Handling of cargo



Delivery of ship’s stores



Handling unaccompanied baggage



Controlling the embarkation of persons and their effects



Ensuring that security communication is readily available between the ship and the port/ port/ facility



The signatories to this agreement certify that security measures and arrangements for both the port/ port facility and the ship during the specified activities meet the provisions of Australian maritime security legislation will be implemented in accordance with the provisions already stipulated in their approved plan(s) or the specific arrangements agreed to and set out in the attached annex. 

Dated at …………………………………… on the …………………………………… 

Signed for and on behalf of

the port/ port facility:


the ship:

(Signature of Port Security Officer/ Port Facility Security Officer)
(Signature of Master or Ship Security Officer)

Name and title of person who signed

Name:
Name:

Title:
Title




Contact Details

(to be completed as appropriate)

(indicate the telephone numbers or the radio channels or frequencies to be used)

for the port/ port facility:
for the ship:

Port/ Port Facility



Master




Port Security Officer/ Port Facility Security Officer



Ship Security Officer





Company





Company Security Officer




Annex F – Threat/ Incident Reporting

General information

Name of Port/ Port Facility: 


Person providing Report: 


Date : 
Time: 
 Location: 


Type of occurrence (eg bomb/ sabotage threat, unauthorised entry, suspect device, extortion, etc)
Description of threat/ incident

Alleged offender(s)

Name: 
 Nationality: 


Name: 
 Nationality: 


Name: 
 Nationality: 


Name: 
 Nationality: 


Nature and severity of any injuries sustained by others

Name: 
 link to port: 
Injury: 


Name: 
 link to port: 
Injury: 


Name: 
 link to port: 
Injury: 


Name: 
 link to port: 
Injury: 


Circumstances surrounding device(s) used

Type of Device(s): 


Method of introduction (eg passenger, baggage, cargo, stores, etc): 


Security measures circumvented: 


Proposed measures and procedures to prevent recurrence of a similar event?

Other pertinent details

Reporting Officer

Signature: 
 Name (printed): 


Designation: 
 Date: 


Upon receipt of this report the PFSO shall forward a copy to the Department.
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