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data audit framework Template
The scope of the data audit should generally be designed by the managing agent to suit the scope of their own internal model. The framework below containing the five sub-risks should be the minimum scope of the audit. It is not intended to be exhaustive and therefore managing agents should feel free to include other risk in the scope of their audit, if deemed material and appropriate.

Whilst a ‘yes’ or ‘no’ should be entered in the ’conclusion column’ in the table below, managing agents should outline their conclusions, findings and limitations as commentary in the main body of the report. These should be related back to the results of the data audit process, also outlined in the main body of the report. 

	Risk 
	Control Objective 
	Expected Control 
	Assessment Approach 
	Conclusion 
Yes/No 

	1. The approach to managing data for use in the internal model does not ensure consistency in quality and application of the internal model 
	1.1 To ensure that data quality is maintained throughout the process of the internal model as required by SII 
	1.1.1 A data policy has been established and implemented. 

The policy, its associated procedures, and standards include: 
· a definition of the different data sets that are to be covered by the policy; 

· a definition of materiality (which is aligned to the managing agent’s risk appetite where appropriate e.g. when an expert judgements is made to adjust for insufficient observational data); 

· the respective ownership and responsibility for the data sets, including the system of governance and assurance over data quality; 

· a definition of the standards for maintaining and assessing quality of data, including specific qualitative and quantitative standards for the data sets, based on the criteria of accuracy, completeness and appropriateness; 

·  the use of assumptions made in the collection, processing and application of data; 

· the process for carrying out data updates to the internal model, including the frequency of regular updates and the circumstances that trigger additional updates and recalculations of the probability distribution forecast; 

· a high level description of the risk and impact assessment process including the frequency with which the assessment process is conducted, and; 
· the frequency of the review of the data policy, associated procedures and standards.  
	1A. Confirm that the managing agent has: 

i) A written data policy approved by management with an appropriate degree of challenge and oversight in its development as evidenced through discussions and debates in minutes and/or equivalent documentation. 
ii) Written procedures, technical guides and standards for implementing the data policy; 
iii) Implemented the policy across the organisation as is evident from: 
· communication of the policy, associated procedures and standards to the relevant stakeholders and individuals responsible for ownership and management of data used in the internal model, and; 

· understanding of the relevant stakeholders and individuals responsible for ownership and management of data used in the internal model 
	Yes/No 

	2. Inadequate oversight of the development and implementation of the data policy increases the risk of poorly informed decision-making and non-compliance with the required quality and standards 
	2.1 To set the tone and provide appropriate oversight of the implementation of the data policy necessary for sound decision making
2.2 To ensure appropriate and timely reporting to support required governance and management decision making process and timely detection of issues 
	2.1.1 The data governance structures and processes are operating as defined in the data policy and associated procedures and effective in: 

· providing appropriate oversight in the application of the data policy; 

· ensuring that the data policy, associated procedures, and standards including the responsibilities and accountabilities of the various stakeholders across the managing agent, the quantity and quality of data metrics reported to management, the data directory, and the risk and impact assessment are kept under regular review; 

· ensuring appropriate assurance is carried out and received for validating the quality of data used in the internal model. 

2.2.1 Data quality metrics (qualitative and quantitative) defined in the data policy are reported (individually, aggregated or categorised) to appropriate levels of management on a regular basis to enable them to assess the quality of data and take remedial action when there are material issues. 
The system of reporting should include a deficiency management process whereby exceptions identified as a result of data quality checks and controls, which could have a material impact on the internal model, are escalated to appropriate levels of management and actions taken to address them on a timely basis. 


	2A. Review the managing agent’s data governance arrangements and their fit with the organisation structure to determine: 

· completeness of oversight as shown, for example, by the terms of reference and agenda, and; 

· key discussions, debates, decisions and approvals from a review of minutes. 

2B. Review and assess: 

· revision history and changes made to the policy, associated procedures, standards, governance framework, data directory, risk and impact assessment. 

· the nature and timeliness of MI reports received;
· the extent of exception reporting for appropriateness and effectiveness; 

· remedial actions taken to resolve exceptions, and; 

· through interviews with key personnel, the level of understanding of their governance responsibilities and MI reports. 
	Yes/No 

Yes/No 

	3. Lack of a clear understanding of the data used in the internal model, and of its impact and vulnerabilities, can create gaps in ownership and control 
	3.1. To ensure that data used in the internal model, its impact and vulnerabilities has been clearly identified and maintained 
	3.1.1 A directory of all data used in the internal model has been compiled specifying source, usage and characteristics including: 

· storage (e.g. location, multiple copies) across the data flow to internal model; 

· how data is used in internal model including any transformation (e.g. aggregation, enrichment, derivation) processes. 

3.1.2 For each data set, a risk and impact (sensitivity) assessment has been performed to identify: 

· whether the impact of poor quality data (individually or in aggregation) on the internal model is material; 

· the points in the data flow from source to internal model where likelihood of data errors is the greatest, and therefore, what specific data quality controls are required; 

· tolerance threshold beyond which a data error could become material (individually or in aggregation). 
	3A. Review the managing agent’s data directory to determine its clarity, completeness and maintainability. 

3B. Review the managing agent’s risk and impact assessment for completeness, including an appropriate consideration of the outcome of the assessment against any issues reported in the data quality metrics. 

3C. Confirm that the tolerance thresholds and materiality used are consistent with the reporting to the relevant management groups or governance oversight bodies. 
	Yes/No 

Yes/No

	4. Errors, omissions and inaccuracies in the data can undermine the integrity of the internal model and management decision making. 
	4.1. To ensure that data quality (complete, accurate, appropriate, and timely/current) is maintained in the internal model. 
	4.1.1 The management and data quality controls (preventative, detective, and corrective) proportional to the probability and materiality of potential data errors have been identified and implemented effectively. 

The controls should include (at a minimum): 

4.1.1.a having individuals with sufficient competence to conduct the manual data checks on accuracy, completeness and appropriateness 

4.1.1.b A well-defined and consistent process for refreshing or updating all data items in line with the data policy (timeliness and currency of data). The process must include appropriate change controls (automated or manual) that take into account any material impact (individually or in aggregation) on the internal model. 

4.1.1.c Data input validations (auto/manual) that prevent data having incorrect or inconsistent format or invalid values. 

4.1.1.d Completeness checks such as: 
· Reconciliation of data received against data expected. 

· A process to assess if data is available for all relevant model variables and risk modules 

4.1.1.e Accuracy checks such as:
· Comparison directly against the source (if available). 

· Internal consistency and coherence checks of the received/output data against expected properties of the data such as age-range, standard deviation, number of outliers, and mean. 

· Comparison with other data derived from the same source, or sources which are correlated. 

4.1.1.f Appropriateness checks such as: 
· Consistency and reasonableness checks to identify outliers and gaps through comparison against known trends, historic data and external independent sources. 

· A definition and consistent application of the rules that govern the amount and nature of data used in the internal model. 

· A process to assess the data used in internal model for any inconsistencies with the assumptions underlying the actuarial and statistical techniques or made during the collection, processing and application of data. 


	4A. Review and evaluate the managing agent’s documented control procedures to assess their completeness and appropriateness in meeting the control objective. 

4B. Assess the adequacy of training/experience of individuals responsible for critical stages of data checks. 

4C. Assess the adequacy of change controls for a sample of key changes/updates made. 

4D. Walk through the key validations and checks with key personnel to assess the degree of understanding and embedding. 

4E. Assess the operational effectiveness of the key validations and checks. 
	Yes/No 


	5. Unreliable IT environment, technology or tools can compromise the quality and integrity of the data and its processing within the internal model 
	5.1 To ensure that the quality of data and its processing for use in the internal model is maintained 
	5.1.1 IT general computer (ITGC) controls over the data environment (for e.g. Mainframes, End User Computing applications such as spreadsheets, etc) that may have material impact on the internal model are established, such as: 
· logical access management; 

· development and change management (infrastructure, applications, and database); 

· security (network and physical); 

· business continuity; 

· incident management and reporting, and; 
· other operational controls that support the collection (including data feeds), storage, analysis and processing. 

	5A. Assessment of design and operational effectiveness of key ITGC controls that relate to the data sets as defined and required by the internal model. 

5B. Review key IT MI reports such as network and access security breaches, system downtime, coding errors etc to determine whether any incidents that impact materially on the internal model have been followed through and resolved appropriately. 
	Yes/No
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