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The advent of computers has affected numerous aspects of accounting and auditing. Computerization of accounting operations induced the development of electronic data processing (EDP) auditing as a new auditing field (see e.g. Hansen & Hill, 1989). Computer-assisted auditing has become common place, leading to a significant increase in the efficiency of auditing. Developments in information technology enabled management and reporting (internal and external) of finer information sets at progressively narrower time frames. Internal corporate management and many processes are increasingly dependent on daily closing balances and even online real-time reporting.

The proliferation of corporate-wide networks is enabling progressive integration of worldwide manufacturing, inventory keeping, and financial management. In turn, these developments have substantially reduced the incremental costs and complexity of consolidated reporting and its disclosure to related parties. Widespread availability of computer networking makes it possible to dramatically increase the frequency of periodic audits by redesigning the auditing architecture around online auditing.

The spectacular growth of the Internet in general, and the World Wide Web (WWW) in particular, has created a new set of opportunities and challenges confronting corporate management and reporting. These developments set the stage for the possibility of continuous online reporting. In parallel, WWW has spawned the development of the area of electronic commerce. The exponential growth of online retailing, online securities trading, and online procurement systems emphasizes the need for continuous online monitoring of transactions. 
This article focuses on the evolving field of continuous online auditing attempting to create a framework for and identify research issues related to its reasons, methods, implications, and available experiences.

1.1 What Is Continuous Online Auditing?

Continuous auditing is a type of auditing which produces audit results simultaneously with, or a short period of time after, the occurrence of relevant events.
While this definition reflects the commonly accepted meaning of continuous auditing, it would be more accurate to call this type of auditing instant rather than continuous. The confusion arises because in many cases instant auditing leads to producing audit results at very high frequency, approaching a continuous stream of results. However, a continuous audit, in the sense of being instant according to our definition, can produce results infrequently if relevant events occur only sporadically. Practically speaking, if the scope of relevancy is wide and the audited entity is dynamic, it is highly likely that continuous auditing will indeed produce audit results very frequently.

Continuous auditing can only be feasible if implemented as (a) a fully automated process, and (b) a process with instant access to relevant events and their outcomes. The only known way to satisfy these requirements is to implement continuous auditing on an online computer system. In this context, an online system refers to a system that is permanently connected through computer networking to both auditees and auditorsTherefore, this article discusses auditing which is both continuous and online, i.e. continuous online auditing (COA).

1.2 Feasibility of Continuous Online Auditing 

1.2.1 Technological Feasibility

In theory, the technological feasibility of COA rests on two important technological advances. First, accounting information is now almost always recorded and stored in electronic form. Second, ubiquitous computer networking allows continuous remote access to this information. This access is further facilitated by the apparent marketplace success of open Internet standards. Not only is the networking infrastructure widely available, but the protocols and tools have also become prevalent and affordable. 

In practice, however, the development of COA has to surmount numerous technological and organizational challenges. The great variety of software systems used in enterprises makes it very difficult for auditors to develop integrated online auditing systems. A significant portion of these enterprise systems was designed as stand-alone systems having only rudimentary, if any, networking capabilities. Such legacy systems are being slowly replaced by new ones. The current developments in enterprise information systems clearly exhibit the trend toward more standardization and better integration of related subsystems. This trend towards enterprise systems suggests that many of the hurdles in the way of continuous online auditing should be overcome in the near future. 

1.2.2 Economic Feasibility

Presently, continuous online auditing is technologically feasible only in certain industry sectors and for certain limited purposes. The acceptance of COA, however, depends on whether it is economically feasible, i.e., whether the costs of COA can be lowered to levels that make its applicationcost-effective. A COA system can save auditors substantial costs (e.g. costs of travel, physical presence, manual collection of evidence). Furthermore, the costs of the technology required to implement online auditing (software, hardware, network connectivity) have been declining exponentially. These savings are likely to make it possible to develop and deploy online auditing systems without incurring prohibitive costs. Note however that the actual system development costs of COA will remain substantial, as the cost of software development has not benefited significantly from technological developments.

2 History and Institutional Background

Prompted by developments in information technology, COA research started over a decade ago (see Groomer and Murthy, 1989; Halper, Snively & Vasarhelyi, 1992; Koch, 1981; Vasarhelyi & Halper, 1991; Vasarhelyi, Halper & Ezawa, 1991). Following early developments in EDP auditing (see Cash, Bailey Jr. & Whinston, 1977), Groomer and Murthy (1989) described a prototype system for continuous audit of database applications.  Subsequently, the accounting profession, as represented by the AICPA - —American Institute of Certified Public Accountants  and CICA - Canandian Institute of Chartered Accountants) came to realize that practice needs to expand beyond traditional annual audit of financial statements to the provision of broader types of assurance services. These developments are addressed in detail by the AICPA’s Special Committee on Assurance Services chaired by Robert K. Elliott.

2.1 Continuous Audit of Database Applications

Groomer and Murthy (1989) proposed an approach to address the unique control and security concerns in database environment. Their approach used embedded audit modules that capture information on a continuous basis. This approach is consistent with an evolutionary view of continuous auditing as the next natural step after traditional legacy system based EDP auditing. This early development in COA is especially important since it presents an implementation of COA based on relational database technology, which is the cornerstone of modern enterprise information systems. Embedded audit modules continue to be an essential part of COA architecture. 

A further important theoretical development in the use of embedded audit modules for independent continuous online monitoring was described in Minsky (1996), where a law-governed architecture was proposed as the means of resolving the conflict between being independent and being embedded, i.e., part of the system. 
Early research efforts (Bailey, Duke, Gerlach, Ko, Meservy & Whinston, 1985; Gal & McCarthty, 1985) in the formalization of the representation of internal controls can potentially be linked to the concepts around embedded audit modules. Formal representation this would allow for adaptive analysis of transactions based on some normative progressive review of the perceived risk of existing internal control structures.

2.2 The Elliott Committee

The Elliot Committee argued that  dramatic societal, economic and technological developments were generating substantive changes in the accounting profession, and that major opportunities existed for accountants. The Committee has guided a new plan of action, initially developing six new types of assurance services (Risk Assessment, Business Performance Measurement, Information Systems Reliability, Electronic Commerce, Health Care Performance Measurement, ElderCare). Further developments in Electronic Commerce assurance have lead to the announcement of CPA WebTrust, (see http://www.aicpa.org/webtrust/index.htm; Greenstein, 1998.) The committee gave the following description of the Information Systems Reliability service:

“The CPA monitors the functioning of the organization's systems to ensure that they provide reliable data. This service involves either regular or, ultimately, continuous oversight. It presumes some level of direct involvement in computer operations by the CPA. He or she would either (1) embed some level of monitoring or control in the client's system or (2) direct regular inquiries into client processing systems/databases. This service, while initially aimed at internal users, would have its greatest appeal to external users who want to rely on entity data delivered at interim dates and, ultimately, continuously….

Evaluating controls over real-time systems must be computer-based. … Data flowing through the system will be monitored and analyzed using CPA-defined rules. Exceptions to these rules trigger real-time warnings to call the CPA's attention to potential problem areas and issues that need immediate resolution.”

One can easily notice in this description several important features characteristic of COA. This changes relate to the timing, process, and tooling of the audit process.
2.3 The Systems Reliability Committee

The Systems Reliability Committee was established to respond to anticipated demand for new assurance services related to systems reliability. These services are deemed necessary in the evolution of systems towards online audit and assurance. The steps evolving towards a continuous audit encompass a new product under the umbrella of the SYSTRUST denomination – system reliability assurance (including software reliability, infrastructure reliability, process reliability and data reliability.) This proposed service is still at a conceptual stage, with numerous barriers to overcome. It illustrates however, a growing tendency on the part of the profession to provide services that bridge the route towards COA.

2.4 CICA/AICPA Committee on Continuous Auditing

The CICA and later the AICPA established a committee chaired by Richard Wood to examine “continuous auditing”. The committee submitted its report in December 1998 Continuous Auditing, Research Report, 1999. This report discusses the nature, purpose, scope and fundamentals of a continuous audit. Subsequently, the report deals with more complex continuous audits and draws a set of conclusions.  It concludes with the following statement:

“This study has discussed a conceptual framework for continuous audits in general, and described some significant issues that would need to be addressed in performing such services.  If some of the significant hurdles associated with continuous audits can be overcome, there are likely many types of subject matter regarding which an auditor could add significant value to an entity by performing a continuous audit.”
  

The report provides examples of potential continuous auditing services as summarized below.

Electronic commerce
· Continuance assurance regarding the authenticity, integrity, non-repudiation of electronic commerce transactions in connection with the AICPA/CICA WebTrust Seal assurance service.

· Continuous assurance on controls over electronic commerce systems.

· Continuous assurance regarding compliance with debt covenants.

· Continuous assurance regarding security over Web sites containing reports on significant decision-making information.

· Continuous assurance regarding the effectiveness of controls over publicly accessible databases for electronic commerce and other purposes.

· Continuous assurance regarding on time delivery and quality of products being sold.

· Continuous assurance on the entity’s going concern status.

Traditional financial information
· Continuous assurance on specific financial information such as inventory levels, receivables balances, amounts and age of accounts payable and other debts.

· Continuous assurance on mutual fund unit values, including assurance on effective controls over the unit-holder system
· Continuous audits of financial statements.

· Continuous assurance on estimates and reserves.

Marketing information

· Continuous assurance regarding marketing information such as sales of a new product by a software vendor.

· Continuous assurance regarding media ratings, hits to the Web site, and banner downloads. 

Other types of information

· Continuous assurance on rates of pollution emission.

· Continuous assurance on any key performance indicators for an entity, possibly using graphics.

3 Some Experiences in Continuous Online Auditing

3.1 CPAS

In 1991, Vasarhelyi and Halper (Vasarhelyi & Halper, 1991) focused on the “Continuous Process Auditing System” (CPAS) designed to deal with the problems of auditing large paperless database systems. It developed a methodology for continuous auditing and described its implementation at AT&T.

The CPAS methodology was designed to measure and monitor large systems, drawing key metrics and analytics into a workstation environment. The data were displayed interactively, providing auditors with a work platform to examine extracted data and prepare auditing reports. CPAS monitored key operational analytics, compared these with standards, and rang alarms when necessary. Data collection, performed in the shadow of the corporate legacy system, was based on scanning patterns of reporting data, and on inserting those patterns in a relational database which supported its “advanced audit decision support tool.”  To the best of our knowledge, CPAS (see also Halper, Snively & Vasarhelyi, 1992; Vasarhelyi, Halper & Ezawa, 1991) is the only operational COA system in actual use whose architecture is described in detail in scholarly publications. 

The CPAS effort entailed the continuous audit and monitoring of AT&T billers that were processed at four large data centers in different parts of the nation. The CPAS process used a “measurement” methodology to capture data and to feed its “Advanced Decision Support System.” The “measurement” method of data provisioning can be contrasted with the “monitoring” data provisioning that actually draws information from direct computer processes while they are being performed.
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Figure 1: CPAS Architecture

The CPAS architecture is described in Figure 1. Systems reports, regularly distributed to process management, are also mailed to the CPAS workstation. Upon arrival, the appropriate data is filtered out, extracted, and placed in a relational database. This relational database is then utilized to perform the analytic functions, which define the Continuous Audit Process in CPAS. The system relates actual data to many standards through analytics and issues alarms where substantive discrepancies are found.
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3.2 Other Experiences

3.2.1 Fund Radar

Fund Radar is an actual system used at KPMG to audit mutual funds. The principles of operation are similar to the ones in CPAS with industry averages drawn from an online source and serving as benchmarks. The mutual funds industry is particularly suitable for COA as three vendors supply software to most funds in the industry. Consequently, three software implementations of Fund Radar with similar analytics and different data provisioning could conceivably be sufficient for the majority of the firms of the industry.

3.2.2 Ernst & Young
The accounting firm Ernst & Young (E&Y) is using online auditing and monitoring in several applications. In particular, they use online monitoring of a client's network for network monitoring and security purposes and are developing a CPAS-like application using HMOs as the application domain. HMOs, as in the mutual fund industry example above, have one software package with substantial market share. Consequently, it makes it easier for E&Y to capitalize on COA investment and deploy it in other HMO clients that use the same software.

3.2.3 Bank case

A local bank in Spain has developed a suite of applications programmed in COBOL within legacy systems, which create analytics relating products, customer care, marketing and risk management. Although the applications are not real time, many monitoring functions are performed during system operations.

4 Implications and Research Issues 

Since COA is in its embryonic stage, numerous problems and research issues are bound to arise. We outline below some of the more important issues as we see them now. We start by discussing research issues related to methods of performing COA, then proceed with the exploration of factors affecting COA, and finally conclude with discussion of major consequences of COA. This same schema is used in the research summary table presented later (table 1).
4.1 Methods of Performing Continuous Online Auditing

Continuous online auditing requires an elaborate architecture anchored in a more intricate and formal structure as compared with traditional auditing. Knowledge ware provides some system understanding for assurance purposes. A COA system should be designed very carefully to take full advantage of its benefits, and to minimize the residual inherent problems. 

4.1.1 Audit Risk Evaluation

Audit risk measurements and estimates of traditional nature can be arbitrary and judgmental. The advent of COA and its extensive data collection and monitoring features brings new meaning to actual risk measurement. Quantitative techniques that will substantially anchor audit risk measurements and estimates with real empirical values must be developed. This opens new venues for this well-established area of auditing research. Moreover, automation of internal control representation and embedded audit modules can further improve COA.

Research Issue: The use of COA calls for the development of new or refinement of the existing audit risk model which assumes periodic rather than continuous auditing. 

4.1.2 Data Capture

COA systems need elaborate data capture mechanisms that supply the enterprise data for auditing. Today, these data capture mechanisms have to be custom-made for individual audit clients. Enterprise resource planning systems (e.g., SAP, PeopleSoft, Oracle) and generic industry software (e.g., Funds Radar) may allow for actual generation of specific records/reports designed to support audit analytics for the COA process. These are clearly superior to the measurement approach and provide a degree of standardization that improves the economics of COA. Standard formats for enterprise data will greatly simplify data capture problems of COA.

Research Issue: Explore and design standard formats of enterprise data to facilitate data capture for COA. The possibility of using XML for defining such standard formats for presentation of accounting information on the Web should be investigated. 
Scope of Auditing

Research Issue: COA systems are potentially capable of reprocessing or parallel processing the whole population of business transactions. Investigate whether and when the complete reprocessing of the entire population of business transactions is feasible and desirable.  COA allows real-time decisions concerning the level of review desirable for a particular transaction.  The desirability of auditing larger samples, and the level of rule-based scrutiny of transactions of diverse populations, will impose constraints on the design of COA systems. 

Research Issue: Investigate the tradeoffs between the frequency of auditing and the scope and diversity of its tasks (e.g. expanding audit to cover non-financial variables like intangibles or quality). An extension of the above investigation would entail developing theoretical models of COA that relate formal specifications of a COA system with various audit objectives.

4.1.3 Systems Audit

The field of COA inherits a long-standing debate from EDP auditing about whether to audit the information system or to audit the data flowing through that system. There seems to be a growing consensus that the information system has to be audited. Focus on information system auditing will provide important assurance on the quality of data fed into the COA system. 

Research Issue:  Determine the tradeoffs and complementarities between system structure auditing and transactions auditing. It would be important to analyze whether both transactions and system structure have to be controlled and subjected to high frequency auditing. Since the enterprise information system can be assumed to be fairly stable over time, its high frequency auditing can be simply reduced to continuously monitoring that the system has not changed (e.g., by using cryptographic techniques of digital signatures). In traditional EDP auditing this function would be accomplished by controlling the size of the executable files.

4.1.4 Real-time Analytical Review Procedures

Lately, analytical review has become one of the more important tools of auditors. It is being used both at the engagement planning stages as well as at the final stages of the audit. At present, analytical review procedures are mainly focused on financial ratios, which are analyzed cross-sectionally and over time.

In a conventional audit, the scale and scope of analytical review procedures is necessarily limited by the type and amount of data that can be collected by traditional techniques. COA has the potential to increase the quantity and scope of data available to the auditor by orders of magnitude. The deployment of COA systems provides the opportunity to widen the scope and increase the scale of analytical review procedures dramatically. This will require the development and utilization of auditor heuristics and expert system type rules, allowing the systematization (wiring in) of auditing tests in the auditors’ own COA system. For example, reconciliations that auditors perform annually, once formulated, can be built into the COA software and performed as frequently as desired. Ratios that are calculated in analytical review can be programmed in the COA system, then monitored, compared with critical values, and significant variances can be flagged in real-time.  The time-series data can be kept to provide an expanded data view and a wider choice of analytical methods, possibly including the wide array of time-series analyses.

COA high frequency data allow for extensive exploratory and visual analyses of data (see Tukey, 1977). Some recently proposed analytical review methods (like those based on Bedford’s law, see Nigrini & Mittermaier, 1997) can be used to complement standard ones. 

The deployment of COA will lead to a variety of new analytical review issues. For example, since the auditing system is by its own nature a parallel system, and therefore it should not be relied on for routine control functions, the auditing system should not detect systematic problems. Therefore, auditing system’s alarms should be truly random, i.e. these alarms should be a Poisson-like process, and this hypothesis should be tested empirically after COA systems are deployed. If the stream of audit alarms is not completely random, then the COA system is probably relied on for some systematic signals. These signals should be normally provided by the internal management control system.

Research Issue: New analytical review procedures will have to be developed to take the full advantage of the capabilities of COA systems. Identification and analysis of potential  difficulties associated with the evaluation of data, interpretation of alarms, and lack of specific data will have to be identified and analyzed.

4.1.5 Security of COA

The security exposure due to online access to corporate systems creates additional risks associated with continuous online auditing. These security issues can be resolved in part by emerging technologies like extranets or virtual private networks.

The security arrangements are crucially important for the architecture of COA. In general, COA performed by internal auditing will be implemented over corporate intranets. All the security issues (like firewalls, packet filters, access control) apply in this setting. COA performed by independent auditors can be implemented over either dedicated private leased lines, or over the appropriately configured extranet or virtual private network. Since the former is extremely costly, it is very likely that the latter will be the main choice. As extranets use the networking infrastructure of the public Internet, their security technology and policies are even more important. Sophisticated protocols utilizing both the modern public key cryptography and the traditional private key cryptography need to be developed for this purpose.

Research Issue: Examine the the extent to which system security issues associated with opening numerous new channels between auditors and auditees will slow down the growth of online audits.
4.1.6 Electronic Record

Online auditing systems have inherent capabilities of automatically generating electronic records of auditing procedures. These electronic records facilitate better evaluation of the auditing process, and at the same time provide extensive documentation to protect the external auditor in the case of litigation.

Research Issue: Determine the level and scope of electronic record-keeping in a COA system that are sufficient to meet auditors’ needs. Explore ways of designing the architecture of COA to satisfy these requirements.

4.1.7 Limitations of Distance Auditing for COA
The nature of certain methods of gathering evidence changes when they are performed on a remote basis. Consider physical observation in COA, which can be performed through video cameras. These practices may change the reliability of physical observation. For example, video cameras can be manipulated to stage physical checks and counts, thereby reducing their reliability.

Research Issue: Design innovative forms of remote observation, investigate the use of video-monitoring tools, and ascertain the extent to which these types of observation methods can be relied upon.

Person to person contact between the auditor and the auditee is beneficial; it allows for direct observation of an individual’s behavior, body language and a better feel for the auditee’s environment. Person to person contacts may expand the opportunities for selling additional services. COA is therefore unlikely to completely replace traditional contacts between auditors and auditees.

Research Issue: Explore the extent to which the auditor can rely on COA distance auditing techniques without compromising the quality of audit?

4.2 Factors Affecting COA Deployment

The deployment of COA is likely to be affected by numerous factors such as economic sector, industry, enterprise functional area, type of audit, and the specific accounting firm performing the external audit.  Thus, COA deployment is likely to be uneven across the factors indicated above..

4.2.1 Functional Areas of COA Deployment

Certain parts of an enterprise information system lend themselves to COA technologies more readily than others. For example, the functional area of cash management will likely be one of the first candidates for COA deployment, because of its high exposure and automation. It is therefore probable that early implementations will deploy COA only partially. The choice of functional areas for COA deployment will probably depend on (a) the importance of higher frequency auditing for an area, and (b) the ease of deploying COA in that area. In the case of cash management, it is arguably important to audit cash positions frequently, and, at the same time, auditing cash positions automatically is relatively easy since cash management systems are almost always highly automated. 

Research Issue: Investigate whether COA is better suited for certain functional areas or whether it is equally well suited for all functional areas of business. Determine which functional areas have higher rates of COA deployment. Ascertain the characteristics of those functional areas that make them more amenable to COA.
4.2.2 Industrial Sectors of COA Deployment

Certain industries are more amenable to COA than others. For example, the securities industry is almost completely computerized, and much of the data is available almost continuously. Moreover, fast and unpredictable changes in the environment and the high stakes involved make it especially important for the stakeholders to know the ongoing state of affairs. It is therefore reasonable to expect some early COA deployments in the securities industry.

Research Issue: Identify important characteristics of industries that affect the intensity, comprehensiveness and, and success of COA deployment.

4.2.3 Internal vs. External Deployment

The CICA/AICPA Committee on Continuous Auditing has stressed the particular importance of internal audit in the evolution of COA (see Continuous Auditing, Research Report, 1999). 

Research Issue: Investigate whether the use of COA is more likely to be initiated by internal auditors than external auditors, given that internal auditors likely have more intimate knowledge of a company’s computerized accounting systems.”
4.3 COA’s Effects on Direct Costs and Agency Costs

The market demand for continuous online auditing is closely associated with the benefits that higher frequency auditing confers on important constituencies of the firm. Clear understanding of these benefits will reveal the conditions under which COA is valuable and where it is likely to be used.  

4.3.1 Direct Costs

The ultimate success of COA will depend in part on its cost advantages. It is therefore important to have theoretical, empirical and field studies of this issue. 

Research Issue Determine the degree of reduction (if any) in direct audit costs induced by COA.

Research Issue: Investigate the extent to which the cost of the initial development and deployment of online auditing systems can be offset by ongoing savings in labor costs associated with conventional auditing. The ongoing cost savings would probably include reductions in travel time, person-to-person meetings, manual collection of audit evidence, etc.

4.3.2 Agency Costs: Moral Hazard

The economic benefits of high frequency auditing can be understood in the framework of agency theory. It is widely accepted that the demand for auditing is driven in part by the asymmetry of information between managers (agents) and other constituencies of firms, e.g. owners, creditors, prospective investors, etc. (principals). Reduction in the asymmetry of information will therefore lead to decreases in a variety of costs, including the cost of capital (both debt and equity), agency costs, and others. It will be argued below that the more frequent auditing is, within certain limits, the more it contributes to the reduction in the asymmetry of information.

Conventional agency models assume that outcomes are unambiguously observable. This assumption may not hold for financial results unless they are rigorously audited. Assurance and certification services delivered by audits are designed to certify outcomes (e.g., financial results), not the magnitude and quality (competence) of effort. Outcome, x, is determined by the action of the agent, a, and a random variable, (, and in the most widely considered additive case we have x = f(a) + (.  Assuming that the random shock ( is neutral (i.e. E(() = 0), we have E(x) = E(f(a)). 

The accurate estimation of E(x) presents a challenge, since very few observations are provided by audits performed with usual frequency. The increase in the frequency of the observations of x (external audits) leads to the reduction in the variance of the estimate of the outcome E(x). Therefore, COA conducted over a sufficiently long period of time, can mitigate moral hazard, approach first-best contracts and thereby reduce agency costs.

One-time (non-repeating) contracts can be partitioned by very high frequency audits into sufficient number of sub-periods, for outcomes to be measured and certified with high frequency. Audits perform the function of outcome assurance. If they are believed to be accurate, they reduce the chance of systematic error or bias in the measurement of outcomes, thereby also assuring that ( is truly random.

Suppose that in a high frequency audit profits are measured and audited on a daily basis. 260 outcomes are measured and certified. If, for example, profits for a manufacturing entity for 20 days were adversely affected by unusually severe problems with supplied parts, they may or may not be offset by favorable effects of 20 days of exceptionally high quality parts supplied, or other favorable random factor. In the offsetting case, the audit of high frequency will estimate appropriately the higher variance of the profit. If the bad days were not offset by good ones, the audit of high frequency would be able to detect this as a systematic component. High frequency audits produce multi-period histograms providing high accuracy estimates of the probability distribution of the outcome (not just the average value and the standard deviation). 

Research Issue: Develop and analyze agency models to formally show that higher frequency of audits makes it possible to more reliably infer the “average” action of the agent from the “average” outcome, and thus, the audit of outcomes is more meaningful, and the audit of actions is not as important. 

Note that this effect will not be very pronounced for short-term contracts, because to obtain sufficiently many observation points will require partitioning into time intervals too small for meaningful measurement. Consider a one-month contract where the outcome is profits. Daily audits may produce statistically too few observations for such a contract. This contract may require audited outcomes on an hourly basis, which in the case of profits may not be very meaningful. This does not mean that the frequency of audit should be reduced – a transaction by transaction measurements of profit may have to be aggregated for meaningful reporting. 

In the continuous auditing approach the optimal reduction in agency costs should be weighed against a contract design which stipulates risk sharing to reduce agency costs. However, risk-sharing provisions have their own costs. Therefore, practical solutions may call for the combination of the two approaches. As technology makes monitoring cheaper, the auditing component in the equation becomes more important. 

Research Issue: Analytically investigate whether the demand for continuous auditing is higher when moral hazard or information asymmetry are strong, monitoring is cheap, risk sharing is expensive, and agency costs are high.

4.3.3 Audit Frequency

An increase in the frequency of audits can significantly increase the market value of audits, particularly if such audits can facilitate approximation to first-best contracts and the elimination of agency costs. Outcome contingent contracts will expose agents to little, if any, risk sharing, as long as the accurate estimate of the expected value of the outcomes, computed over a large number of measured and audited outcomes, truly reflects their performance. This leads to the mitigation, if not complete elimination, of the moral hazard and adverse selection due to information asymmetry. The more frequent the audit is the greater the reduction in moral hazard and adverse selection. This shows that part of the demand for continuous auditing can be attributable to the reduction in agency costs. Of course, the cost of continuous auditing should be less than the gain in the outcome. Otherwise, continuous auditing would not be beneficial. The maximum achievable gain (i.e., the effectiveness of auditing) is the reduction of the gap between the second best and the first best outcome. Here the outcome denotes the welfare of all the participants. The optimal frequency of auditing will depend in part on the incremental effectiveness of increased frequency (i.e., the reduction in agency costs) versus the incremental cost of increased frequency. The framework discussed above could be modeled formally to derive the optimal frequency of auditing for different contractual settings. 

Research Issue: Develop models to explore the optimal frequency level for audits which will balance increasing auditing costs of higher frequency with decreasing agency costs.

4.3.4 Private Information and Adverse Selection

Higher frequency auditing tends to reduce the quantity of private information possessed by the agent thereby reducing the effects of adverse selection. Consider for example the problem of earnings management. The “true” (unmanaged) earnings are the private information of managers (agents). The users of the audits (principals) may adversely select their reactions to the audited disclosures by being misled by the managed results. 

Research Issue: Determine whether the deployment of COA reduces opportunities for earnings management, since it provides high frequency time series of earnings, which is more difficult to “manage.”
4.4 COA’s Effects on Quality of Audit

Higher frequency online auditing can affect audit quality in several possible ways. These effects can manifest themselves along a number of different dimensions.

4.4.1 Timeliness

Higher frequency audits make sense only if the auditing process can be completed faster. For example, audit time should not exceed the interval between two successive audits. It therefore follows that in the presence of higher frequency audits, the time lag between the end of the audited period and the release of the audit opinions is reduced, further improving timeliness. Audit frequency can be important for users of financial information. For example, by using higher frequency audits, debtors can detect violations of debt covenants and take preventive action much earlier.

Research Issue: Investigate whether higher frequency auditing reduces the asymmetry of information by making it possible to identify unanticipated potential discrepancies reflected in changes of ratios, number and volume of sales, and frequency of errors sooner rather than later.

4.4.2 Thoroughness

As discussed above, COA will probably have a wider scope than the conventional audit. By being implemented online, COA can improve the quality of an audit through the use of much larger samples than would be possible with conventional auditing, or, in some cases, through reprocessing complete populations. Also, the collection of data electronically and continuously makes it possible for COA to use very sophisticated alarms, triggers and analytical procedures for data analysis, thereby improving the quality of the audit. 
Research Issue:? Investigate changes in the quality of audits propiciated by COA, reflected by detection of errors and increase in the number and accuracy of adjustments.
4.4.3 Reliability

Automatic procedures are not as error prone as the manual ones. Special safeguards can be designed and incorporated into COA procedures. Automation however may introduce systemic risks.  If an error is made in the implementation of a COA procedure, then the effects of the error are likely to be magnified by flow-through and recurrence. Special attention should be paid to the early COA procedures to prevent initial deterioration in the quality of an audit due to the increased volume of higher frequency auditing and the uncertainties and risks inherent in the use of new technologies.

Research Issue: Explore how COA procedures can be designed to avoid systemic errors and to achieve higher reliability. Prospects of designing such studies on the basis of extensive research developments in software engineering appear promising. Developments in the formal representation of control systems may allow for the use of automatic deduction for software verification. 

4.4.4 Auditor’s Moral Hazard

There is an additional agency cost associated with the quality of audits being unobservable by the interested parties. The auditor may lack incentives to put in sufficient effort necessary to do high quality work, resulting in moral hazard between the auditor and the auditee. Automatic procedures, by contrast, are not effort-averse. 

Research Issue: Investigate whether the deployment of COA, by replacing human auditors with automated procedures, leads to the mitigation of moral hazard between auditor and auditee. 

This research issue could be analyzed theoretically and tested empirically. The design of such studies may present very serious challenges. To conclude the general discussion of audit quality, we suggest exploring the following research issues.

Research Hypothesis: Investigate whether and the extent to which the use of COA leads to improvements in the quality of audit. This higher quality is likely to manifest itself in lower litigation by important audit constituents, e.g. owners and creditors. It may also lead to higher audit fees. We therefore suggest empirical testing of this relationship between COA, audit quality, litigation, and audit fees. Such a study will probably become feasible only in the fairly distant future contingent on the widespread deployment of COA-like techniques.

4.5 Managerial and Psychological Effects of COA

As discussed above, the deployment of COA can improve economic efficiency of business enterprises by reducing agency costs associated with delegation of authority and decentralized management. As actions of agents become more observable, implementation of continuous quality improvement and assurance is facilitated. 

Research Issue: Investigate whether COA causes changes in the provisions of principal-agent contracts, and determine the nature of those changes. 

4.5.1 Behavioral Effects

The auditee’s behavior will very probably be affected by the COA system. On the negative side, there may be considerable reluctance to accept online auditing because of the “Big Brother” effect. COA can make excessively tight supervision more tempting. This increased supervision may demoralize competent and creative managers who often thrive by exercising discretion and initiative. More frequent investigations induced by COA can often be costly and time consuming. Traders in an investment bank will very likely adjust their strategies to the fact that their actions are being monitored in real time. 

Research Issue: Investigate whether managers exhibit an adverse or dysfunctional reaction to continuous auditing. These aspects have to be assessed before the deployment of the audit system. The behavioral changes caused by COA should be studied rigorously. 

4.5.2 Cognitive Effects

COA is bound to increase information overload. The more frequent auditing becomes, the more data will need to be analyzed. Humans are limited in their ability to process information and there is a cost associated with processing information. 

Research Issue: Determine whether end users are less interested in accounting numbers corresponding to very short time intervals, since random fluctuations will probably make these numbers very confusing. Extensive time series analysis will be required to understand the meaning of these accounting numbers.

4.5.3 COA and External Contracts

COA may significantly affect numerous external contracts. For example, the availability of COA will conceivably make it possible to continuously monitor, and therefore continuously enforce various debt covenants. Such continuous monitoring may thus significantly restrict the universe of possible managerial decisions. It is therefore reasonable to expect that COA could lead to significant changes in debt covenants.

Research Issue: Investigate whether the deployment of COA leads to changes in external contracts such as debt covenants. 
4.6 COA’s Effects on Audit Practice

4.6.1 Relations between Auditors and Auditees

The development and deployment of a COA system is likely to require much closer collaboration between auditors and auditees. Significant involvement by the external auditors in the development of auditees’ systems will probably be necessary. Since COA systems have very significant costs, auditors’ changes may become more costly for the auditees, thereby increasing the advantages of incumbency. 

Research Issue: Investigate whether external auditor involvement in the deployment of COA makes it more costly to replace the external auditor; determine whether there is a resulting increase in auditor’s independence.
 

A COA system, by being intricately connected to the auditee’s system may have a subtle impact on the audited system, by the analogy with the Heisenberg Uncertainty Principle in quantum physics (which states that one cannot observe a system without affecting it). This intertwining of the COA with the auditee’s system can possibly skew the results of auditing. 

Research Issue: Using formal software engineering techniques  (see e.g., Minsky 1996), investigate the degree of impact of a COA system on the target system being audited. 
4.6.2 Internal vs. External COA Effects

The deployment of COA for internal auditing will possibly create new avenues for using the COA system for managerial decision making, further blurring the distinction between internal auditing and supervision. Such developments pose distinct dangers, because in contrast to control and performance evaluation, internal and external auditing systems are by their very nature parallel systems designed to provide independent assurance. Therefore, these systems should not be part of routine management. As the COA methodology has some features of a supervisory function or may lack some independence of the traditional type, the role of the internal audit organization will be of particular importance. A possible remedy to mitigate the blurring of the boundaries between internal auditing and supervision is to outsource internal auditing.

Research Issue: Investigate whether external auditor involvement in the deployment of COA results in cost advantages of outsourcing the internal audit function to that external auditor.


4.6.3 Legal and Regulatory Implications

Legally, COA can be a two-edge sword. It can decrease legal risks by providing higher quality, timelier and more comprehensive assurance. On the other hand, there may be greater litigation exposure if fraudulent activity is revealed. As COA becomes technologically feasible, it will become more and more tempting for regulators to mandate broader audited disclosure. 

Research Issue: Examine the effects of various anticipated regulatory requirements regarding the effects of COA to provide a solid basis for regulators. It is conceivable that different frequencies of auditing may be required in different industries or for different types of information.

4.6.4 Online Financial Reporting

In parallel with the evolution of COA, a trend towards continuous online reporting can be observed. Many corporate processes are currently managed online in real time. Contingent on the resolution of legal problems, in particular the higher litigation risks related to increased disclosures, a flurry of expanded disclosure is expected. Desired reporting frequencies may vary by function, type of information, nature of the operation, risk exposure, legal obligations, capital requirements, and other variables. These variations will in turn drive considerations relating to the desired frequency of auditing. 

Research Issue: Investigate the optimal frequency of online financial reporting, which will naturally affect the frequency of online auditing. Ensuing research issues (such as the optimal frequency of report updating, the fineness of data, and the drill down capabilities provided) linking continuous reporting and auditing should be studied both theoretically and empirically.

There is simultaneity in the relationship between online financial reporting and online continuous auditing. On the one hand, the adoption of online financial reporting will probably drive the demand for external online continuous auditing. On the other hand, the deployment of internal continuous online auditing will make continuous online reporting more reliable, thus inducing interested parties (like creditors) to demand it. It is also conceivable that the latter relationship may actually inhibit the deployment of internal COA as managers may be reluctant to be exposed to wider disclosure demands. 

Research Issue: Investigate the extent to which managers will be able to control and manage demands for continuous online reporting, once the technology of COA becomes commonplace.

4.6.5 Audit Opinion and Reporting
More frequent financial reporting has been shown to provide more valuable information to interested constituencies. For example, Lorer (1979) provides evidence regarding the ability of quarterly earnings to predict annual net earnings. Since auditing adds value to financial reporting, more frequent auditing will be beneficial in supporting more frequent financial reporting. 

Research Issue: Analyze the changes in the kind of audit opinion that will likely result after the deployment of COA. The results of continuous audit may be presented in the form of opinions on demand, where a client can request at any time an opinion on any feature of the client's operation, or reports issued at shorter term intervals, say, bimonthly, monthly, or daily. Specific reports on any part of the audit can be delivered online to interested parties
.

4.7 COA Research Priorities

In the table below we have selected a subset of issues which we consider to be among the more important, promising and pressing in the COA research. We identify what in our judgment are the more likely theoretical and empirical research methods and instruments to be used in solving these problems. If we are successful in addressing these key issues in the development of COA, then we will have made considerable progress in understanding the interface between IT developments and the evolution of COA. At this time, research in these areas is in its embryonic stage. We list these research priorities in accordance with the three main areas, i.e., methods of performing COA, factors affecting COA, and the effects (or consequences) of COA.

4.7.1 Methods of performing COA?

	Research: Issue \ Type
	Theoretical Investigation
	Empirical Study

	System architecture
	Formal specification of COA architecture.
	Reference implementations of COA architectures and their simulation studies.

	Audit parameters, e.g. frequency, sample size
	Formal agency models for frequency. Relationships between frequency and scope.
	Surveys of best practices by segments.

	Information processing
	Data analysis techniques.

Network and information flow models.
	Experiments with various presentations of information to decision-makers.

	Security
	Formal analysis of security requirements.
	Prototyping of various security solutions.


4.7.2 Factors Affecting COA

	Research: Issue \ Type
	Theoretical Investigation
	Empirical Study

	Impact of information technology
	Cost/benefit models and derivative demand for COA induced by information technology developments.
	Case studies of key IT developments on the economics of COA.


4.7.3 Effects/consequences of COA

	Research: Issue \ Type
	Theoretical Investigation
	Empirical Study

	Quality of audit
	Formal modeling of COA quality dimensions and their relative effects on both customers and auditors.
	Customers’ perception and evaluation of the COA quality dimension. Studies of audit fees and litigation effects as COA quality indicators.

	Behavioral effects of COA
	Cognitive models of reaction to continuous oversight.
	Experimental psychological studies of human reactions to continuous oversight.

	Auditor’s independence
	Models of evolving patterns of inter-organizational relations.
	Case studies of auditors’—auditees’ relations.

	Internal auditing
	Formal models of COA effects on outsourcing internal auditing.
	Empirical testing of relationship between COA and outsourcing of internal auditing.


5 Concluding Remarks

This paper initially defined continuous online auditing, discussed its feasibility and chronicled the different research, empirical, and statutory efforts that brought about the current state of the art.  Ensuing this base, it discussed extensively the implications of this evolution aiming at drawing out research prospects and opportunities. Research opportunities were classified along three dimensions: methods of performing COA, factors affecting COA, and effects or consequences of COA. 

In our opinion, the current emphasis should be on the development of a portfolio of studies that focus on methods and techniques of performing COA. These studies should span different methodologies, including empirical behavioral laboratory studies examining human factors, analytic studies attempting to understand the formalization of control systems and their relationship with data monitoring, and prototyping work endeavoring on building software for data capture, monitoring and reporting COA processes. These basic studies should be followed by field experiments, where academic researchers cooperate with CPA firms applying COA technology and closely monitored and carefully selected clients. The second and third waves of COA research would then focus on factors affecting COA and COA implications.

On the practical side, the tradeoff for continuous reporting is between a set of better and more accurate reporting procedures against some competitive disadvantage due to increased disclosure and the danger of increased disclosure-related litigation. The pressures for the need of very current information, in particular due to the explosive usage of online trading, will push corporations and regulators towards more frequent and enhanced disclosures. In some European countries, with less litigious environments than the US, one can already observe enhancement in the nature of disclosure. COA will benefit from these pressures as it will be an attenuating force to the risks of more frequent and enhanced disclosure. It may be speculated that in the search for increased value of audits, the profession will use narrow error thresholds of allowable error (instead of the current materiality estimates) and close transaction scrutiny to justify COA and increased auditor work on corporate control systems.

Arguably, COA is here to stay and grow. Numerous constituencies will demand higher frequency of audits. Advances in information technology will make higher frequency audits feasible and ever more affordable. As COA proliferates, it is bound to affect numerous facets of the business environment. The resulting growth in information is likely to create overload problems, which in part could be resolved by increased reliance on artificial intelligence and statistical analysis techniques. 
The birth of COA and its prospective growth present exciting research opportunities spanning over a wide range of issues, as discussed above. Creative empirical and theoretical efforts are required to advance our understanding and knowledge of this new field.
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