CONFIDENTIALITY STATEMENTS FOR CONTRACTORS

	1.
The contractor must protect personal data in accordance with the provisions and principles of the Data Protection Act 1998 and in particular the contractor must ensure compliance with the Trust's security arrangements and ensure the reliability of its staff who have access to any personal data held by the Trust. In addition, if the contractor is required to access or process personal data held by the Trust, the contractor shall keep all such personal data secure at all times and shall only process such data in accordance with instructions received from the Trust. 

The contractor shall indemnify the Trust and the Secretary of State for Health against all claims and proceedings and all liability, loss, costs and expenses incurred in connection therewith made or brought by any person in respect of any loss, damage or distress caused to that person as a result of the contractor's loss, damage, destruction or unauthorised disclosure of, or unauthorised access to or the unauthorised and/or unlawful processing of any personal data (including medical records and notes) held by the contractor, its employees or agents.

The data will, at all times, remain the property of the Trust and must be returned in it's entirety on completion or termination of this agreement".
2
Confidentiality agreement covering [describe information]


This [CD or whatever] contains confidential patient information. In order to comply with the law protecting patient confidentiality the information can only be supplied subject to the following conditions.

1. A senior member of staff in your organisation must take personal responsibility for maintaining confidentiality.

2. The information is stored in a secure environment at all times (eg in a locked cupboard, or where stored electronically protected by passwords).

3. Once the task has been completed the original information and all copies will be destroyed or returned to [] as soon as possible.

4. Members of staff should only have access to this information in order to carry out the agreed task(s).

5. Members of staff accessing this information are aware of the conditions under which it is supplied, and have signed an honorary contract with this organisation.

6. The information will only be used for the purpose for which it is supplied.

7. Information supplied will not be disclosed to any other organisation or individual.

This agreement must be signed by a member of the organisation with sufficient seniority to ensure that these terms are met.

I have read, understood and agree to abide by these conditions.


Signed 
Print name 
Position in organisation 
Date 
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In the course of your employment / contract with our organisation, you or your staff member may observe or hear confidential information about patients, members of staff or other health service business. On no account must any information relating to this organisation be divulged to anyone.”

Under the Data Protection Act 1998 any breach of confidentiality is an offence, and can lead to imprisonment.

The agency you have the contract with should ensure that any employee they send to your organisation to do the allotted work, has been informed of the confidentiality paragraph within the contract. The outside agency should confirm in writing, to your organisation that this has been undertaken.

The following page is an example of a form that can be used as a ‘Statement of Confidentiality’. This should be signed by the person contracted to do the work within your organisation.

Statement of Confidentiality


I (Name)……………………………….. ………………………………………………………..

of

(Address/Company Name)……………………………………………………………………..

have been informed of the Organisation’s Information Security Policy and agree that:

I understand within the course of my work (duties) at (Organisation Name), I may have access to or hear confidential material about patients, members of staff or other business dealings or affairs of the organisation, Health Service or other organisations.

I understand that no information of a personal or confidential nature concerning individuals or the (Organisation Name) may be divulged to anyone without proper authority having first been given.

I understand that failure to comply with the above rules will be regarded as serious misconduct, which could result in action being taken against myself by my company / organisation, or from legal action by others.



Signature ………………………………………..

Date………………………………………………


Witnessed by.………………………………………….

Print Name……………………………………………..

Job Title………………………………………………..

Organisation…………………………………………..

Date…………………………………………………….





	


