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Service Desk Call number_________

	IT SECURITY, Department of eHealth. 

NHSG.ITSecurity@nhs.net       
	3rd Party Security Statement



Please Note - NHS Grampian are combining best practice (ISO 27002) and our national risk matrix (shown on the SSL/Firewall form), to ensure our IT security.  We define the LIKELIHOOD of a breach being controlled by the requestor/3rd party and the IMPACT of a breach being controlled by our internal IT.  As such, we request that you document your controls and have all the relevant staff sign this statement.  Following completion of this form, the IT Security Team will risk assess your application.  Only requests meeting a ‘low’ rating will be approved.  Thank you.
{add your department/business name here} have requested access to the NHS Grampian network.  The purpose of this statement is to confirm the risk controls being put in place, ensuring information; confidentiality, availability and integrity.  We have detailed the following controls to define the risk to 
1. Technical controls – Please detail what controls are in place for the terminal(s) used to access NHS Network?

(   Separation from our corporate network by way of a tightly configured/documented firewall or VLAN.
(   Access to the NHSG network is limited to ___ terminals, no other computers on our network have access.
Other, please detail _________________________________________________________________________
2. Procedural controls – How do you ensure that access to NHSG terminals is protected?
(   We have developed a procedure for our own staff which is attached to this application.
(   We will always inform NHSG.ITSECURITY@NHS.NET of any breach of security, no matter how small.

Other, please detail _________________________________________________________________________

3. Physical controls – Describe the physical security of terminals and rooms used for access, ensure is adequate.
(   We individually verify the identity of everyone entering the environment that contains the NHSG terminal(s).

(   We will only allow access to NHSG from computers in a room which normally locked; swipe cards or yale lock.
Other, please detail _________________________________________________________________________

4. People controls – E.g. Identity management, staff education around these controls.

(   We individually verify the identity of everyone entering the environment that contains the NHSG terminal(s)
(   We will ensure all staff using the NHS access have received training on confidentiality and IT security.
Other, please detail _________________________________________________________________________

5. Data Protection -  Access to any systems with personal data requires a Data Processing Agreement.  
(   We require access to personal data and have signed a Data Processing Agreement with NHS Grampian.

(   We require access to patient identifiable data and have permission of the NHSG caldicott guardian.
The Director/Head of Service Undertaking

I along with authorised managers and staff have read and agree to execute the documented controls within.

Name ___________________________

Signature___________________________
Date____________

Line Manager(s) Undertaking

I agree to ensure that only persons who have signed this statement and follow the controls detailed within will be permitted use of the systems as per the attaches SSL3 for and call reference number.

Name ___________________________

Signature___________________________
Date____________

Name ___________________________

Signature___________________________
Date____________











































































