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Technology/Data Control Plan Template

Title of Project:
	


If this is a sponsored project, please provide Proposal #:_________________________

Technical Description of Item/Material/Technology/Equipment/Data/Software to be Secured
	


Responsible Individual (Principal Investigator/Project Manager/Other)

	


Work Address

	


Telephone

	


E-mail Address

	


PHYSICAL SECURITY:  Project data, information, materials, and equipment must be physically shielded from the view of unauthorized or unlicensed individuals.  Project operations must be carried out in secured laboratory space or during secure time blocks when observation by unauthorized persons is not possible.

Location:  Describe the physical location of each export-controlled technology/piece of equipment/item.  Please include building name and room numbers as well as a schematic of the location.

	


Physical Security:  Describe your physical security plan—secure entry, security badges, password protection, limited access—to protect export-controlled technology/equipment/items from unauthorized access.

	


Perimeter Security:  Describe the external security features of the location of export-controlled technology/equipment/items.

	


INFORMATION SECURITY:  Controlled information must be secured through appropriate means, including password control, user IDs, SSL or other approved encryption technologies.  Database access must be through VPN, allowing only authorized persons to both access and transmit data over the internet using SSL or other federally approved encryption technologies.

IT Structure:  Describe the information technology system at each location.

	


IT Security:  Describe the IT security plan—password access, firewall protection, encryption, etc.

	


Verification of Technology:  Describe the plan for managing security in the case of terminated employees, research assistants who graduate, individuals who initiate new projects, etc.

	


Conversation/Discussion Security:  Describe the plan for protecting export controlled data and information during conversations and informal discussions.

	


ITEM SECURITY:  Controlled information in all forms—soft and hard-copy data, research notebooks, reports, research materials, operating manuals, schematic diagrams—must be appropriately identified and secured from unauthorized access.

Item Identification:  Describe how relevant controlled information will be clearly identified as subject to export controls regulations.

	


Item/Equipment Storage:   Describe the physical storage—locked cabinets, key-controlled access, other physical security--for all export-controlled items.

	


PROJECT PERSONNEL AND STAFF:  Identify every person—name, connection with the project, connection with the institution, national citizenship—who will have authorized access to the controlled technology/data/items.

	


PERSONNEL SCREENING

Visual Compliance:  Describe date of restricted party screening and provide screening results (attach printout to this document)

	


Background Checks:  Describe background checks other than Visual Compliance—driver’s license, criminal checks, other.

	


Third-Party Contractors:  Describe security screening protocols for temporary participants in the project.

	


TRAINING AND EDUCATION PROGRAM

United States Citizens and Permanent Residents:  Describe education in export controls and embargoes for individuals with access to controlled technologies and information.

	


Foreign Nationals:  Describe schedule for educating foreign nationals about technology access limits.

	


EVALUATION AND REVIEW:  Describe the plan for periodic review of the Technology Control plan, including a list of items to be reviewed and a process to address findings of the review.

	


DATE OF PLAN IMPLEMENTATION AND ESTIMATED DURATION: ________________
______________________________


__________



Principal Investigator




Date

______________________________


__________



Department Chair




Date

______________________________


__________



Empowered Official for Export Controls


Date
Or Designee

