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System Security Plan

	DATA ITEM DESCRIPTION

	1. Deliverable Name

System Security Plan
	2. Deliverable Number
To be determined

	3. Description/Purpose

The System Security Plan describes the Contractor’s approach to ensuring that the <Project Name> system (including all network components under the control of the Contractor, either by ownership or through contractual agreements) meets the security standards required by the <Project Name> Project. This DID is based on ISO/IEC 27002 Information Technology, security techniques, code of practice for information security management. In the event the Contractor has an existing security framework or plan based on ISO/IEC 27002, that document may be submitted in lieu of this deliverable pending state approval.



	4. Content Requirement
The following describes the minimum required content of the deliverable. Any changes to content must be approved by the state in advance.

The System Security Plan shall include the following:

· Cover/title page.

· Document history.

· Table of contents.

· An introduction that includes the document’s purpose, suggested audience, and list of key terms.

· An executive summary of the document’s content.

· A description of the Contractor’s security policies. Where possible, the Contractor shall provide copies of these security documents.

· A description of the Contractor’s information security organization including:

· Organization chart.

· Allocation of information security responsibility.

· Use of confidentiality agreements (if any).

· Listing of information security organizations the Contractor belongs to.

· How the information security organization is independently reviewed or audited.

· A description of how assets are managed including how the Contractor determines and classifies different levels of information.

· A description of human resources security including screening of potential employees, information security training provided to employees, and how outgoing employees are briefed in terms of continued security awareness.

· A description of physical and environmental security including security controls at Contractor’s facilities and security of off-site equipment, including the back-up site.

· A description of Contractor policies on documentation of operating procedures, change management, segregation of duties, third party service providers, and protection against malicious code, back-up, network security, media handling, and event/log monitoring.

· A description of Contractor access control policies, including policies for operating system access, computer room access, network access, its password management system(s), and its mobile computing policies.

· A description of how the Contractor validates data, uses cryptography, protects source code, inspects source code for potential security defects, and manages outsourced software development (if any). 

· A description of how the Contractor manages and investigates information security incidents and how it uses information from security incidents to modify or improve its security practices.

· A description of federal and California regulations to be complied with and how those standards are met and how the Contractor identifies new laws and regulations which require compliance.

· A description of the Contractor’s use (if any) of independent compliance auditors. 

· A description of the Contractor’s use of independent 3rd party vulnerable testing penetration.

· A description of security control baselines classified as low, moderate or high as identified in NIST SP800-53; and in compliance with Welfare and Institutions Code sections 9401, 14100.2, and 10850; Civil Code section 56.10a and 1798.24; Health Insurance Portability and Accountability Act (HIPAA), Title 45, Parts 160 and 164 as applicable; and, State Administrative Manual (SAM) Section 5300 et seq.

· A description of the Contractor’s system security planning that describes how it plans security enhancements and upgrades, how it monitors current threats and plans to meet them and how security planning fits in with its overall IT planning process.

	5. Preparation Instructions and Applicable Standards
The Contractor shall refer to the OSI Style Guide for format and preparation guidelines.
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