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1. Purpose

The NIH Information Technology Security Incident Response Policy establishes requirements for response to potential and confirmed computer security incidents
 to limit disclosure, modification, and destruction of information and damage to information systems as well as to facilitate identification and prosecution of individuals responsible for security violations.

2. Background

Protective security controls will never be 100% effective, thus detective and corrective security controls are needed for information systems. Incident response encompasses investigation, resolution, documentation, and reporting on potential and confirmed security incidents.

NIH operates an Incident Response Team (IRT) that coordinates all NIH incident response activities. The NIH IRT provides online incident response procedures
 and incident response guidelines.
 
3. Scope

NIH IT Security Incident Response Policy applies to all information systems and all NIH employees and other persons who use those systems.

4. Policy

The NIH IT Security Incident Response Policy is based on the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-53 Recommended Security Controls for Federal Information Systems.
 NIST 800-53 specifies a baseline and up to two levels of enhancements for each security control. The three levels of security control implementation in NIST 800-53 correspond to the three levels of impact defined in Federal Information Processing Standards Publication (FIPS PUB) 199 Standards for Security Categorization of Federal Information and Information Systems.
 

To comply with FIPS PUB 199 and NIST SP 800-53 requirements for minimum security controls, the policies below each describe baseline policy elements and up to two additional levels of policy elements, corresponding to impact levels Low, Moderate, and High. These policy elements shall be implemented in procedures for security controls on information systems, based on the impact assignment of each individual system.

The NIH IT Security Incident Response Policy is compliant with NIST SP 800-61 Computer Security Incident Handling Guide.
 In addition, the policy is consistent with, and supplements, the NIH Incident Response Procedures
 and the NIH Incident Handling Guidelines.

4.1
Incident Response Training
Policy Elements for Moderate and High Impact Information Systems (not required for Low Information Systems):
Requirement: NIH shall train personnel in their incident response roles and responsibilities with respect to the information system and provides refresher training annually.
NIH Controls: 

At NIH Incident Response training is provided in the following forms:

· To the Incident Response Team:

· Weekly meetings

· Formal classroom training (e.g., SANS Institute, HHS University, and CIT)

· On-the-Job and Vendor training

· To the IC Incident Response staff (e.g. Information System Security Officers (ISSOs) and LAN Administrators):

· Formal classroom training (e.g., SANS Institute, HHS University, and CIT)

· Monthly ISSO meetings (which includes software tool, and NIH and vendor product demonstrations)
· IRT Alerts and Advisories (distributed and posted on the NIH IT Security web page)

· Daily federal government alerts (e.g., CIAC, CERT)

· On-the-Job and Vendor training

Additional Policy Elements for High Impact Information Systems:

Requirement: NIH shall incorporate simulated events into incident response training to facilitate effective response by personnel in crisis situations.
NIH Control: The IRT conducts simulated training at least annually with CIT and NIH staff.

Requirement: NIH shall employ automated mechanisms to provide a more thorough and realistic training environment.

NIH Control: The IRT employs a variety of tools to provide a realistic training environment

Tools include:
· Automated e-mail and voice announcement tools used for response training.
· Security tools to simulate attacks on NIHnet

· Intrusion Detection System (IDS)

· Web based IT security portal

4.2
Incident Response Testing
Policy Elements for Moderate and High Impact Information Systems (not required for Low Information Systems):
Requirement: NIH shall test the incident response capability for the information system annually using at least simulation-level tests to determine the plan’s effectiveness and document the results.

NIH Controls: NIH tests the incident response capability at least annually.
They include:

· Simulated incident announcements to test response time. 

· IRT sponsored periodic table talk exercises to test procedures and capabilities
Additional Policy Elements for High Impact Information Systems:

Requirement: NIH shall employ automated mechanisms to more thoroughly and effectively test the incident response capability.
NIH Control: The IRT employs a variety of tools to test the incident response capability.

Tools include:

· Automated e-mail and voice announcement tools used for testing response.

· Security tools to simulate attacks on NIHnet

· Intrusion Detection System (IDS)

· Vulnerability Tracking System (VTS)

4.3
Incident Handling
Policy Elements for Low, Moderate, and High Impact Information Systems:

Requirement: NIH shall implement an incident handling capability for security incidents that includes preparation, detection and analysis, containment, eradication, and recovery.

NIH Control: NIH has documented procedures, support tools, web-based tools, and a multi-faceted communication system between the ICs and divisions for incident handling.
The IRT proactively and reactively assures the security of NIH systems, data, and biomedical research information while maintaining connectivity and interoperability throughout NIH.  The IRT identifies computer security incidents, characterizes the nature and severity of incidents, and provides immediate diagnostic and corrective actions when appropriate.  When the IRT detects real or probable malicious activity, quick and effective action is applied to prevent unauthorized access to NIH systems and networks or minimize the impact of such activity.  The IRT has a team of experts that is available to assist NIH system administrators with investigating incidents and repairing compromised systems 24 hours a day and seven days a week.

Requirement: NIH shall incorporate the lessons learned from ongoing incident handling activities into the incident response procedures and implement the procedures accordingly.
NIH Control: The NIH IRT (and IC response support staff) modifies support and response procedures whenever events/circumstances dictate that changes are needed.
Additional Policy Elements for Moderate and High Impact Information Systems:

Requirement: NIH shall employ automated mechanisms to support the incident handling process.
NIH Controls: The IRT provides policy, guidance, procedures, configuration and assessment checklists, tools (e.g., VTS), and a forensic/incident form on the IT Security web page (http://www.cit.nih.gov/security-isso.asp) to support incident handling.
4.4
Incident Monitoring

Policy Elements for Moderate and High Impact Information Systems (not required for Low Information Systems):
Requirement: NIH shall track and document information system security incidents on an ongoing basis.
NIH Control: NIH performs this function via e-mail, databases, and ticketing systems (i.e. Remedy). 
Additional Policy Elements for High Impact Information Systems:

Requirement: NIH shall employ automated mechanisms to assist in the tracking of security incidents and in the collection and analysis of incident information.
NIH Control: NIH uses a database system (i.e. VTS) to track IT security incidents.
4.5
Incident Reporting

Policy Elements for Low, Moderate, and High Impact Information Systems:

Requirement: NIH shall promptly report incident information to appropriate authorities.

NIH Control: The NIH IRT reports incidents to the appropriate authorities (i.e., HHS Secure One, FBI, NIH management, IC management, ISSOs, etc.) as applicable.  Information about reporting requirements can be found in the HHS Incident Response Planning Guide
.
Requirement: The types of incident information reported, the content and timeliness of the reports, and the list of designated reporting authorities or organizations should be consistent with applicable federal laws, directives, policies, regulations, standards, and guidance.

NIH Control: NIH reports all incidents in a timely fashion according to HHS policy.
Additional Policy Elements for Moderate and High Impact Information Systems:

Requirement: NIH shall employ automated mechanisms to assist in the reporting of security incidents.
NIH Control: NIH reports IT security incidents in an on-line Internet-based system provided by HHS.
4.6
Incident Response Assistance

Policy Elements for Low, Moderate, and High Impact Information Systems:

Requirement: NIH shall provide an incident support resource that offers advice and assistance to users of the information system for the handling and reporting of security incidents. The support resource shall be an integral part of the organization’s incident response capability.

NIH Control: Advice and assistance is provided to CIT IT Security Staff, IC ISSOs, LAN Administrators, and NIH management by e-mail, 24x7 hotline number, alerts & advisories, and web page with policies, procedures, guidance, checklists, forms, etc.
Additional Policy Elements for Moderate and High Impact Information Systems:

Requirement: NIH shall employ automated mechanisms to increase the availability of incident response-related information and support.
NIH Control: NIH provides incident response procedures, guidance, checklists, and forms on the IT Security web site.  Automated tools such as e-mail, VTS, ticketing systems and ListServs provide additional support.
5. Roles and Responsibilities
The NIH Chief Information Officer (CIO)

The NIH CIO or designee is responsible for implementing this policy and must approve all exceptions to this policy.
The NIH Senior Information Systems Security Officer (Sr. ISSO)

The NIH Sr. ISSO is responsible for all security provisions of this policy.

Institute and Center Information Systems Security Officer (IC ISSO)

The IC ISSO is responsible to be the principal IC contact for coordination, implementation, and enforcement of this policy with the NIH Sr. ISSO.
6. Information and Assistance

Requests for further information or other assistance should be directed to NIH IRT or the IC ISSO.
7. Effective Date

The effective date of this policy is listed on the title page. 








































































� The definition of an ‘Incident’ can be found at � HYPERLINK "http://irm.cit.nih.gov/security/ih_guidelines.html" ��http://irm.cit.nih.gov/security/ih_guidelines.html�. 


� � HYPERLINK "http://irm.cit.nih.gov/irtonly/ir_procedures.html" ��http://irm.cit.nih.gov/irtonly/ir_procedures.html� 


� � HYPERLINK "http://irm.cit.nih.gov/security/ih_guidelines.html" ��http://irm.cit.nih.gov/security/ih_guidelines.html� 


� � HYPERLINK "http://csrc.nist.gov/publications/nistpubs/800-53/SP800-53.pdf" ��http://csrc.nist.gov/publications/nistpubs/800-53/SP800-53.pdf�  


� � HYPERLINK "http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf" ��http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf� 


� � HYPERLINK "http://csrc.nist.gov/publications/nistpubs/800-61/sp800-61.pdf" ��http://csrc.nist.gov/publications/nistpubs/800-61/sp800-61.pdf�     


� � HYPERLINK "http://irm.cit.nih.gov/irtonly/ir_procedures.html" ��http://irm.cit.nih.gov/irtonly/ir_procedures.html�  


� � HYPERLINK "http://irm.cit.nih.gov/security/ih_guidelines.html" ��http://irm.cit.nih.gov/security/ih_guidelines.html� 


� � HYPERLINK "http://intranet.hhs.gov/infosec/docs/policies_guides/IRP/Incident_Response_Planning_Guide_07192005.doc" ��http://intranet.hhs.gov/infosec/docs/policies_guides/IRP/Incident_Response_Planning_Guide_07192005.doc�
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