Security Incident Checklist

Communication to investigate a security incident

Shantha Dickinson


The aim of this document is to ensure that in the event of a security incident such as data loss, all information can be gathered to understand the impact of the incident and what must be done to reduce any risk to customers and/or West Sussex County Council data and information and the individuals concerned.
The checklist can be completed by anyone with knowledge of the incident. It will also require review by the chair of the Information Security Management Group (ISMG) and Legal Services who can determine Data Protection Act implications and whether changes are required to existing business processes. The IT Service Desk are mentioned as they should be notified whenever there is a security incident to ensure that an appropriate response is mobilised and logged.

	1. Summary of incident

	A
	Date and Time of incident
	

	B
	Number of people whose data is affected
	

	C
	Department
	

	D
	Nature of breach e.g.  theft/disclosed in error/technical problem
	

	E
	Description of how the breach occurred
	

	2. Reporting

	A
	When was breach reported?
	

	B
	How you became aware of the breach:
	

	C
	Has the IT Service Desk been informed (01243 777979)
	

	D
	Call Reference Number
	

	3. Personal Data 

	A
	Full Description of personal data involved (without identifiers):
	

	B
	Number of individuals affected
	

	C
	Have all affected individuals been informed:
	

	D
	If not state why not:
	

	E
	Provide copy of data to legal services:
	

	F
	Is there any evidence to date that the personal data involved in this incident has been inappropriately processed or further disclosed? If so, please provide details. 
	

	4. Data Retrieval

	A
	What immediate remedial action was taken:
	

	B
	Has the data been retrieved or deleted? What date and time.
	

	5. Impact

	A
	Describe the risk of harm to the individual  as a result of this incident
	

	B
	Describe the risk of identity fraud as a result of this incident
	

	C
	Have you received a formal complaint from any individual affected by this breach? If so, please provide details.
	

	6. Management

	A
	Do you consider the employee(s) involved has breached the organisation’s policy or procedures?
	

	B
	State which policy or procedures and provide copy or ‘link’ to intranet page:
	

	C
	Please inform us of any disciplinary action taken, if any, in relation to the employee(s) involved:
	

	E
	Detail what DPA training the  member of staff receive prior to the incident:
	

	F
	As a result of this incident, did you consider whether any other personal data held may be exposed to similar vulnerabilities? If so, what steps were taken to address this? 
	

	H
	Has there been any media coverage of the incident? If so, please provide details
	

	ISMG member

	A
	What steps has the department taken (and continues to take) to increase data security awareness amongst staff?
	

	B
	What further action has been taken to minimise the possibility of a repeat of such an incident? Please provide copies of any internal correspondence regarding any changes in procedure.
	


