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	ABSTRACT


	This document describes the security policy.  Security is a critically important issue for eHealth DSI.  Without adequate security in place none of the services can be used in real-life environments.  A security policy is therefore needed to define a secure operational environment for the deployed services and create a ‘chain of trust’ among all eHealth DSI actors that will make possible the implementation of the cross border services.  The security policy must be sufficient for protecting the data and processes, implementable and agreed upon by all partners.  A security audit policy is also described in this document.  The security policy must be periodically re-examined.  It must also be periodically audited to ensure member’s conformance and compliance with its provisions.
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1 The Security Policy

1.1 Need and Scope

Security is a critically important issue for eHealth DSI.  Without adequate security in place none of the services can be used in real-life environments.  The security policy aims to create a secure operational environment for the service deployment which will be sufficient for protecting the data and processes, implementable and agreed by all participants.  The security policy specifies the rules under which a secure operational environment for eHealth DSI, helps develop a ‘chain of trust’ among eHealth DSI partners.  The security policy also specifies the obligations of service providers and users and must be approved, implemented and periodically audited by all eHealth DSI partners, as described in the next sections.
1.2 Principles and Objectives

1.2.1  Principles
All data and processes must be adequately protected.  The network build among the eHealth DSI partners should also not add any unacceptable new risk within any partner organisation.  Appropriate technologies and procedures must be used to ensure that data is stored processed and transmitted securely over the network build among the eHealth DSI partners and is only disclosed to authorized parties.
Information security is generally characterized as the protection of (a) Confidentiality (information is protected from unauthorized access or unintended disclosure - only authorized users have access to the information and other system resources), (b) Integrity (information is protected from unauthorized modification), (c) Availability (resources are available, without unreasonable delay - authorized users are able to access information and the related means when they need it).

The security policy should help to ensure and enforce the above.  It should also provide means of proof and essential checks, which give users, trust in the given information.

1.2.2 Objectives
The objective of the security policy is to establish the basic security provisions that must be satisfied in order to ensure the security of data and system continuity and to prevent and minimise the impact of security incidents by implementing a stable, reliable and secure infrastructure.

More specifically, the security policy objectives are:

1. To make actors sensitive in the operated means of protection and in the risks which they cover.
2. To create a general security framework adapted to the eHealth DSI information system needs, to be followed by those in charge of processes, and to put in place measures and procedures in order to ensure the information and eHealth DSI information system and infrastructure security.

3. To promote cooperation between various actors of the consortium in order to elaborate and put in place those measures, instructions and procedures.

4. To enhance user and patient’ trust in the information system.

5. To ensure that the information system in place respects the National and European legislation on privacy and data protection in force.

The security policy is constructed under the principle of well-proportioned answer to the incurred risk.
1.3 Security Rules

The following general security rules are required and apply for the data exchange model:

	SR 1
	Data flows must be adequately protected, as specified in international standards.

	SR 2
	End users must be clearly identified by national infrastructure before being able to enter the system.

	SR 3
	Mutual authentication between End Users and the national infrastructure's identity providers is needed when connecting to the system.

	SR 4
	End user identification and authentication procedures in place must have been audited according to the security audit policy.

	SR 5
	The security audit policy must be implemented.  The types of security audit procedures to be applied are defined by eHOMB.

	SR 6
	Mutual Authentication between national contact point providers (NCPs) of different countries is needed, when initiating a trans-European (cross border) information flow.

	SR 7
	Non-repudiation procedures must be implemented between the User-Originator and the User-Receiver of documents and messages.

	SR 8
	All eHealth DSI actors in a Country B must ensure that any medical document is forwarded only to the user that has been authorized to access the document.

	SR 9
	The software used to implement the NCP gateway must conform to the technical specifications of eHealth DSI architecture and common components.


Rules SR 2, SR 3 and SR 4 are national (national level) competency, while rules SR 5, SR 6, SR 7, and SR 8 are a pan European (eHealth DSI level) competency.

In addition, eHealth DSI actors and processes must also take into account the relevant security provisions of:

· MultiLateral Agreement [MLA]

· The security recommendations of the Guidelines of an Organisational Framework for eHealth NCP [Security Recommendations OFW]
· The European Interoperability Framework [EIF] for European Public Services

1.4 Security Audit

Each National NCP must undergo a security audit as defined in [eHealth DSI Audit Framework].
1.5 References

[Security Recommendations OFW]
Guidelines of an Organisational Framework for eHealth NCP

http://ec.europa.eu/health//sites/health/files/ehealth/docs/ev_20151123_co01_en.pdf
[MLA]
Multilateral Legal Agreement
[EIF]
The European Interoperability Framework http://ec.europa.eu/isa/documents/isa_annex_ii_eif_en.pdf
2 The Security Audit Policy
In compliance with the provisions of the Security Policy (SP), an eHealth DSI security audit procedure is implemented.  The basic characteristics of the eHealth DSI security audit procedure are outlined below.
2.1 Major Characteristics

The eHealth DSI security audit policy and procedure has the following major characteristics:

· It is based on eHealth DSI Security Policy and the ISO27002 standard requirements.
· The eHealth DSI security audit policy underlines confidentiality and integrity needs more than availability needs.
· The audit needs to include an assessment of compliance to national legislation.
· The eHealth DSI security audit procedure is conducted by national auditors, using ISO based procedures.

2.2 Basic Provisions for the Audit Procedure

The eHealth DSI security audit procedure is based on the following basic provisions.
There are several options in regards to the selection of auditors in regards of independence and certification, depending on the availability of resources such as internal audit staff and procedures.  The options for a country to select an auditor for a NCP-audit are presented in [eHealth DSI Audit Framework].
The option to be selected by countries will be decided by eHOMB.  The expert team will be constituted by the NCP accordingly to the qualification options listed above.

· An eHealth DSI security audit group made up of experts will be constituted to coordinate the audit procedure and decide if a partner fulfils the security requirements.  The group decision will be based on the eHealth DSI audit results.

· Some of the security measures specified in the security policy can be defined as critical because they concern either some fundamental item of the eHealth DSI system and processes, or because of legal requirements.
· A minimum acceptable mark is to be defined by the eHealth DSI security experts for each measure depending on its importance.
· A measure mark under the minimum mark is considered as non-compliance.

· Compliance to critical security measures is required under any circumstances.
· Compliance monitoring procedures will be applied in case of failure.  These will include appropriate management procedure or sanctions, requirements for improvements, etc.
· Audit validity is limited in time.  After one year, a new audit must be conducted.

2.3 Scope – Areas Covered

The eHealth DSI security audit policy and procedure should also cover the full legal, organisational, semantic and technical scope of the NCPeH Security Policy.  This is not limited to, but includes:

1. End user identification and authentication procedures in place must have been audited.
2. National contact point provider authentication means must have been audited and certified.
2.4 eHealth DSI Audit Framework
For complete details, please check [eHealth DSI Audit Framework].
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