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Security Assessment Plan Procedure
Phase:

TBD in future release.

Functional Discipline:  

Cyber Security
Description:  

The paragraphs below contains details on the cybersecurity steps during Step 4 of the Risk Management Framework (RMF) for Air Force Information Technology (IT) process.  The purpose of these steps is to provide comprehensive, iterative processes to accomplish the development and approval of  the Security Assessment Plan.
Entry Criteria: 

Complete the following before beginning this procedure:
· Step 3 of the Risk Management Framework (RMF)

· Implement control solutions consistent with DoD/Air Force cybersecurity architectures

· Document security control implementation as described in the System Security Plan (SSP)

Procedure Steps:  (These steps are not necessarily sequential.)
1. Program Manager:  Coordinate with the Security Control Assessor (SCA)

The Program Manager is responsible for coordinating the development of the Security Assessment Plan (SAP) with the SCA.  
2. Security Control Assesor (SCA): Develop a Security Assessment Plan (SAP).
The designated SCA is responsible for the development of the SAP.  The SCA will use the Security Assessment Plan Template which contains specific guidance to meet this requirement.  The SCA must ensure the latest SAP Template is used for development and maintenance of the system’s SAP unless a separate format is prescribed.
NOTE:  BES systems that fall within the Finance and Logistics authorization boundaries will seek assistance with SAP development/approval from AFLCMC/HNIZ. All other systems should consult with their designated SCA; and, if specific guidance/assistance is not available, follow the guidance of this procedure and associated template.

3. SCA:  Ensure the SAP is consistent with the security objectives of the organization.

The SCA ensures the plan is consistent with the security objectives of the organization; employs state-of-the-practice tools, techniques, procedures, and automation to support the concept of information security monitoring and near real-time risk management; and is cost-effective with regard to the resources allocated for the assessment.  
Note: The security assessment plan identifies objectives for the security control assessment, a roadmap describing how to conduct the assessment, and points to the detailed assessment procedures on the DoD Risk Management Framework (RMF) Knowledge Service (RMF KS).  The roadmap describing how to conduct the assessment is simply a high level plan for completing the task of assessing the controls for the specific system.  Consideration should be given to starting assessments early, before development and integration of all components is completed; and to leverage the results of testing done by developers and integrators.  This allows for early identification and correction of deficiencies and completion of assessments in a timely manner.

4. SCA:  Prepare for security control assessment.
From the organizational perspective, the SCA must ensue the following key activites are accomplished to prepare a security control assessment:

· Ensure that appropriate policies covering security control assessments are in place and understood by all affected organizational elements.

· Ensure that all steps in the RMF prior to the security control assessment step, have been successfully completed and received appropriate management oversight.

· Ensure that security controls identified as common controls (and the common portion of hybrid controls) have been assigned to appropriate organizational entities (i.e., common control providers) for development and implementation.

· Establish the objective and scope of the security control assessment (i.e., the purpose of the assessment and what is being assessed).

5. SCA:  Developing plans to assess security controls.
The following steps are considered by assessors in developing plans to assess the security controls in organizational information systems or inherited by those systems: 
· Determine which security controls/control enhancements are to be included in the assessment based upon the contents of the system security plan and the purpose/scope of the assessment.

· Select the appropriate assessment procedures to be used during the assessment based on the security controls and control enhancements that are included in the assessment.

· If required, tailor the selected assessment procedures (e.g. select appropriate assessment methods and objects, assign depth and coverage attribute values).

· Optimize the assessment procedures to reduce duplication of effort (e.g. sequencing, consolidating assessment procedures, and resuse of DT&E and OT&E test results) and provide cost-effective assessment solutions.

· Finalize the SAP and obtain the necessary approvals to execute the plan. 
6. Authorizing Official (AO) or Authorizing Official Designated Representative: Review and Approve SAP.
The AO or AODR is responsible for reviewing and approving the SAP.

NOTE:  The purpose of the security assessment plan approval is to establish the appropriate expectations for the security control assessment; and to bind the level of effort for the security control assessment. An approved security assessment plan helps to ensure that an appropriate level of resources is applied toward determining security control effectiveness. When security controls are provided to an organization by an external provider (e.g., through contracts, interagency agreements, lines of business arrangements, licensing agreements, and/or supply chain arrangements), the organization obtains a security assessment plan from the provider.
Exit Criteria:
The following is a result of completing this procedure: 

· Approved Security Assessment Plan (SAP)

· SCA initiates security control assessment 
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