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SECURITY INCIDENT DETECTION & RESPONSE

Introduction
Security incidents

Security incident detection and response is a responsibility of the University Eye Institute.  Policies and procedures for detecting and responding to incidents must be documented and tested. 

A security incident is:

· A physical or electronic event that puts University Eye Institute staff or patients/customers at risk for harm.

· A physical or electronic event that disrupts or could disrupt regular University Eye Institute business operations. 

· A physical or electronic event that either causes or could cause a loss of confidential or PCI information belonging to the University Eye Institute, its staff, and its customers.

· Any deliberate misuse of or attack on University Eye Institute or UH computing systems.

Any security incident that affects or could affect University Eye Institute’s credit card processing systems or customer credit card data is considered a PCI security incident and additional response requirements will apply.

Types of security incidents

Signs of a security incident may be obvious or subtle. Electronic security incidents may not immediately appear to affect card processing systems, but could occur in a supporting system that directly or indirectly allows access to PCI data. Thus, any unusual activity, irregularity, or unplanned/unapproved change to configuration of systems or applications can signify a breach.

Security incidents can include, but are not limited to, any of the following events:

· Unauthorized, unaccompanied person(s) present in the University Eye Institute work areas, Store Room, or Break Room

· A crime committed in the University Eye Institute work area or involving University Eye Institute property, such as theft.

· Unauthorized charges to a customer credit card

· Observance by staff members of irregularities or suspicious activities

· Observance or detection of unusual or suspicious network activity by the IT department

· Unauthorized access to or possession of PCI data

· Improper use of technologies or email in the University Eye Institute physical and electronic work environment

· Improper release of PCI data or information that can be used to obtain it
· Repeated, failed attempts to log into card processing systems
· Disaster (ex. hazardous materials, fire, flood, tornado, hurricane, or other disaster) that either places staff or confidential information at risk or prevents normal security procedures from taking place. 

Security incidents can occur in any of the following physical or electronic locations: 
· University Eye Institute offices in the J Davis Armistead Building
· Good Neighbor Eye Clinic

· La Nueva Casa Amigos Eye Clinic

· H.I.S. Bridgebuilders Eye Clinic

· University Eye Institute Mobile Eye Clinic
Detecting security incidents

The following manual and automated mechanisms are in place to detect electronic security incidents:

	Detection mechanism
	Detectable incidents or signs of incidents
	Responsible department / person

	Direct observation
	Unauthorized, unaccompanied person(s) in the work area

Person(s) accessing data without authorization and a business need

Irregularities or suspicious activity related to any business operation

Items missing from any physical or electronic location listed above

Threats made to staff or customers 

Card processing systems not functioning properly
	University Eye Institute / All staff

	Customer reports
	Unauthorized charges to customer credit card
	University Eye Institute / All staff


Incident response plans

Use the following table to determine the severity of a perceived security incident and select the appropriate response. 

	Severity
	Severity Description
	First steps for the reporting employee
	Response

	Level 0
	The incident will have either no impact or very minimal impact on business operations.

It does NOT involve University Eye Institute computing systems, PCI data, or danger to staff or customers. 

The incident does not require the office to close.
	1. Notify the clinic staff coordinator / supervisor as soon as possible. If necessary you may wait until the next business day. 

2. Write down a clear description of the incident, including as many details as you can. 

3. If your supervisor is not available within one business day, notify a higher authority. 
	The Clinic Business Office Director, Clinic Operations Administrative Assistant or higher authority will initiate the Level 0 response plan. 

	Level 1
	The incident will have an adverse impact on business operations.

The incident does NOT compromise PCI data, or cause danger to staff or customers.

The incident does not require office closure. 
	1. Notify the clinic staff coordinator / supervisor or a higher authority within 1 hour of the incident. 

2. Write down a clear description of the incident, including as many details as you can.
	The Clinic Business Office Director, Clinic Operations Administrative Assistant or higher authority will initiate the Level 1 response plan.

	Level 2
	You suspect a compromise to PCI-data, such as credit card numbers. 
	1. Begin keeping records of all your actions, with the date and time of each one.

2. Write down a clear description of the incident, including as many details as you can.

3. Notify the clinic staff coordinator / supervisor immediately. See the attached phone tree. Use all phone numbers and email addresses available to you.

4. Continue trying to contact a member of the University Eye Institute management team every 30 minutes until you reach someone. 
	The Clinic Business Office Director, Clinic Operations Administrative Assistant or a higher authority will initiate the Level 2 response plan. 


	Level 3
	There are signs that a crime may have occurred.

OR

There is clear danger to staff or customers.

OR

The incident has major impact, including anything that requires the office to close. 
	1. If there is immediate danger, take appropriate emergency measures. Call 911 or evacuate the building if needed. Follow instructions from emergency workers. 

2. Once you are safe or if there is no immediate danger, notify the clinic service coordinator / supervisor immediately. If 10 minutes pass with no success, notify a higher authority. 

3. Write down a clear description of the incident, including as many details as you can.

4. The reporting employee should also review the Level 3 response and carry out any steps required of him/her in the plan. 
	The Clinic Business Office Director, Clinic Operations Administrative Assistant or higher authority will initiate the Level 3 response plan. 


Level 0 incident response plan 

First steps for the reporting employee

Notify the Clinic Business Office Director or the Clinic Operations Administrative Assistant as soon as possible. If necessary you may wait until the next business day. 
Write down a clear description of the incident, including as many details as you can. 

If your supervisor is not available within one business day, notify a higher authority.

The reporting employee should not attempt to investigate the incident.

Reporting employees in the University Eye Institute should not discuss the incident with anyone except the Clinic Business Office Director or the Clinic Operations Administrative Assistant, or his/her own supervisor (if different), a higher authority in  the  University Eye Institute , the University Eye Institute Executive Director, the UH Director of Internal Auditing, or law enforcement.

Next steps

The clinic staff coordinator / supervisor will: 

· Assess the nature of the incident and confirm or change the severity level. 

· Determine if the University Eye Institute staff or customers are affected by the incident.

· Determine if there are signs of fraud.

· Determine if the incident is a sign of a violation of system, university, or department policy and procedure.

If staff or customers are affected, the Supervisor will develop a plan to mitigate the problem and notify affected individuals. 

If fraud is suspected, UH System Administrative Memorandum 01.C.04, states that the supervisor must notify the University Eye Institute Executive Director or the UH Director of Internal Auditing, then follow instructions.

If the incident reflects a violation of applicable polices and procedures, the supervisor will assess the problem do any of the following steps: 

· Re-train employees as needed. 

· Revise policy and procedures as needed.

· Determine if disciplinary action is warranted. 

Within two business days of the incident the supervisor will:

· Complete a security incident report. If the incident is not fully resolved by that time the report must be updated upon final resolution.

· Assess the quality and efficacy of the University Eye Institute’s response. Use the same criteria as for evaluating an incident response test (see details below).

· Begin revising response plan, policy, and procedure as needed based on the outcome of this incident. (Revisions must be in complete and distributed to employees within 30 days.)

Level 1 incident response plan

First steps for the reporting employee

Notify the clinic staff coordinator / supervisor or a higher authority within 1 hour of the incident. 
Write down a clear description of the incident, including as many details as you can. 

If you are unable to reach your supervisor or a higher authority, continue attempting to contact someone every 30 minutes until you are successful.

The reporting employee should not attempt to investigate the incident.

Reporting employees in the University Eye Institute should not discuss the incident with anyone except the Clinic Business Office Director or the Clinic Operations Administrative Assistant, or his/her own supervisor (if different), a higher authority in the University Eye Institute, the  University Eye Institute Executive Director, the UH Director of Internal Auditing, or law enforcement.

Next steps

The clinic staff coordinator / supervisor or higher authority will: 

· Assess the nature of the incident and confirm or change the severity level.

· Decide whether or not to initiate the Business Continuity Plan (see below).

· Determine if the University Eye Institute staff or customers are affected by the incident.

· Determine if there are signs of fraud.

· Determine if the incident is a sign of a violation of system, university, or department policy and procedure.

If staff or customers are affected, develop a plan to mitigate the problem and notify affected individuals. 

If fraud is suspected, UH System Administrative Memorandum 01.C.04, states that the supervisor must notify the University Eye Institute Executive Director or the UH Director of Internal Auditing, then follow instructions.

If the incident reflects a violation of applicable polices and procedures, the Clinic Business Office Director or the Clinic Operations Administrative Assistant will assess the problem do any of the following steps: 

· Re-train employees as needed. 

· Revise policy and procedures as needed.

· Determine if disciplinary action is warranted. 

Within two business days of the incident the supervisor will:

· Complete a security incident report. If the incident is not fully resolved by that time the report must be updated upon final resolution.

· Assess the quality and efficacy of the University Eye Institute’s response. Use the same criteria as for evaluating an incident response test (see details below).

· Begin revising response plan, policy, and procedure as needed based on the outcome of this incident. (Revisions must be in complete and distributed to employees within 30 days.)

Level 2 incident response plan

First steps for the reporting employee

Begin keeping records of all your actions, with the date and time of each one.

Write down a clear description of the incident, including as many details as you can. 

Notify the Clinic Business Office Director or the Clinic Operations Administrative Assistant immediately. See the attached phone tree. Use all phone numbers and email addresses available to you.

Continue trying to contact a member of the University Eye Institute management team every 30 minutes until you reach someone. 

The reporting staff member should not attempt to investigate the incident.

Reporting employees in the University Eye Institute should not discuss the incident with anyone except the Clinic Business Office Director or the Clinic Operations Administrative Assistant, or his/her own supervisor (if different), a higher authority in the University Eye Institute, the University Eye Institute Executive Director, the UH Director of Internal Auditing, or law enforcement.

Next steps

The Clinic Business Office Director will: 

· Assess the nature of the incident and confirm or change the severity level.

· Determine if a compromise to customer credit card numbers has occurred. If yes:

· Notify the University of Houston, College of Optometry Business Administrator or higher authority.

· Notify the UH Treasurer’s office. 

· Determine if the University Eye Institute staff or customers are affected by the incident.

· Decide whether or not to initiate the Business Continuity Plan (see below).

· Determine if there are signs of fraud.

· Determine if the incident is a sign of a violation of system, university, or department policy and procedure.

The Treasurer’s office will 

· Contact the Office of General Counsel. 

· In conjunction with General Counsel and the component Information Technology Unit, determine if an account compromise event has occurred or a security breach has occurred wherein there is suspected or confirmed loss or theft of any material or records that contain cardholder data. 

· If after consulting with the above departments a security breach is believed to have occurred that may have compromised credit cardholder data, the Treasurer will report the suspected compromise to the acquiring bank and the appropriate card brand(s).  Merchants will be expected to assist with the investigation and may need to also complete a formal Incident Response Report. 
If staff or customers are affected, the Clinic Business Office Director or the Clinic Operations Administrative Assistant will develop a plan to mitigate the problem and notify affected individuals. 

If fraud is suspected, UH System Administrative Memorandum 01.C.04, states that the supervisor must notify the University Eye Institute Executive Director or the UH Director of Internal Auditing, then follow instructions.

If the incident reflects a violation of applicable polices and procedures, the supervisor will assess the problem do any of the following steps: 

· Re-train employees as needed. 

· Revise policy and procedures as needed.

· Determine if disciplinary action is warranted. 

For all incidents

Within two business days of the incident the supervisor will:

· Complete a security incident report. If the incident is not fully resolved by that time the report must be updated upon final resolution.

· Assess the quality and efficacy of the University Eye Institute’s response. Use the same criteria as for evaluating an incident response test (see details below).

· Begin revising response plan, policy, and procedure as needed based on the outcome of this incident. (Revisions must be in complete and distributed to employees within 30 days.)

Level 3 incident response plan
First steps for the reporting employee

If there is immediate danger, take appropriate emergency measures. Call 911 or evacuate the building if needed. Follow instructions from emergency workers. 

Once you are safe or if there is no immediate danger, notify the Customer Service Supervisor immediately. If 10 minutes pass with no success, notify a higher authority. 

Write down a clear description of the incident, including as many details as you can.

The reporting employee should also review the Level 3 response and carry out any steps required of him/her in the plan.
Reporting employees in the University Eye Institute should not discuss the incident with anyone except the Clinic Business Office Director or the Clinic Operations Administrative Assistant ,or  his/her own supervisor (if different), a higher authority in the Eye Institute, the University Eye Institute Executive Director, the UH Director of Internal Auditing, or law enforcement.

Next steps

The Clinic Business Office Director, the Clinic Operations Administrative Assistant or a higher authority will:  
· Assess the nature of the incident and confirm or change the severity level.

· If the office remains open, decide whether or not to close. (See the procedure in this document for closing the office for details.)
· If the office is closed, determine if and when it can reopen.

· Determine if a Level 2 incident has also occurred, and if so follow the procedure for responding to that type of incident also.

· Decide whether or not to initiate the Business Continuity Plan (see below).

· Determine if the University Eye Institute staff or customers are affected by the incident.

· Determine if there are signs of fraud or some other crime.

· Determine if the incident is a sign of a violation of system, university, or department policy and procedure.

If staff or customers are affected, develop a plan to mitigate the problem and notify affected individuals. 

If a crime other than fraud has occurred, notify the UH Police Department if this has not already been done. 

If fraud is suspected, UH System Administrative Memorandum 01.C.04, states that the supervisor must notify the University Eye Institute Executive Director or the UH Director of Internal Auditing, then follow instructions.

If the incident reflects a violation of applicable polices and procedures, the supervisor will assess the problem do any of the following steps: 

· Re-train employees as needed. 

· Revise policy and procedures as needed.

· Determine if disciplinary action is warranted. 

Within two business days of the incident the supervisor will:

· Complete a security incident report. If the incident is not fully resolved by that time the report must be updated upon final resolution.

· Assess the quality and efficacy of the University Eye Institute’s response. Use the same criteria as for evaluating an incident response test (see details below).

· Begin revising response plan, policy, and procedure as needed based on the outcome of this incident. (Revisions must be in complete and distributed to employees within 30 days.)

Security incident reporting

Within two days of a security incident the clinic staff coordinator / Supervisor or a higher authority will complete a security incident report. If the incident is not fully resolved by this time, the report must be updated upon final resolution. 

Use the University Eye Institute Security Incident Report form. Gather input as needed from anyone who was involved in incident detection or response.
The University Eye Institute security incident reports must include a complete account of the security incident:

· Describe the event, including specific, relevant details.

· Identify affected University Eye Institute staff, customers, data, computing systems, and other property.

· Describe response steps taken, including specific, relevant details.

· Attach logs and notes from any University Eye Institute employee involved in incident detection and response.

· Describe the outcome.

· Specify the current or final disposition of affected staff, customers, data, computing systems, and other property.

· Identify security weaknesses revealed by the incident.

The report must be signed by:

· The Clinic Business Office Director or the Clinic Operations Administrative Assistant. 

The report must be distributed to:

· University of Houston, College of Optometry Business Administrator

· The University Eye Institute Executive Director

· UH Treasurer’s Office, if credit card numbers were compromised
· Any other UH department involved in incident response, such as Internal Auditing, UHPD, etc.

Security incident reports are confidential and should be handled according to the University Eye Institute policy and procedure for confidential data. 

Testing the incident response plan 

To test the University Eye Institute security incident response, at least once per year the University Eye Institute will respond to one simulated security incident that involves compromise of customer credit card data. Simulated incidents must be of severity level 1, 2, or 3. 

To test the University Eye Institute security response plan: 

· Notify appropriate management staff in advance and schedule a date to begin the test. Establish protocols that will distinguish the test from a real security incident.
· The University Eye Institute staff will be required to detect the incident and carry out response steps in this document. 

The Clinic Business Office Director or the Clinic Operations Administrative Assistant will complete an incident response report to evaluate the test’s success. To complete the report, interview each person who participated for their observations and comments.

The test if successful if:

· Each employee completed his/her assigned role without delays or problems. 

· The response communication flowed smoothly and without delays.

· The response procedure was found to be complete and functional, with zero or very minimal flaws. 

· Damage to staff, operations, data, and property caused by the incident was limited to the minimum possible by the response procedure. 

· Additional security vulnerabilities revealed by the test are minor, with minimal potential impact. 

The test failed if:

· One or more employees were unable to complete his/her assigned tasks without delays.

· Response communication failed at any step.

· Test revealed significant gaps or problems in the response procedure. 

· The response procedure was unable to contain damage to staff, operations, data, and property to a reasonable degree.

· The test revealed security vulnerabilities that could have adverse effects on staff, data, or property. 

The Clinic Business Office director or the Clinic Operations Administrative Assistant will identify needed changes to the response plan or staff training. If the incident response failed, a re-test will be carried out after procedures have been changed and staff trained as needed.

Necessary changes to the University Eye Institute incident response plan or policy and procedure document must be incorporated within 30 days of the response plan test.

Necessary training for staff must also take place within 45 days of the response plan test.

If the initial test failed, a re-test must be carried out within 60 days of the initial test and after required changes to procedure have been made and staff have received additional training. 

Revising the incident response plan

The University Eye Institute incident response plan will be reviewed and possibly revised:

· Within 12 months of the most recent revision

· After any real security incident

· After any failed test of the security incident response plan

Revisions to the University Eye Institute incident response plan must be reviewed and approved by:

· The Clinic Business Office Director or the Clinic Operations Administrative Assistant
· University of Houston College of Optometry  Business Administrator

How to close in case of emergency
If there is immediate danger in the building

· Evacuate to safety

· Once you are safe, call 9-1-1 to report the emergency.

· Contact the Clinic Business Office Director or the Clinic Operations Administrative Assistant or a higher authority as soon as possible. If you have a copy of this document, initiate the Level 3 incident response plan.
If there is no immediate danger

· Make sure the lockbox is in the safe and the safe is closed and locked.

· Shut down all computers completely, so that the power is off. Follow instructions from the University Eye Institute IT Administrator for securing your computer and other electronic systems if necessary.
· Lock up any confidential information you are working with out of sight or locked in a drawer or cabinet.

· Store any PCI data you are working with in the Clinic Business Office Safe, labeled with your name, the date, and the words, “University Eye Institute PCI Data”.
· Lock all doors to University Eye Institute and post signs that include a contact phone number for customers and an estimated date and time that the office will re-open. 

· If appropriate, change voice mail greetings and email out-of-office settings to reflect the closure and estimated date/time that the office will re-open. Include the greeting for the main phone lines.

· Collect materials and supplies you need to work from home or another location. Make sure you have a copy of the University Eye Institute phone tree. 
· Complete the office-close checklist and leave the building.
Business continuity plan

Level 1 business continuity

In a Level-1 incident, the University Eye Institute offices remain open but business operations are adversely affected somehow. In a Level-1 incident these adverse effects do not compromise PCI data (if PCI data have been compromised, see Level 2).
Level-1 incidents can be varied and difficult to predict, so business continuity will depend on the nature of the incident and what resources are available.
A University Eye Institute Supervisor or a higher authority will provide instructions and guidance to staff on how to proceed. 

Tasks and solutions could include, but are not limited to, any of the following: 

· As much as possible, recover and repair any lost or damaged records or data. 

· Restore computer files from backup as needed.

· Use telecommuting options if necessary. 

· Select solutions from the Level 3 business continuity plan as needed.

· If computers are not available, use hard-copy forms for registering patients, issuing receipts, and other business operations.

Resources needed
Weekly backups of computer workstations and shared folders, preferably with one copy stored offsite. 

Desk manuals. Each employee should keep an up-to-date desk manual to describe how to carry out critical business operations s/he is responsible for. The manual and related materials should be easy for others to find and use in the employee’s absence. 

Each employee should keep hard copies of forms that can be used to carry out any mission-critical operation in the absence of normal computing and networked resources. Keep copies of the most recent versions at the office and at home. 
· Payment form

· Receipt template

· Cash report form

· Others as required for your duties. 
Employees home computing systems and internet connectivity should be prepared to start working at home if the need arises, such as in the case of a disease outbreak. 
Level 2 business continuity

In a Level-2 incident, the University Eye Institute offices remain open but PCI-data or systems are affected. This could cause a temporary shut-down of credit card processing. 

A supervisor or a higher authority will provide instructions to staff. 

Level 3 business continuity

In a Level-3 incident the University Eye Institute office may temporarily close. Depending on the nature of the incident, the closure could last from a few days to a few months. 
A University Eye Institute Supervisor or a higher authority will provide instructions and guidance to staff on how, when, and where to restore mission critical operations. Critical operations may be continued, degraded, or suspended. 
To prepare for a Level-3 incident, all employees should:

· Keep copies of phone lists, this policy/procedure document, your desk manual, and important forms at home. 

· Keep recent backups of your computer files at home. 

· Be prepared to telecommute if you have the ability to do so and your own household is not affected.
While the office is closed all employees should check in daily with their Supervisor until instructed otherwise. 
The University Eye Institute mission critical processes and continuity plans
	
	Short term options (7 days or less)
	Medium term options (1 month or less)
	Long term options (more than 1 month)

	Register patients, and collect payments by cash, check, or credit card. 
	1. Suspend. 

· Close office

· Change voice mail greetings if possible.

· Cancel affected services and contact customers. 

· Suspend online registrations if possible?
	1. Restore offsite, perhaps with reduced staff (see Long-term column for details)

2. Degrade (assumes working from off-site, from home):

· Take registrations, but credit card payments only and/or limited programs. (Note: if situation allows us to collect cash and check payments, first determine if we have a way to make the deposit before accepting these payments.)

· May need to cancel some services and contact customers. 

· If SM unavailable, take cc payments directly in OrbitalVT and keep records by hand. 
· Need: One or two staff with computing access from home or elsewhere. Email, internet.
· Need: A way for customers to know how to get in touch with us. Ex. Change voice mail greeting and ask customer to send email with phone number. We’ll call them. And/or, announcement on website. Provide instructions for program staff to pass on to customer as needed.
· Need: Communication with program area staff and business office staff.
	1. Restore offsite with full staff or reduced staff:

· Remote access to campus UH IT Systems using VPN.

· Need: Desks and workspace for 2-3 people.

· Need: Computers, printers, internet connections, email, phones, fax, cashbox, endorsement stamp, bank deposit supplies, mailing supplies. 

· Need: IT support within University Eye Institute and from university for setting up offsite operations. 



	Create and deliver payment receipts
	1. Suspend
	1. Restore offsite – see right. 

2. Degrade: 

· Create receipts from Orbital VT if cc transactions are being processed there.
· Need: Printer, stamps and envelopes for mailing receipts to customers. 
	1. Restore office with full or reduced staff: 

· Same as above. 

	Daily cash report
	1. Suspend
	1. Restore offsite – see right. 

2. Degrade: 

· Pull batch report from OrbitalVT, and print receipt copies directly from Orbital. Hand tally program totals and email to business office staff. 
	1. Restore office with full or reduced staff: 

Same as above.

	Daily deposit
	1. Suspend
	1. Restore

· Follow instructions from business office (administration and finance) for depositing funds. 

2. Suspend taking CC payments only. 
	1. Restore

· Follow instructions from business office (administration and finance) for depositing funds. 

	Support classes being taught
	1. Suspend
	1. Degrade: 

How much support we can deliver depends on how/where classes are being taught. 

· Need: Photocopier, access to copy services. Binders and other materials, easels, large writing pads, office supplies, A/V equipment. 
	1. Degrade: 

How much support we can deliver depends on how/where classes are being taught. 

· Need: Photocopier, access to copy services. Binders and other materials, easels, large writing pads, office supplies, A/V equipment.


Other critical processes

	
	Short term options (7 days or less)
	Medium term options (1 month or less)
	Long term options (more than 1 month)

	Approve and submit timesheets, leave requests
	Biweekly:

If no timesheets due: suspend. 

If timesheets due:

· Follow instructions from business office for reporting.

· Need: Phone or email communication with staff. 

Monthly: Suspend. 
	1. Restore offsite with part or all of staff. 

· Follow instructions from business office for reporting.

· Need: Phone or email communication with staff.
· Possibly: Printer and or access to scanner/fax machine from home for sending timesheets electronically. 
	1. Restore offsite with part or all of staff. 

· Follow instructions from business office for reporting.

· Need: Phone or email communication with staff. 

· Possibly: Printer and or access to scanner/fax machine from home for sending timesheets electronically.


Roles and responsibilities

All staff

· Watch for signs of security incidents and report any irregularities or suspicious activity immediately according to the instructions in this document. 

· Keep up-to-date copies of this plan at work and at home

· Keep up-to-date copies of the University Eye Institute phone tree at work and at home

· Back up your files at least weekly. Keep copies of critical files off campus. 

Reporting employee

· Call 911 for life-threatening emergencies as soon as it is safe to do so. 

· Quickly notify the appropriate parties of the incident as soon as you detect it. Follow the instructions in this document for each type of incident. 
· Write down a description of the incident as soon as it is reasonable to do so, and include as much detail as possible. Document your own actions with the dates and times. 

· If you suspect an incident on your computer, refrain from quitting applications or shutting down. Instead, log off and follow the notification instructions in this document. 

· Refrain from trying to investigate the incident.

· Refrain from discussing the incident with others except as noted in this policy/procedure. 

The Clinic Business Office Director or The Clinic Operations Administrative Assistant
Detecting incidents

· Periodically audit paper files to make sure credit card numbers are not being stored. 

Responding to security incidents
· Assess the nature of the incident and confirm or change the severity level. 

· Determine if a compromise to customer credit card numbers has occurred. If yes:

· Notify the University of Houston, College of Optometry Business Administrator or higher authority.

· Notify the UH Treasurer’s office. 

· Log all actions taken in response to the incident, including the date and time of each. 

· Notify any individuals and departments required by this procedure if it has not already been done. 

· Determine if University Eye Institute staff or customers are affected by the incident, and develop a plan to mitigate the problem and notify affected individuals.

· Coordinate the University Eye Institute Customer Service Business Continuity Plan when needed.

· Determine if there are signs of fraud. If so, notify the University Eye Institute Executive Director or the UH Director of Internal Auditing, then follow instructions.

· Determine if the incident is a sign of a violation of system, university, or department policy and procedure. If so, assess the problem do any of the following steps: 

· Re-train employees as needed. 

· Revise policy and procedures as needed.

· Determine if disciplinary action is warranted. 

· Complete a security incident report within 2 business days of the incident to assess the success of the response. 

· Update security incident reports upon final resolution.

· Distribute security incident reports as required in this plan.

· Initiate incident response testing at least annually according to this plan. 

· Coordinate revisions to the incident response plan or security policy and procedures if needed.

· Train the University Eye Institute staff in incident detection and response policies and procedures.

· Coordinate planned building or office closure when needed.

Business continuity

· Decide when to implement the business continuity plan in response to an incident.

· Guide the University Eye Institute staff to suspend, degrade, or restore operations.
· Select and implement options from the business continuity plan depending on the nature of the incident and the resources available. 

· Provide new procedures to staff as needed. 

· Provide necessary forms for duplicating critical business operations offline. 

· Decide when and how to restore normal business operations. 

University of Houston, College of Optometry Business Administrator

Detecting incidents
· No specific duties. 

Responding to security incidents

· Liaison between the University Eye Institute, the University Eye Institute Executive Director, and the College Business Office as needed. 

· Review security incident reports after an incident. 

· Participate as needed in testing and revising this incident response plan.

Business continuity

· Liaison between the University Eye Institute, the University Eye Institute Executive Director, the College Business Office, and the Office of Administration and Finance as needed. 

· Work with University Eye Institute Clinic Business Office Director and other staff to suspend, degrade, or restore business operations according to this plan. 

· Provide instructions for reporting time, documenting leave requests, purchasing, and tracking expenses when the incident response or business continuity plans are in effect.
UH Treasurer’s Office

· Contact the Office of General Counsel. 

· In conjunction with General Counsel and the component Information Technology Unit, determine if an account compromise event has occurred or a security breach has occurred wherein there is suspected or confirmed loss or theft of any material or records that contain cardholder data. 

· Report to acquiring bank and appropriate card brand(s) regarding any security incident that compromised customer credit card data.

UH Director of Internal Auditing

· Lead investigation of suspected fraud.

· Determine if and when law enforcement should be called. 
1.11 Incident Response Contact List
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	Incident Response Contacts
	Name/Title
	Office
	Cell
	Email
	

	<INSERT MERCHANT NAME HERE> Supervisor
	
	
	
	
	

	 
	 
	 
	 
	
	

	Higher authorities in <INSERT MERCHANT NAME HERE>
	
	
	
	
	

	 
	
	
	
	
	

	 
	 
	 
	 
	 
	

	<INSERT MERCHANT NAME HERE> IT Administrator
	
	
	
	
	

	 
	
	 
	 
	 
	

	
	
	
	
	
	

	
	
	
	
	
	

	IT Security
	 
	 
	 
	security@uh.edu
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Emergency
	 
	911
	 
	 
	

	UH Campus Police Non Emergency
	 
	713.743.3333
	 
	 
	

	
	
	
	
	
	

	
	
	
	
	
	

	Other Key Contacts
	 
	 
	 
	 
	

	<INSERT MERCHANT NAME HERE> Business Administrator
	
	
	
	
	

	
	
	
	
	
	

	Campus PCI Compliance Representative
	
	
	
	
	

	UH Treasurer
	Raymond Bartlett
	713.743.8781
	 
	rbartlett@uh.edu
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