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Executive Summary

1
There is a clear expectation from Hertfordshire County Council that its Internal Audit Service must offer modern best practice in order to most effectively assist and support the organisation in addressing the challenges which it now faces.  
2
The purpose of this document is to:
· Set out the Hertfordshire Internal Audit Service delivery and development principles proposed for the period 2011/12 to 2013/14
· Meet CIPFA provisions which require the Chief Internal Auditor to develop an Audit Strategy and keep it up to date. 

3
Modern best practice in Internal Audit is about:

	Focussing on what is important 
	The service needs to deploy its resources where there is most value; this is towards the corporate objectives and priorities, the key risks which may prevent the organisation achieving its objectives and delivering responsibilities, and the important processes which facilitate this  



	Being outward looking and forward focussed  


	Being aware of national and local developments and of their potential impact on the organisation’s governance, risk management and control arrangements


	Giving value by providing assurance
	There is innate value in providing assurance to senior managers and members that the arrangements they put in place are working effectively, and in helping managers to improve the systems and processes for which they are responsible


	Getting the right balance of independent support and challenge

	Avoiding a tone which blames, but being resolute in challenging for the wider benefit of the Council and people of Hertfordshire



	Having impact 
	Delivering work which has buy-in and which leads to sustained change



	Being welcomed at the top table 
	Identifying and sharing organisational issues and themes, and for these to be recognised and taken on board in the interests of the Council and people of Hertfordshire



	Strengthening the governance of the  organisation 
	Being ambassadors for and encouraging the organisation towards best practice in order to maximise the chances of achieving its objectives and avoiding surprises



4 As funding reductions take effect the context for local government is increasingly challenging.  Efficiency and transformation programmes are fundamentally altering the nature and structure of Councils.   Organisations are becoming increasingly sophisticated in their understanding of risk management and prepared to accept greater levels of controlled risk in order to achieve their aims.   There is greater transparency and scrutiny of public expenditure, coupled with uncertainty about the future of public audit.

5
The ways that HCC is meeting these challenges include:

· New service delivery models

· Performance, efficiency and effectiveness improvements

· Management de-layering and leaner ways of working

· Workforce reform.

6
These changes affect the overall governance, risk and control environment and this strategy document sets out how the Hertfordshire Internal Audit Service will respond.  This will be through meeting its core responsibilities, which are to provide appropriate assurance to members and senior management on the effectiveness of governance, risk and control arrangements in delivering the achievement of Council objectives.  
7
To do this Hertfordshire Internal Audit Service needs to identify and focus its effort on what is significant, risky and important and have the right skills and resources to deliver.  It also needs to ensure it complies with appropriate regulations and best practice in so doing.
8 The Strategy is intended to support the Service in these areas by setting out the principles of Internal Audit's future practice so that we offer the effective and efficient Internal Audit support and challenge that the organisation requires. 
9 It will be important to share and discuss the Strategy document widely with senior management and Members so that the leadership of the organisation understands and is able to be supportive of the Service in the change that it needs to make.
1
Vision 

1.1
The Internal Audit Service must align itself to Hertfordshire County Council’s needs and expectations.  It must be outward looking and forward focussed, providing the challenge and support that the Council requires.

1.2 It will aim to:

· be a valuable asset to the Council

· be a source of advice and best practice information

· be core to effective governance and control

· be at the heart of the Council’s assurance framework, understanding messages and planning its work accordingly

· operate properly designed, robust, consistent and efficient processes in the delivery of its work

· be a continuously improving function

· be innovative in its approach, drawing on a wide range of expertise in providing its assurance. 

1.3
The Internal Audit team will aspire to being a leading audit service and a source of recognised best practice within the Local Government audit profession and beyond.

1.4
HCC will ensure that the Chief Internal Auditor complies with the requirements set out in the 2010 CIPFA guidance on the ‘Role of the Head of Internal Audit in Public Service Organisations’.  The requirements are to:

· Champion best practice in governance and risk management, objectively assessing the adequacy of governance and management of existing risks, commenting on responses to emerging risks and proposed developments;

· Give an objective and evidence based opinion on all aspects of governance, risk management and control

· Be a senior manager with regular and open engagement across the organisation, particularly with the Leadership team and with the Audit Committee

· Lead and direct an internal audit service that is resourced to be fit for purpose

· Be professionally qualified and suitably experienced.

2
Current position

2.1
In July 2010 an assessment of the Internal Audit Service was carried out by Deloitte.  The Service was assessed against five core themes of Internal Audit effectiveness.  For each theme the level of practice was assessed on a five point scale:

· poor practice
· basic practice

· acceptable practice

· good practice

· best practice

2.2
The table summarises the assessment results.

	Theme
	Assessment
	Key findings

	Purpose and Remit
	Performing at ‘basic practice’ level
	Not addressing stakeholder needs

Playing an inappropriate internal check role

	Position and Organisation 
	Performing at ‘acceptable practice’ level
	Size and structure of the team out of kilter with other teams in local government

	Processes and Technology
	Performing at ‘acceptable practice’ level
	Lack of risk based approach

	People and Knowledge
	Performing at ‘basic practice’ level
	Not perceived as forward looking, innovative, outwardly focussed

	Performance and Communication
	Performing at ‘basic practice’ level
	Reports having limited impact


2.3
In their summary, Deloitte describe the service as a ‘traditional compliance oriented function with long standing knowledge of the business working extensively in the provision of finance oriented assurance and advice’.   

2.4
This depth of knowledge of the business in the area of financial operations has benefits, but has meant that on occasions the service has been drawn into the role of exercising controls or internal checks, which conflicts with the key audit principle of independence.   A further drawback of the traditional financial orientation of the service is that the organisation has insufficient assurance on the wider business risks that it faces; provision of this wider assurance is increasingly core to the work which a best practice internal audit function will perform on behalf of the organisation.

2.5
The wider organisation has increasingly mature risk management arrangements.

3 Key implications
Implications for Internal Audit

3.1 In order to achieve the vision described in section 1 the Internal Audit service will need to move to a position where it is achieving ‘good’ or ‘best’ practice against the themes described in the Table at 2.2.  Moving towards this position quickly over the 2011/12 financial year, and consolidation of the position through the remainder of the life of this strategy, is the key outcome sought.  This will require a focus across all of the five themes of internal audit effectiveness identified by Deloitte.  The overall end will be the alignment of the service with key risk management and control arrangements in order to provide the optimum level of assurance for the organisation.
3.2 Making the shift will mean a different focus and require many aspects of the work of the Team to change, key examples of which are described below.
	Theme
	We will increasingly: 
	We will stop: 
	Other comments

	Purpose and remit
	Determine our coverage by where the risk is, and by the coverage of other assurance providers

Cover non-financial as well as financial risks
	Determining our coverage by time e.g. we will no longer visit all schools every three years
	This may require a more regular confirmation from sites visited less often to confirm there is no cause for concern

	Position and organisation
	Adopt a strategic focus: 

· appropriate reviews about the achievement of corporate objectives

· assurance on agreed key corporate risks

· regular reporting to senior management
Be visible and offer challenge at senior organisational level
	Reviewing basic financial practices on an establishment by establishment basis


	The risks and objectives to be reviewed will be agreed on an annual basis and include consideration of the amount of proactive assurance already provided by other sources and its quality.

	Process and technology
	Determine our focus on all systems in accordance with management’s view of risk
Be open to different approaches: e.g. shorter reviews / deep dives, control self- assessment

Use judgement in making achievable recommendations which focus primarily on driving out the value of existing control systems (often IT related) rather than adding new (often manual) layers of control 


	Carrying out control activities which are properly the function of management

	This may require certain functions / managers to ensure that as part of ‘business as usual’ there is appropriate oversight of risk and control effectiveness

The audit service may need to deliver training to managers in this concept

Management’s view of risk needs to be well considered and documented via the risk management system



	People and knowledge
	Focus on developing staff by identifying opportunities for staff to work across the organisation and on ad-hoc projects in a non-audit capacity

Offer challenging opportunities for secondments into the service

Establish information networks to ensure that we are aware of emerging issues and can advise accordingly
	Operating in silo based teams with minimal opportunity for developmental experiences to be gained
	We may increasingly wish to work with ‘experts’ in order to give assurance on complex areas, e.g. in social care

	Performance and Communication
	Redesign our reporting arrangements

Define our performance indicators
	Targeting our communication effort largely at middle management
	We will prioritise our findings and offer overall opinions 


3.3 
However we will still be committed to:

· Maintaining our independence and objectivity, although these may need reinforcing through clearer understanding and support for the role and purpose of the service;

· Operating with a customer focus;

· Maintaining our delivery of an amount of core assurance agreed in consultation with External Audit in areas such as:

· Financial controls

· Governance

· IS/IT.


Implications for the wider organisation

3.4 The effectiveness of the Internal Audit Service depends greatly on the way in which is linked into rest of the organisation and supported in its unique role.  For the service to be effective, managements and leaders must appreciate their own responsibilities for governance and internal control, and engage with the audit process.  All parties must play their part in order to maximise the benefit of the investment that organisation makes in the Internal Audit function.   The Table below sets out roles and responsibilities.  
	Organisational Arrangements

	Element
	Hertfordshire’s expectation 

	Council 
	· Maintain an adequate and effective system of internal audit



	Cabinet
	· Have overall responsibility for ensuring that managers operate robust systems of control
· Will be advised of significant issues arising from Internal Audit work and oversee implementation of responses to recommendations



	Audit Committee
	· Responsible for overseeing the effectiveness of the Internal Audit function, and holding the Chief Internal Auditor to account for delivery

· Responsible for the effectiveness of the governance, risk and control environment, holding managers to account for delivery
· Receive regular progress updates, consider key themes and issues and take forward as necessary



	Strategic Management Board
	· Support the internal audit process 
· Help to shape the programme of assurance work, giving a view about the key risks and objectives to be reviewed
· Collectively receive updates on key themes and issues arising from reports

· Individually oversee progress actions arising from audit work in discussions with respective management teams
· Act as a point of escalation where there are barriers to the effective conduct of the audit process
· Seek views from Internal Audit about the management of significant emerging issues and risks

· Support the organisation’s wider risk management arrangements 


	Director of Resources and Performance as Section 151 officer
	· Support HCC’s Internal Audit arrangements

	Leadership Forum
	· Help to shape the programme of assurance work, giving a view about the key risks and objectives to be reviewed
· Be competent in recognising and handling risks using the Council’s recognised risk management arrangements
· Support the audit process by setting the tone for engagement in and acting as a point of escalation for individual pieces of work 
· Consider and respond to audit reports, agreeing action as necessary

· Ensure that agreed action is taken

· Are responsible and accountable for establishing and using control systems and ensuring that they function 
· Seek views from Internal Audit about the management of significant emerging issues and risks



4
Giving assurance on governance, risk and control

4.1
This section of the Audit Strategy sets out how the principles we will adopt in fulfilling our core responsibilities.  These principles will underpin our future ways of working so that we make the required shift in focus and work towards achieving our vision.

4.2
The Internal Audit annual opinion is a report based in evidence that is given each year by the Chief Internal Auditor.  This opinion is important because it is a publicly reported statement on the effectiveness of governance, risk and control at Hertfordshire County Council and is intended to give confidence that the Council has sounds arrangements in place.  It summarises all the assurance that the Internal Audit team has provided in any one year.

4.3
The diagram below shows the cycle of audit planning, reporting and assurance-gathering that delivers the Internal Audit opinion, which itself feeds into the production of the Council’s Annual Governance Statement.  
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4.4
The work of the Internal Audit Service is therefore key to this cycle, and the service must plan, conduct and report its work and maintain effective relationships with key stakeholders in this context.

Planning

4.5
The audit plan guides the work of the service during the year.  The planning principles are: 

· Focussing assurance effort on the most important issues, the key obligations outcomes and objectives, critical business processes and projects, and principal risks; pitching coverage therefore at both the strategic and key operational aspects of the business

· Maintaining up to date awareness of the impact of the external and internal environment on the organisation's control arrangements

· Using a risk assessment methodology to determine priorities for audit coverage based as far as possible on management’s view of risk 

· Taking account of dialogue and consultation with key stakeholders to ensure an appropriate balance of assurance needs, but recognising in a resource constrained environment there will be situations when not all needs can be met.

· Identifying responsibilities for auditing any services which are delivered in partnership

· Being flexible so that the plan evolves through the year in response to emerging risks and issues

· Providing for the delivery of key commitments, such as work done in support of the External Auditor and to deliver governance and anti-fraud responsibilities

· Including provision for responding to management requests for assistance with special investigations, consultancy and other forms of advice.
4.6
It will be especially critical that the service is able to demonstrate how its work gives assurance on key risks.  This is not only important to reflect best practice audit planning, but to ensure that IA delivers assurance on key areas of most concern to senior stakeholders, ideally heading-off possible reputational or key performance ‘surprises’.   A key deliverable of the audit planning process will therefore be a document which maps risks to coverage, an example of which is given in Appendix A.  This will also be a useful basis for planning discussions allowing an informed debate about proposed coverage, the work of other assurance providers, and possible assurance gaps.
Conduct of work

4.7
The Internal Audit service conducts its work in accordance with the CIPFA Code of Practice for Internal Audit in Local Government.  The principles of how we conduct our work are:

· Focussing on what is important and in the ultimate interests of the public of Hertfordshire

· Working continuously to foster buy-in and engagement with the audit process

· Ensuring that risks identified in planning are followed through into our audit work

· Ensure that the right skills and right approaches are in place for individual assignments, taking opportunities to work with experts in the field in order to do this

· Making recommendations that are proportion to risk and tailored for the best result given the context of the area under review
· Focus as a rule on driving out compliance with existing processes and systems rather than introducing new layers of control

· Being resolute in challenging even when this is difficult; taking account of views, escalating issues and holding our position when appropriate

· Driving the audit process by agreeing deadlines, meeting these on our part, and escalating non-response promptly in order to complete our work

· Having high standards of behaviour at all times.

Reporting

4.8
The different forms of report produced by the service are its key output.  The reporting principles are:

· Providing balanced reports which recognise both good practice and areas of weakness

· Reporting in a timely, brief, clear and professional manner

· Ensuring that our reports clearly set out our assurance opinions on the risks we identified in planning our work

· Always seeking management’s response to our reports so that the final report includes a commitment to action

· Sharing our reports with senior management and members, identifying key themes and potential future risks so that our work has impact at the highest levels

· Sharing our learning with the wider organisation with a view to encouraging best practice across the Council.

4.9
Each piece of audit work informs the overall opinion on risk, management and internal control to a greater or lesser extent.  Constructing the overall annual opinion is facilitated by giving each individual piece of work an individual assurance opinion.  The opinions of reports issued in the quarter will be reported to Audit Committee on a regular basis as per the table below.

	Opinion Level
	What this means for the area being reviewed:



	Full Assurance


	There is a sound system of control designed to achieve objectives and manage risks to robust level.

	Substantial Assurance


	There is a basically sound system of control with some minor weaknesses, there is a low level of risk that objectives will not be achieved



	Moderate Assurance


	The system is basically sound but there are some significant weaknesses; there is a moderate level of risk that objectives will not be achieved



	Limited Assurance


	There are very significant weaknesses in key areas in the system of control; there is a high level of risk that objectives will not be achieved.



	No Assurance
	The control system is absent or has fundamental weaknesses.  There is a very high level of risk that objectives will not be achieved.


4.10
We will follow up our work on the most important areas to ensure that higher priority actions are being addressed in a timely manner. Increasingly we will look to implement best practice risk and governance disciplines which emphasise the role of line managers and other functions to proactively track issue closure or any slippage.  Such an approach emphasises the need for managers to deliver required improvements without prompting – reinforcing their accountabilities and also freeing up Internal Audit to focus on key risks and other value added work, rather than simply double-checking what should already have been delivered. 

Response to Requests for Unplanned Work

4.11 The service will maintain a flexible approach, regularly reviewing its programme of work to ensure it maintains awareness of emerging risks and adjusts coverage accordingly.

4.12 On occasions management may request that Internal Audit carry out an ad-hoc review of a specific area.  When we receive such requests we will seek to understand how far management have already formed a view of what the issues in play are, and therefore whether we can agree that in order to short-cut a potentially time-consuming audit process, management can prepare an action plan which we can review for soundness prior to implementation.  

4.13 We recognise that such an approach will not always be possible, and will undertake more detailed work where the risks under consideration are judged sufficient to warrant a departure from the planned work programme.
Fraud and Corruption

4.14
We will continue to have a key operational role in working pro-actively to create a culture which deters fraud and corruption, where possible we will increasingly seek to utilise the capabilities and resources of the training function and finance in support of this.

4.15
When reports of potential fraud and corruption are received we will continue to investigate these to required standards of professional practice, looking for appropriate support from functions such as finance, procurement, HR and legal as appropriate.

5
Quality Assurance

5.1
The Chief Internal Auditor will maintain an appropriate Quality Assurance Framework and will report on this annually.  The Quality Assurance Framework will include:

· An audit manual documenting methods of working

· Supervision and review arrangements

· Customer feedback arrangements 

· Performance targets

· Quality standards

· Provision for periodic external review.
6
Skills and Resources

6.1
It is the responsibility of the Internal Audit Service’s management team to ensure that the service has the appropriate skills and resources to deliver against the remit asked of it.

6.2
A commitment to development of the team is an essential pre-requisite of an effective service.  Development opportunities arise in many forms other than training courses, and all members of staff are encouraged to take ownership of their own development and be imaginative in identifying / creating and taking up opportunities.

6.3
All members of the Internal Audit team have an annual personal development plan, prepared as part of the Council’s annual performance management and development scheme.  This is an important document which must be the focus of regular review and update in discussions with line managers.

6.4
The breadth of coverage within the audit plan will necessitate access to the high quality audit skills, both general and specialist which could be bought in when necessary as well as delivered in house.  This will comprise
· Risk based audit

· IT audit

· Procurement and contract management audit

· Control self assessment techniques

· Fraud investigation techniques.

6.5
Equally important are the softer skills and attributes which enable a productive working relationship with audit clients to be formed:

· Listening and questioning skills

· Persuading, influencing and negotiating skills

· Communication skills

· Thinking creatively 

· Good levels of organisational knowledge

· Professionalism and tangible confidence in the value of the product that we deliver.

6.6
Our training and development programme will prioritise risk based audit and softer skills training for the entire team. Support for this skills up-grade and training programme is a vital ingredient to delivering the strategy and matches best practices increasingly seen elsewhere.

6.7
We will seek to use guest advisors and auditors and build a reputation for the service as an effective training/development ground for those wishing to go on to develop careers within the Council.
6.8
At the start of 2010/11, there were full-time equivalent of 21.5 Internal Audit staff.  The skills mix in the service is no longer appropriate for the tasks required of the modern audit function.  To this end a restructure of the Internal Audit Service will be carried out which is aimed at ensuring the right set-up for the future.  The overall direction will be for fewer more highly skilled staff deployed at areas of maximum importance, risk and potential impact.
6.9
The Council’s Internal Audit service is proposing to enter into a partnership with its counterparts in some of the Hertfordshire District Councils which will be implemented during 2011/12.  The aims of the partnership are to deliver appropriate and effective internal audit, strengthen local resilience and achieve efficiencies. 
7
Compliance with Regulation and Best Practice 

7.1
The requirement to provide an appropriate and effective audit service is set out in the Audit and Accounts Regulations 2003 (as amended 2006).  

7.2
The Service must operate in accordance with best practice as specified by CIPFA in its Code of Practice for Internal Audit in Local Government 2006, and an annual review of the effectiveness of the service must be undertaken.

7.3
The Chief Internal Audit will operate in accordance with CIPFA guidance on the Role of the Head of Internal Audit in Public Service Organisations.
7.4
The Terms of Reference for the Council’s Internal Audit function are set out in Financial Regulations (Section 7).
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