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1
Introduction

The Information systems used by the Nottingham University Hospitals NHS Trust represent a considerable investment and are valuable assets to the Trust. The assets comprise equipment, software and data, essential to the effective and continuing operation of the Trust. 

Much of the data is of a confidential nature, and it is necessary for all information systems to be protected against any events, accidental or malicious, which may put at risk the activities of the Trust or the investment in information.

This policy applies to all information systems used by, or for, Nottingham University Hospitals NHS Trust. ‘Information systems’ include both computer-based systems and, non-computer based systems. All staff are required to adhere to this policy.

This policy is supported by the more detailed ‘Information Security & Data Protection Procedures’, which are available on the Policy Board, from the ICT Services Helpdesk or the Information Security Adviser.
2
Policy Statement
The purpose of this policy is:

To bring to the attention of all staff the need to improve and maintain security of information systems, and to advise managers of the approach being adopted to achieve the appropriate level of security.

To bring to the attention of all managers and staff, their responsibilities under the requirements of relevant legislation, including Data Protection and Human Rights legislation and guidance, and the importance of ensuring the confidentiality of personal and sensitive data.

To ensure that the hospital complies with current legislation and EU Directives, meets its statutory obligations and observes standards of good practice.

To minimise the risk of security breach and prosecution.

To meet the requirements for connection to the NHS network.

3
Policy

3.1
Overall

The Trust is committed to maintaining and developing an information systems infrastructure, which has an appropriate level of security and data protection.  All systems will have a minimum security framework.

Hospital wide systems (e.g. HISS, PAS and their interfaces) are managed by ICT Services on behalf of the Trust.  In the case of departmental or stand alone systems it is the responsibility of the relevant Manager to ensure compliance with this policy.

Sharing of information with other organisations is subject to the Protocol for Information Sharing between Health and Social Care Agencies 2006, and UK and EU Data Protection and Human Rights legislation.  For further details contact the Data Protection and Caldicott Adviser, see 3.4 below.

3.2
The purpose of information systems security is to ensure an appropriate level of: -

Confidentiality:
Information is obtained, held and disclosed lawfully and data access is confined to those with specified authority to view and/or change the data.

Integrity
All system assets are operating according to specification and the accuracy of data is maintained.

Availability: 
Systems and data are available when required and the output from it delivered to the user who needs it, when it is needed.

3.3 Passwords and Access Control
Each individual is responsible for keeping their own password secure, and must ensure it is neither disclosed to nor used by anyone else, under any circumstances. Staff must only access systems using their own login and password.  All staff are accountable for any activity carried out under their login and password, and this is audited.

Access is controlled on the basis of service requirements. Procedures are in place for allocating and controlling access, and passwords. 

3.4
Management and Staffing Arrangements

The Trust has designated the following personnel:

· Caldicott Guardian

· Information Security Adviser (ext. 47100)

· Data Protection/Caldicott Adviser (ext. 47169)

They are responsible for implementing, monitoring, documenting and communicating information security policies in the Trust.

Information security should be addressed at recruitment stage for all staff, and a confidentiality clause included in contracts of employment.

There is a formal procedure for reporting, investigating and recording Information security incidents.  Any incidents should be reported to the ICT Services Helpdesk immediately,  (ext. 69000) 

Delegation of responsibilities is outlined in detail in the Information Security and Data Protection Procedures.

3.5
Risk Analysis

In order to make the best use of resources, it is important to ensure that each Information system is secured to a level appropriate to the measure of risk associated with it. A risk assessment should be carried out for each of the Trust’s information systems and measures put in place to ensure each system is secured to an appropriate level.

3.6
Network Connection

All network management controls and procedures will conform to the NHS wide Network Security Policy code of connection and associated guidance available from the NHS Connecting for Health website http://www.connectingforhealth.nhs.uk/
or the Trust’s Information Security Adviser.

Network Management is the responsibility of the ICT Services Directorate; all devices connected to the hospitals network must meet the required standards.  Failure to do so will result in immediate disconnection.  No direct connection is permitted between the Trust’s LAN, other LAN’s or Internet services accessed via public service providers.

3.7
Security of Assets

All major IT assets should have a nominated owner who is responsible for security measures.

Availability of data should be maintained by taking back ups.

Departmental based systems are the responsibility of departmental managers.  The ICT Services Directorate will provide guidance and advice to departmental managers to ensure that information security is sufficient.

3.8
Computer Operations

Responsibilities and procedures for the management and operation of all computers and networks should be established, documented and supported by appropriate operating instructions.  This refers to both hospital wide systems and Directorate/Department based systems.

Procedures should include: Back-up, media control, event logging, monitoring, protection from theft and damage, unauthorised access and capacity planning.

3.9
Systems Development, Planning and Procurement.

Security issues must be considered and documented during the requirements phase and the procurement phase of all system procurements and developments.  Minimum security standards will be incorporated in all new systems.

New operational software should be quality assured.  System test and live data should be separated and adequately protected.  All changes to the system should be passed through a formal change control procedure.

3.10
Legal Requirements and Regulations
The Trust and all its staff are governed by laws & regulations including:

· Data Protection Act 1998. 

· Copyright, Designs and Patents Act 1988.

· Computer Misuse Act 1990.

· Freedom of Information Act 2000.

· Access to Medical Records Act 1991.

· Report on the Review of Patient - Identifiable Information (Caldicott Report) December 1997.

· Human Rights Act 1998.

· ISO/IEC 17799

· NHS Confidentiality Code of Practice 2003
Further details are available in the Information Security And Data Protection Guidelines, or from the Data Protection and Caldicott Adviser or the Information Security Adviser.

The intellectual property rights over any software developed on Trust equipment by staff employed by the Trust,  belong to the Trust unless explicitly covered by a separate agreement.

Unauthorised or unlicensed software is not permitted on Trust equipment. It is expressly forbidden for any user to load or operate software gained from the Internet, magazine gifts or other sources unless authorised by ICT Services.

3.11
Business Continuity Planning
There is a process to develop and maintain appropriate plans for the speedy restoration of all critical IT systems.  All systems will have threats and vulnerabilities assessed to determine how critical they are to the Trust.  Individual departments should have procedures in place to maintain essential services in the event of IT system failure.

3.12
Personal Computers

Each PC (including notebooks, laptops, palmtops, portables), shall have a designated system owner responsible for overall security on the system.  PC's shall be specified and purchased via ICT Services, in accordance with current recommendations on software and hardware.

Precautions must be taken to prevent and detect computer viruses. ICT Technical Services will provide advice and support on virus control.

If sensitive information is present on the PC, then additional security software should be installed where the PC is taken off site or is not in a secure area. 

3.13
Personal Use

Personal use of IT equipment is permitted providing that it is done with line management approval, it is not in support of a business, it does not use excessive system resources and it is done in the employees own time.  Consumables must be paid for.  
3.14
Awareness

Managers are responsible for ensuring that all staff are aware of, and adhere to this policy.

4
Equality and Diversity Statement
The Trust is committed to ensuring that, as far as is reasonably practicable, the way we provide services to the public and the way we treat our staff reflects their individual needs and does not discriminate against individuals or groups on the basis of their ethnic origin, physical or mental abilities, gender, age, religious beliefs or sexual orientation.

5
Implementation and Monitoring Plans
Delegation of responsibilities is outlined in detail in the Information Security and Data Protection Procedures.

The Information Governance Committee is responsible for this policy and will ensure the necessary reviews and updates in accordance to changes in national policy of legislation. 

6
Glossary
	BS
	British Standards

	City Campus
	Formerly known as Nottingham City Hospital Trust  (NCHT)

	EU
	European Union

	HISS
	Hospital Information Support System

	ICT
	Information Communications Technology

	IT
	Information Technology (General term for computer systems and networks)

	LAN
	Local Area Network

	Laptop/Notebook
	Types of portable PC’s

	NHS
	National Health Service

	Palmtop
	A palm sized computer, such as a Personal Digital Assistant (PDA)

	PAS
	Patient Administration System

	PC
	Personal Computer

	QMC Campus
	Formerly known as Queen’s Medical Centre (QMC)
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