The InfoSec Triangle - Checklist
Tommie Singleton’s approach to auditing specific information technologies focuses on the characteristics of the information most commonly protected, with Confidentiality, Availability and Integrity (CAI) completing the three points of the “InfoSec Triangle.”
(Figure 1). Through the CAI model, IT auditors assess an organization’s risk by asking the following questions:
Confidentiality:
· What controls does management have in place that protect the confidentiality of personal information related to applicable regulations and compliance (e.g., HIPAA and laptops, or data encryption)?
· What are the risks associated with the confidentiality of personal information associated with various technologies (e.g., Internet, wireless devices)?
· What monitoring of controls is in place to ensure the ongoing confidentiality of personal information? 

Integrity:
· What controls are in place to ensure data integrity during input of data (associated with risks of material misstatement)?

· What controls are in place to ensure data integrity during computer processing of data (calculations, posting events to the general ledger)?

· What are the risks associated with the storage of financial data (unauthorized access, theft or changes in data)?
· What controls are in place to ensure data integrity while it is stored on the entity’s system? 

· What risks are associated with data transmission between systems, especially over the internet or via wireless technologies, and between systems? 

Availability:

· What risks are associated with business continuity/disaster recovery?

· What controls (plans) are in place to restore the business activities if a disaster or catastrophic event occurs?

· What are the risks associated with availability of systems and business process embedded in technologies (e.g., wireless, Internet)?

· What controls are in place to ensure availability for wireless technologies or remote access to key automated business processes?

