Information Governance Toolkit – Information Security Requirement 313 Checklist
	Does NHS Direct have appropriate procedures in place to ensure that communication networks under NHS Direct’s control operate in a secure manner?

	
	L1
	L1
	L1
	L1
	L2
	L2
	L2

	Network System only
	Does NHS Direct define network security requirements within its information security policy?

	Has NHS Direct appointed an officer with responsibility for network security?
	Has the information security policy been approved by the Board or delegated sub-group?
	Has a risk assessment plan been developed for network security?
	Has network capacity planning been implemented?
	Have network security controls been implemented?
	Are reliable firewalls and other relevant precautions in place to prevent internal or external unauthorised access to the network? 

	Yes/No

(( or X)
	
	
	
	
	
	
	


	Does NHS Direct have appropriate procedures in place to ensure that communication networks under NHS Direct’s control operate in a secure manner?

	
	L2
	L2
	L3
	L3
	L3

	Network System only
	Are gateways and domains used to restrict network browsing?
	Is file storage designed for individual or group access?
	Are appropriate test facilities available for the pre-deployment testing of new systems?
	Are procedures in place to ensure security compliance is regularly monitored for effectiveness?
	Are regular audits of network controls and procedures carried out? E.g. Penetration testing of critical systems.


	Yes/No

(( or X)
	
	
	
	
	



