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Windows NT System Security Checklist 


The below checklist is a recommendation for a generalized secure Windows NT system configuration. It is intended to provide technical guidance to the user, not a specification that must be adhered to in all circumstances (some recommendations may not be applicable or practical in some situations). As with all IT systems, it is ultimately the responsibility of the system owner/user to make sure that the system is managed and operated in a secure manner.


General Instructions 

This checklist is intended for the system administrator of one or more Windows NT Server systems. Where possible automated tools have been identified that will greatly simplify the execution of this checklist. Tools include:

· SARA:

Open Source (pending) network assessment tools for security auditing .

· NTLAST:
NT access auditing tool. 

· VirusScan:
Enterprise virus scanning solution.

· C2CONFIG:
Microsoft Security “Hardening” program.

· PASSFILT:
Microsoft password validation program.

The checklist is divided into several categories with links to descriptive text that explains the action and the need for it. For each item, a recommended method is provided. For instance, areas that SARA supports are annotated with "SARA".  Items that require manual intervention are designated by "Administrator Action". These items are decided as a function of organizational policy (e.g., password aging, access control), and system familiarization (expired accounts, usage, administrator privileges).

Critical Actions
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HYPERLINK  \l "external_audit"
External Auditing:
Verifying the security configuration from the "outside"
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Correct Critical Problems

SARA
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Correct Serious Problems

SARA
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HYPERLINK  \l "internal_audit"
Internal Auditing:
Verifying the security configuration from the "inside"
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Check for virus and backdoors 

VirusScan
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Check for suspicious access

NTLAST
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Check event log for unusual activity
Administrator Action
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Confirm Service Pack/Hot Fixes are latest

Administrator Action
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Confirm filesystem is NTFS
Administrator Action
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HYPERLINK  \l "access"
Limit Access:
Limit physical and service access
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Limit remote login of workstations (RAS)

Administrator Action
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Physically secure servers

Administrator Action
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Don’t permit dual boot configurations
Administrator Action
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Restrict Registry Access
Administrator Action
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Enable auditing
Administrator Action
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HYPERLINK  \l "passwords"
Passwords: 
User authentication
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Check password policies

Administrator Action
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Remove old accounts

Administrator Action
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Check accounts with no passwords

SARA, Administrator Action

[image: image21.wmf]n

m

l

k

j

Use password-protected screen savers

Administrator Action 

 
 

[image: image22.wmf]g

f

e

d

c



HYPERLINK  \l "superuser"
Administrator Rights:
Protecting system privileges
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Rename Administrator Account

Administrator Action
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Check who is using Admin

NTLAST

[image: image25.wmf]n

m

l

k

j

Confirm password is "bulletproof"

Administrator Action
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HYPERLINK  \l "services"
Network Services:
Remote access from 'the world'
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Identify non-required services 

SARA
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Limit access to services

Administrator Action
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Secure Anonymous FTP

Administrator Action
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HYPERLINK  \l "web"
Web Services (IIS):
Securing the Web Server
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Confirm IIS has latest security patch 

Administrator Action
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Follow Microsoft IIS Security Checklist

Administrator Action
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Confirm FrontPage extensions are secure

Administrator Action
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Patch and restrict Cold Fusion

Administrator Action

Important Actions
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HYPERLINK  \l "sharing"
Resource Sharing:
Network File System
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Minimize and restrict shares

Administrator Action
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Confirm only Admin can allocate

C2CONFIG
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Confirm only authenticated users … 

Administrator Action


Other
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HYPERLINK  \l "misc"
Miscellaneous
Other Things to Consider
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Validate password

PASSFILT
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Tighten up login banners

C2CONFIG
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Improve password encryption

SYSKEY
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Limit access to IP ports 135-139

Enterprise Administrative Action 

 

· External Auditing Software

These are programs that examine other systems to evaluate what possible entry points they present to the outside world. You should be careful when using them that you have the permission of the administrators of the scanned systems, since they may perceive an unauthorized scan as an attack. 

Current network security audit programs include: 

· Security Auditor's Research Assistant 

· Internet Security Scanner 

Each program ranks the problem found by level of severity. SARA categorizes a problem in the following way: 

· Critical (Red): Compromise of accounts and/or large amounts of data. 

· Serious (Yellow): Compromise of data and/or simplify hacker's job. 

· Possible (Brown): Possible compromise target. Not enough information is known. 

For each type of problem found, these packages offer a tutorial that explains the problem and what its impact could be. The tutorial also explains what can be done about the problem: correct an error in a configuration file, install a bugfix from the vendor, use other means to restrict access, or simply disable service. All major vulnerabilities uncovered by any of these auditors should be corrected before continuing! 

· Internal Security­Auditing
Internal security auditing evaluates the configuration of the system as seen by the local user.  As a minimum, the following should be performed:

1. Check for viruses and backdoors: The corporate virus scanning software should be used to detect malicious code on the audited machine.  Care should be taken to confirm that the virus  scanning package is kept up-to-date.  Of special concern are the so-called backdoors, which enable the hacker to monitor and control the effected machine without a trace.  Examples of backdoors are Back Orifice, Back Orifice 2000, and Netbus.

2. Check for suspicious access: Use the NTLast (at http://www.ntobjectives.com/prod01.htm) auditing program to determine if there have been accesses (or attempted accesses) by unauthorized individuals.  

3. Check event log for unusual activity: Exploit signature often manifest themselves in the event log (e.g., a failed service that was attacked).  Event logs will often be correlated with other data (creation date of suspicious files) to determine the origin of the attack. View the event log through the NT’s Administrator Tools.

4. Confirm Service Pack/Hot Fixes are current: There are always security fixes incorporated in the service packs.  Current service pack for Windows NT 4.0 is Service Pack 5.

5. Confirm that files system is NTFS:  The NT Filesystem (NTFS) provides a full access control list facility to safeguard information and other resources.  It is important that NTFS be the resident filesystem on the NT system.


· Limiting Access

Access to the Windows NT server should be restricted only to authorized, authenticated, and secured users.  In addition, NT system resources should be limited only to those that have the responsibility of maintaining the server.  As a minimum, the following should be performed:

1. Limit remote login of workstations:  login to an NT server from a remote workstation is available through Microsoft’s Remote Access Service server.  However, there may be problems with securing the remote workstation, which in turn could compromise the integrity of the server and the local network.  Where possible, RAS should be disabled.  Where not possible, it should be secured in accordance with Chapter 17 of reference 1.

2. Physically secure servers:  Only authorized administrators should have physical access to the Windows NT server.  This includes backup copies of system and sensitive user files.  As a further precaution, the computer should have a boot password.

3. Don’t permit dual boot configurations:  Dual bootable systems (e.g., Windows NT on one partition and Linux on another partition) can compromise the NT filesystem.  For instance, if Linux is on the second partition, a Linux user can mount the NTFS filesystem and by-pass all of the access controls on it.

4. Restrict Registry Access: The access control list for the NT Registry is somewhat lax and may be accessed remotely.  Reference 1, Chapter 7 provides tips and techniques on how to tighten the Registry.

5. Enable Auditing: In order to determine if there is unauthorized access or access attempts, NT auditing must be enabled. You must enable auditing on your NT server. This is performed through User Manager by selecting Policies-->Audit from the User Manager menu. This will produce the Audit Policy window. You will need to first select Audit These Events and then indicate that you wish to log both successful and failure information (as shown in the Figure). 
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· Improve Password Security

Password security is the first and most powerful line of defense. Password security on Unix systems can be improved by doing the following (Refer to Reference 1, Chapter 10 for examples): 

1. Check password policies: review your password policy to confirm that some type of password aging is in place. Password aging should be in accordance with the CIO's policy guidelines when defined.  Interim value could be 180 days.  Set minimum password length (e.g., 6 characters), password locking  (e.g., 3 bad attempts), and password uniqueness (e.g., 3) in the Account Policy.  This will discourage password guessing by the hacker.

2. Remove old accounts: Determine which accounts are no longer active and remove them.

3. Check accounts with no passwords: Confirm that all accounts have passwords.  Attention should be placed on the Administrator and Guest accounts. 

4. Use password protected screen savers: Use of screen saver passwords provides additional physical protection of the NT server.  Timeout for the screen saver should be 5 minutes or less.


· Administrator Rights

The Administrator account is a member of the built-in local Administrators group and has virtually unlimited control over the NT system (review reference 1, Chapter 5 for more information).  The following should be performed to safeguard this account:

1. Rename the Administrator Account: Change the name of the Administrator account to conform to the naming convention of other users.  This will complicate the hacker’s work to compromise the Administrator account since he will have to guess both a username and a password.

2. Check who is using the Account: Use NTLAST to confirm that only authorized administrators are using this account.  Minimize the number of users that have Administrator rights.

3. Confirm that password is bulletproof: Develop a password that can not be guessed or “calculated” by brute force methods.  Define a 14-character password composed of random, printable keyboard symbols, intermixing uppercase and lower.  Write the password down and store in a physically secure location.


· Network Services

1. Identify non-required services: Strictly limit the services that run on the system.  There are a large number preinstalled on Windows NT.  Consult the system documentation for their function.  When in doubt, disable a service and see if any operationally required functions fail.  A list of services can be found under the Control Panel program ->  Services.  Many services install into the powerful System account and can therefore completely subvert security.  However, many services don’t need the following security-sensitive Rights, any one which can completely subvert system security:

· Backup files and directories

· Restore files and directories

· Act as part of the operating system

· Create a token object

· Debug programs

· Load and unload device drivers

· Replace process level token

· Take ownership of files and other objects 1
2. Limit access to services: There is no general way to limit service ports as function of IP address.  The advanced security options of NT apparently do not allow this level of control.  To block services outside of your subnet, an external device (e.g., router or firewall) must provide the filtering.

3. Secure Anonymous FTP:  Windows NT anonymous FTP (e.g., ftp with the Guest account) does not provide the same safeguards and controls as standard FTP servers (Unix and third party Windows FTP servers).  

The default anonymous user account for FTP is GUEST. This should be changed to a different user account and should have a password. The home directory parameter should be configured carefully. FTP server exports entire disk partitions. The administrator can only configure which partitions are accessible via FTP, but not which directories on that partition. Therefore, a user coming via FTP can move to directories "above" the home directory. In general it is recommended that if FTP service needs to run on a system, it is best to assign a complete disk partition as the FTP store, and to make only that partition accessible via FTP. 2


· Web Services

This section pertains to the Microsoft Internet Information Server (IIS).  Refer to vendor documentation for non Microsoft web servers. 

1. Confirm that IIS has latest security patch: Recently, there has been several successful security exploits against the IIS.  These are documented at the CERT (http://www.cert.org/advisories ).  Of particular concern is CA 99-07 where a description and corrective action are provided.

2. Follow Microsoft IIS Security Checklist: Microsoft has developed a checklist for securing IIS (Reference 4 ).  This should be followed to the maximum extent possible.

3. Confirm FrontPage extensions are secure: By default, FrontPage extensions on IIS provide several security vulnerabilities.  Microsoft has provided documentation at http://officeupdate.microsoft.com/frontpage/WPP/SERK98/security.htm on methods of securing FrontPage.

4. Patch and restrict ColdFusion: Allaire’s ColdFusion product has been a recent target of hackers.  Some versions of ColdFusion allow modification of Web-based files by anyone.  Contact Allaire for details on the problem and the appropriate fix.  (Note that this problem is not currently documented at their site at http://www.allaire.com ).


· Shared Resources

Shared resources, notably file shares, should be limited in terms of access and control.  The following suggest guidelines for sharing resources (Review Reference 1, Chapter 6 for details):

1. Minimize and restrict shares: Strictly minimize the number of shares and their ACL share permissions.  Define share names that do not provide any information regarding their content.  Avoid sharing the system root directory.  Disable administrative shares if you do not need them. 1
2. Confirm only Administrator can allocate shares: Determine that only the Administrator (and possibly Server Operator) can create or delete shares.   Use the C2CONFIG tool to verify the settings (Review Reference 1, Chapter 6).

3. Confirm only authenticated users can view shares: Windows NT allow users who, by virtue of the trust relationships, have no access to certain domains to nevertheless see user account names, as well as network and printer share names on computers in those domains.  To prevent the anonymous viewing of names, one can add a value named “Restrict Anonymous” with REG_DWORD value of 1 to the key: 1
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa


· Miscellaneous

Below are items that should be considered when securing Windows NT systems.  Additional security techniques can be found in the referenced documents.

1. Implement strong password filtering: Administrators can install special programs that reject  a user's new password based on defined criteria.  Microsoft provides a program (as a DLL) named PASSFILT that requires passwords to be at least 6 characters long with restrictions on the characters in the password.  Refer to page 65 of Reference 1 for details.

2. Verify that passwords are strong:  Administrators can run third party password cracking programs to determine the "guessability" of the passwords.  Packages such as L0phtCrack provide a very high-speed algorithm that is tuned to the NT password scheme.

3. Tighten up login banners: Login banners indicating that system access is restricted to authorized individuals can be enabled by the ntconfig.pol file associated with netlogin.  Use the C2CONFIG to verify the configuration.  Review Reference 1, Chapter 11 for details.

4. Improve password encryption: The passwords are protected by a rather weak encryption scheme on the server.  If the password file was acquired by the hacker, most passwords could be cracked.  Microsoft developed a security utility, called SYSKEY, that provides a higher level of encryption.  Details of this tool can be found at the Microsoft Knowledge Base (Q143475).

5. Limit access to IP ports 135-139: Ports 135-139 provide server message block (SMB) services (NT resource sharing).  Where possible, these ports should be protected from the Internet.  Unfortunately, Microsoft does not provide tools to support protection.  Consequently, these ports should be blocked by the enterprise’s router or firewall.

APPENDIX A

Reference List

The development of this checklist was based heavily on the following references:

1. “National Security Agency (NSA) Windows NT Security Guidelines”,

(ftp://irma.cit.nih.gov/pub/nttools/nsaguide.pdf).

2. Microsoft’s “Securing Windows NT Installation”, 

(ftp://irma.cit.nih.gov/pub/nttools/msguide.htm ).

3. Army Computer Emergency Response Team (ACERT) “Windows NT Security Checklist”, 

(Restricted distribution).

4. “Microsoft Internet Information Server 4.0 Security Checklist”,
(http://www.microsoft.com/security/products/iis/CheckList.asp ).
5. NSA Guide to Implementing Windows NT in Secure Network Environments”,
(Restricted distribution).
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