                                                                     COMPANY X Law Firm Security Assessment Questionnaire

Vendor Name:      
Contact Information:                                                                        
	Category
	Ques. #
	Question
	Responses

	A. Risk Management 
	01
	Has your organization implemented a risk assessment program to proactively identify information security and business continuity risks? 
	1.  FORMCHECKBOX 
No.

2.  FORMCHECKBOX 
Yes, we have an informal risk assessment program that is not

            documented. 

3.  FORMCHECKBOX 
Yes, we have a formal risk assessment program that is documented.

4.  FORMCHECKBOX 
Yes, we have a formal risk assessment program that is documented and

            has been approved by executive management. 

5.  FORMCHECKBOX 
Yes, we have a formal risk assessment program that is documented

            and has been approved by executive management. Implementation 

            of the controls is independently verified through an audit or external 

            assessment. 

6.  FORMCHECKBOX 
N/A

      Comments:     

 FORMTEXT 
     

	A. Risk Management
	02
	Has your organization implemented a risk assessment program to identify internal and external risks to the, confidentiality, integrity and availability of COMPANY X data you maintain regardless of the media it is stored on?


	1.     FORMCHECKBOX 
 No

2.     FORMCHECKBOX 
Yes, we have an informal risk assessment program that is not 

            documented. 

3.     FORMCHECKBOX 
Yes, we have a formal risk assessment program that is documented.

4.     FORMCHECKBOX 
Yes, we have a formal risk assessment program that is documented 

            and has been approved by executive management. 

5.     FORMCHECKBOX 
Yes, we have a formal risk assessment program that is documented and

            has been approved by executive management. Implementation of the

            controls is independently verified through an audit or external

            assessment

6.     FORMCHECKBOX 
 N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	B. Security Policy
	03
	Does your organization have formally documented IS policies and procedures.


	1.  FORMCHECKBOX 
No.

2.  FORMCHECKBOX 
Yes, we have documented IS policies and procedures, but they are

            incomplete. 

3.  FORMCHECKBOX 
Yes, we have documented IS policies and procedures that are complete,

             but have not been approved by management. 

4.  FORMCHECKBOX 
Yes, we have documented IS policies and procedures that are complete,

            have been approved by management, and are reviewed at least once

            each year and updated annually.

5.  FORMCHECKBOX 
Yes, we have documented IS policies and procedures that are complete,

            have been approved by management, and are reviewed at least once

            each year for content and completion by a third party review or audit.

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	B. Security Policy
	04


	Do your IS policies and procedures take into account whether and how employees are allowed to store, access and/or transport records containing COMPANY X data outside of your organization’s business premises?


	1.      FORMCHECKBOX 
No, we do not have a policy that addresses storage, access and 

             transport of data. 

2.      FORMCHECKBOX 
Yes, we have documented IS policies and procedures, for storage,

             access and transport of data but they are not specific to COMPANY X data             
3.      FORMCHECKBOX 
Yes, we have documented IS policies and procedures for storage, 

             access and transport of data with controls specific to COMPANY X data. 

4       FORMCHECKBOX 
N/A

        Comments:     

 FORMTEXT 
     

	B. Security Policy
	05


	Does your organization have technical controls in place to enforce the IS policy and procedures for employees to store, access and / or transport  COMPANY X data outside of your organization’s business premises?
	1.      FORMCHECKBOX 
No, we do not have controls in place to restrict employees and 

             contractors from storing, accessing or transporting records containing

             COMPANY X data outside of the organizations business premises

2.      FORMCHECKBOX 
Yes, we have detective or monitoring controls in place.  

3.      FORMCHECKBOX 
Yes, we have preventative controls in place and exceptions are logged

             and monitored. 

4.      FORMCHECKBOX 
N/A

        Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	B. Security Policy
	06


	If you do collect information does your security policy limit the amount of information that can be collected from customers, business partners and others that use your products or services to only that which is required to provide the products and services and does it limit the time such information can be retained.


	1.      FORMCHECKBOX 
No

2.      FORMCHECKBOX 
Yes

3.      FORMCHECKBOX 
N/A

        Comments:     

 FORMTEXT 
     

	B. Security Policy
	07
	Does your organization have an Information Security Oversight function?
	1.  FORMCHECKBOX 
No.

2.  FORMCHECKBOX 
Yes, but it is performed on an adhoc basis by staff with other operational

            responsibilities.

3.  FORMCHECKBOX 
Yes, and it is performed in accordance to a formal, approved policy by 

            management with staff that has other operational responsibilities. 

4.  FORMCHECKBOX 
Yes, and it is performed in accordance to a formal, approved policy by 

            management with staff whose primary responsibility is ensuring 

            compliance.  

5.  FORMCHECKBOX 
Yes, and it is performed in accordance to a formal, approved policy by

            management with staff whose primary responsibility is ensuring

            compliance. These policies are also periodically audited for   

           effectiveness.

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
                 


	Category
	Ques. #
	Question
	Responses

	C. Organizational Security 
	08
	Are your employees and contractors required to sign a Code of Ethics, or any other agreements that obligate the employee or contractor to not disclose, and to preserve the confidentiality of, your confidential information as well as COMPANY X data? 
	1.  FORMCHECKBOX 
No.

2.  FORMCHECKBOX 
Yes upon hire. The document is maintained and stored.  

3.  FORMCHECKBOX 
Yes upon hire, and periodically thereafter. The documents are  

            maintained and stored.  

4.  FORMCHECKBOX 
Yes upon hire, and periodically thereafter. The documents are 

            independently verified through an audit or third-party review.

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	C. Organizational Security
	09

	Do you impose disciplinary measures for violations of company policies, including information security policies?
	1.      FORMCHECKBOX 
 No

2.      FORMCHECKBOX 
 Yes

         Comments:     

 FORMTEXT 
     

	C. Organizational Security
	10
	Does your organization have a Risk Management program aimed at third-party vendors that store, process or have access to vendors are applying appropriate security measures?


	1.  FORMCHECKBOX 
No.

2.  FORMCHECKBOX 
Yes, we have a Risk Management Program but it does not address 3rd
            party vendors  

  3.     FORMCHECKBOX 
Yes, we have a formal Risk Management Program that specifically 

             addresses 3rd party vendors to ensure that they are applying

             appropriate security measures.
4.  FORMCHECKBOX 
Yes, we have a formal Risk Management Program that specifically addresses 3rd party vendors to ensure that they are applying appropriate security measures and the process is audited by an independent party 

5.  FORMCHECKBOX 
N/A

         Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	D. Asset Management 
	11
	Does your organization have a formal asset management program that tracks the treatment, handling, disposal, destruction, and/or reuse of all media/assets that contains COMPANY X Data 
	1.   FORMCHECKBOX 
No, we do not have an asset management program.

2.   FORMCHECKBOX 
No, we do not have a formal asset management program, but we track

            information on a shared Excel spreadsheet.

3.   FORMCHECKBOX 
Yes, we have a formal, documented asset management program.

4.   FORMCHECKBOX 
Yes, we have a formal, documented asset management program that

            uses a database to track and record the labeling of IT hardware, 

            software and licenses. The database has restricted access and is 

            audited annually by Internal Audit.

5.   FORMCHECKBOX 
Yes, we have a formal, documented asset management program and 

             tool. The tool records the asset, control number, and assigned owner.

             It is audited periodically throughout the year for accuracy.

6.   FORMCHECKBOX 
N/A

        Comments:     

 FORMTEXT 
     

	D. Asset Management
	12
	Does your organization have an information data classification policy or program in place?
	1.   FORMCHECKBOX 
No.

2.   FORMCHECKBOX 
Yes, we have a policy that identifies how we classify our data. 

3.   FORMCHECKBOX 
Yes, we have a policy that identifies how we classify our data, and 

            includes details on labeling, handling, and disposal of data.

4.   FORMCHECKBOX 
Yes, we have a policy that identifies how we classify our data, and

     covers the risk to our organization if the data is improperly disclosed.

     The policy also discusses how to label, handle, dispose, transfer, store, 

     and reclassify data electronically, as well as identify how long it should 

     be retained.  

5.   FORMCHECKBOX 
N/A

 Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	E. Human Resource Security
	13
	Does your organization perform a background check/screening on all applicants prior to hiring?   
	1.  FORMCHECKBOX 
No, we don’t perform background checks. 

2.  FORMCHECKBOX 
Yes, we have a formal, documented process to perform criminal

            background checks on some applicants.

3.  FORMCHECKBOX 
Yes, we have an formal, documented process to perform criminal 

            background checks on all applicants.

4.  FORMCHECKBOX 
Yes, we have a formal, documented process to perform extensive

            background checks on all applicants. (Checks can include criminal, and 

            credit). The process has been audited. 

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	E. Human Resource Security
	14
	Are employees required to attend information security awareness training?
	1.  FORMCHECKBOX 
No, our organization does not perform security awareness training. 

2.  FORMCHECKBOX 
Yes, our organization has an informal process for security awareness 

            training.

3.  FORMCHECKBOX 
Yes, our organization has a formal process for training only new IT staff 

            in security awareness.

4.  FORMCHECKBOX 
Yes, our organization has a formal process for training all new hires in

            security awareness.

5.  FORMCHECKBOX 
Yes, our organization has a formal process for training all staff in 

            security awareness. Training is performed upon hire, and then reviewed 

            annually. Employees must pass a test that is tracked by either the 

            Information Security group or HR. 

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	E. Human Resource Security
	15

	Does your training program outline the importance of ensuring the proper handling of COMPANY X Data?
	1.      FORMCHECKBOX 
 No

2.      FORMCHECKBOX 
 Yes

         Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	E. Human Resource Security
	16
	Does your organization have a policy that requires HR to immediately notify either IT Security or access administration of terminations and transfers? 


	1.  FORMCHECKBOX 
No.

2.  FORMCHECKBOX 
Yes, we have an informal policy for notifying IT Security or access 
            administration of a termination or transfer.

3.  FORMCHECKBOX 
Yes, we have a formal, documented, manual process/policy for notifying

            IT Security or access administration of a termination or transfer, to
            ensure access is revoked.

4.  FORMCHECKBOX 
Yes, we have a formal, documented, automated process/policy for 

            notifying IT Security or access administration of a termination or 
            transfer, to ensure access is revoked. 

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	E. Human Resource Security
	17
	Has your organization implemented a formal, documented policy to obtain the return of company-owned assets from either terminated or transferred employees? 
	1.  FORMCHECKBOX 
No.

2.  FORMCHECKBOX 
Yes, our organization has an informal policy/process for returning 

            company-owned assets.

3.  FORMCHECKBOX 
Yes, our organization has a formal, documented policy/process for 

             returning company-owned assets. All assets must be returned upon 

             termination. 

4.  FORMCHECKBOX 
Yes, our organization has a formal, documented policy/process for

            returning company-owned assets. All assets are tracked with an 

            inventory system, and must be returned to the company upon

            termination. 

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	F. Physical and Environmental Security
	18
	Does your organization have a Physical Security policy?
	1.  FORMCHECKBOX 
No.

2.  FORMCHECKBOX 
Yes, our organization has an informal, undocumented Physical Security 

            policy.

3.  FORMCHECKBOX 
Yes, our organization has a formal, documented Physical Security 

            policy.

4.  FORMCHECKBOX 
Yes, our organization has a formal Physical Security policy that is

            documented, approved, and communicated.

5.  FORMCHECKBOX 
Yes, our organization has a formal Physical Security policy that is 

            documented, approved, communicated, implemented, and reviewed by 

            auditors on an annual basis. 

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	F. Physical and Environmental Security
	19
	What level of security do you have for visitors coming to your “sensitive” facilities?
	1.  FORMCHECKBOX 
None.

2.  FORMCHECKBOX 
Visitors must sign in at the reception desk.

3.  FORMCHECKBOX 
Visitors must sign in at the reception desk and show an approved 

           government issued ID.

4.  FORMCHECKBOX 
Visitors must sign in at the reception desk, show an approved 

            government issued ID, and be escorted at all times.

5.  FORMCHECKBOX 
No access is allowed to visitors in sensitive areas. 

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	F. Physical and Environmental Security
	20
	How do you protect/restrict physical access to records containing COMPANY X data, and areas where data is stored, processed, or viewed?  


	1.  FORMCHECKBOX 
COMPANY X’s data is stored in a location without a physical access control 

           system.

2.  FORMCHECKBOX 
Physical access is controlled by a person (e.g., receptionist) who is not 

            specialized in physical security, or by a device (e.g., badge reader) that

            is not attended to or actively monitored. 

3.  FORMCHECKBOX 
During the day, physical access is controlled by a trained security staff. 

           After hours, however, access is controlled by a device that is not actively 

           monitored. 

4.  FORMCHECKBOX 
Physical access is controlled by a trained security staff and/or access 

           devices that are actively monitored by trained personnel. Access logs

           are captured and retained for at least 90 days.

5.  FORMCHECKBOX 
Physical access is controlled by a trained security staff and/or access 

           devices that are actively monitored by trained personnel. Access logs

           are captured and retained for at least 90 days. Physical access controls

           have been audited and their effectiveness verified by a third-party 

           vendor. 

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	F. Physical and Environmental Security
	21

	Do you have a documented Physical Access procedure?
	1.     FORMCHECKBOX 
No.

2.     FORMCHECKBOX 
Yes, our organization has a formal, documented Physical Access  

             procedure.

3.     FORMCHECKBOX 
Yes, our organization has a formal Physical Access  

             procedure that is documented, approved, and communicated.

4.     FORMCHECKBOX 
Yes, our organization has a formal Physical Access procedure that is 

            documented, approved, communicated, implemented, and reviewed by 

            auditors on an annual basis. 

5.     FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	F. Physical and Environmental Security
	22
	What level of monitoring is enabled for your security alarm system?
	1.  FORMCHECKBOX 
None. There is no alarm system, or it has not been enabled. 

2.  FORMCHECKBOX 
An alarm system has been installed and enabled, but is not actively 

           monitored outside of the facility.

3.  FORMCHECKBOX 
An alarm system has been installed, and it monitors the facility 24/7/365.

           The alarm system uses a third-party alarm company for monitoring (e.g., 

            Brinks, ADP, Honeywell).

4.  FORMCHECKBOX 
An alarm system has been installed, and it monitors the facility 24/7/365.

           The alarm system is monitored by security staff, contract security 

           personnel, and/or law enforcement personnel trained to respond 

           immediately. The alarm system and response are tested periodically. 

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	F. Physical and Environmental Security
	23
	What level of monitoring is enabled for the fire/smoke alarm system where COMPANY X data is stored?


	1.  FORMCHECKBOX 
There is no fire/smoke alarm system 

2.  FORMCHECKBOX 
The fire/smoke detection system is installed and active but not actively

             monitored.  The alarm sounds locally only. 

3.  FORMCHECKBOX 
The fire/smoke detection system is passively monitored by offsite 

             and/or local emergency services personnel who will respond to the 

             alarm.

4.  FORMCHECKBOX 
The fire/smoke detection system is actively monitored 24/7/365 by 

             onsite and/or local personnel trained to respond to incidents of fire 

             and/or smoke.

5.  FORMCHECKBOX 
The fire/smoke detection system is actively monitored 24/7/365 by

            onsite and/or local personnel and is equipped with a pre-ignition 

            detection system which will notify emergency response personnel prior 

            to a fire developing.
6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	F. Physical and Environmental Security
	24
	Does your organization use a CCTV to monitor access to all sensitive areas where the COMPANY X data is stored? If so, where is the CCTV video stored after that time, and for (at minimum) the next 90 days?   
	1.  FORMCHECKBOX 
No CCTV.

2.  FORMCHECKBOX 
Facility does have a CCTV, but equipment and tapes are not actively 

            monitored. Media is secured for at least 30 days onsite. 

3.  FORMCHECKBOX 
Facility does have a CCTV, and equipment and tapes are actively 

            monitored by trained security personnel. Media is secured for at least 30 

            days offsite. 

4.  FORMCHECKBOX 
Facility does have a CCTV, and equipment and tapes are actively 

           monitored by trained security personnel. Media is secured for at least 

           30-90 days offsite. The ability to retrieve and review past footage has

           been verified by an auditor or independent assessor. 

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management
	25
	Do you perform backups sufficient to restore your systems? 
	1.  FORMCHECKBOX 
No backups are performed. 

2.  FORMCHECKBOX 
Yes, Backups are performed on an ad hoc basis.

3.  FORMCHECKBOX 
Yes, Incremental and full backups are performed on a regular schedule.

4.  FORMCHECKBOX 
 Yes, one or more hot standby systems mirror production servers.

5.  FORMCHECKBOX 
N/A

Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management
	26
	Are your system backups encrypted?
	1.  FORMCHECKBOX 
No

2.  FORMCHECKBOX 
Yes

3.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management
	27
	Where are your backups stored?
	1.  FORMCHECKBOX 
At an unsecured facility (such as an employee’s home). 

2.  FORMCHECKBOX 
Onsite, in a locked cabinet. 

3.  FORMCHECKBOX 
Onsite, in a locked fireproof cabinet.  

4.     FORMCHECKBOX 
Offsite, in a secured facility with physical entry controls and fire 

            Protection

5  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	G. Communications and Operations Management
	28
	Are backups regularly tested?
	1.  FORMCHECKBOX 
No.  Backups are stored but not tested. 

2.  FORMCHECKBOX 
Backups are only tested when something needs to be recovered.

3.  FORMCHECKBOX 
Backups are tested once a year as part of our DR & BCP plans. 

4.     FORMCHECKBOX 
Backups are tested at least quarterly to ensure media and file formats 

             are correct.

5      FORMCHECKBOX 
N/A

4.        Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management
	29
	Does your organization have a formal Change Control/Change Management policy/process that monitors changes approved, and logs all changes made? Has this process been documented, approved, published, communicated, and/or implemented? 
	1.  FORMCHECKBOX 
No. 

2.  FORMCHECKBOX 
Yes, we have Change Control process that is not documented.

3.  FORMCHECKBOX 
Yes, we have a formal Change Control policy that is documented. 

4.  FORMCHECKBOX 
Yes, we have a formal Change Control policy that is documented, 

            approved, published, communicated, and implemented. The policy has 

            been reviewed by either audit or via an external assessment. 

5.     FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	G. Communications and Operations Management
	30
	Does your organization require code reviews and/or approval of all new or modified applications prior to implementation?
	1.  FORMCHECKBOX 
No.

2.  FORMCHECKBOX 
Yes, we have an informal process to review code prior to 

            implementation.

3.  FORMCHECKBOX 
Yes, we have a formal, documented policy to review code prior to

            implementation. 

4.  FORMCHECKBOX 
Yes, we have policy to review code prior to implementation that is 

            documented, approved, published, communicated, and implemented.

            The policy has been reviewed by either audit or via an external

            assessment.

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management
	31
	Does your organization address segregation of duties for access to application, network, or server resources? (This includes segregation between those requesting access, those approving access, and those granting access.) 

Does your process also include periodic reviews of all access granted?   
	1.  FORMCHECKBOX 
No.

2.  FORMCHECKBOX 
Yes, our organization addresses segregation of duties, but only at the 

            server level. Access reviews are conducted on a periodic basis, but not 

            a regular basis. 

3.  FORMCHECKBOX 
Yes, our organization addresses segregation of duties at the application,

            network and server level. Roles are segregated for those requesting, 

            approving, and granting access. Access reviews are conducted on a 

            periodic basis, but not a regular basis. 

4.  FORMCHECKBOX 
Yes, our organization addresses segregation of duties at the application, 

            network and server level. Roles are segregated for those requesting, 

            approving, and granting access. Access reviews are conducted on a

            regular basis and results are documented. 

5.  FORMCHECKBOX 
Yes, our organization addresses segregation of duties at the application,

            network and server level. Roles are segregated for those requesting, 

            approving, and granting access. Access reviews are conducted on a 

            regular basis and results are documented. This control has been 

            verified through an audit or external assessment. 

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     



	Category
	Ques. #
	Question
	Responses

	G. Communications and Operations Management
	32
	Do your systems and workstations have anti-virus and malware software installed that scans the systems on an ongoing basis during the course of the day? If so, is the software configured so that it can not be disabled by users?  
	1.  FORMCHECKBOX 
No, we have no anti-virus or malware software.  

2.  FORMCHECKBOX 
We have anti-virus and malware software, but it only scans at specific 

           internals, not ongoing during the day.

3.  FORMCHECKBOX 
We have anti-virus and malware software that scans on an ongoing 

            basis during the day. Systems are not configured, so users can disable 

            the virus software.   

4.  FORMCHECKBOX 
We have anti-virus and malware software that scans on an ongoing 

            basis during the day. Systems are configured so that users can not 

            disable the virus software.

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management
	33
	Do all external network connections terminate on a firewall configured with a “deny all” rule?
	1.  FORMCHECKBOX 
No.

2.  FORMCHECKBOX 
Yes, some external network connections terminate, but others do not.

3.  FORMCHECKBOX 
Yes, all external network connections terminate with a “deny all” rule.

4.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	G. Communications and Operations Management
	34
	Do you allow telnet, FTP, or any other unsecured protocol into or out of your network?
	1.  FORMCHECKBOX 
Yes.

2.  FORMCHECKBOX 
No, we do not allow telnet, FTP, or other unsecured protocols into or 

            out of our network.

3.   FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management
	35
	Are all network and system devices configured so that system errors and security events are logged, and the log files are protected from alteration by users?
	1.  FORMCHECKBOX 
System errors and security events are not logged, and the log files are 

            not protected.

2.  FORMCHECKBOX 
System errors and security events are logged, but the log files are not

           protected.

3.  FORMCHECKBOX 
System errors and security events are logged, and the log files are

            protected.  

4.  FORMCHECKBOX 
System errors and security events are logged, log files are protected, 

            and all of the procedures have been documented and approved. 

5.  FORMCHECKBOX 
System errors and security events are logged, log files are protected,

            and all of the procedures have been documented and approved. 

            Implementation of this control has been independently verified via an

            audit or external assessment.

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management
	36

	Are the log files reviewed on a scheduled basis?
	1.  FORMCHECKBOX 
No, log files are only reviewed in response to an incident

2.  FORMCHECKBOX 
No, log files are reviewed on an adhoc basis

3.  FORMCHECKBOX 
Yes, log files are reviewed monthly

4.  FORMCHECKBOX 
Yes, log files are reviewed weekly

5.     FORMCHECKBOX 
Yes, log files are actively  monitored daily, the process has been 

            independently verified via an audit.

6.     FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	G. Communications and Operations Management
	37
	Has your organization documented policies and procedures for patching servers, workstations, applications, and network devices?
	1.  FORMCHECKBOX 
No, we do not have policies and procedures for patching.  

2.  FORMCHECKBOX 
We do have policies and procedures for patching servers, workstations,

           applications, and network devices, but they have not been formally

           documented. 

3.  FORMCHECKBOX 
Our policies and procedures for patching servers, workstations, 

            applications, and network devices has been formally documented. 

4.  FORMCHECKBOX 
Our policies and procedures for patching servers, workstations, 

            applications, and network devices have been formally documented, 

             approved, and verified by an audit or external assessment.

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management
	38
	How often do you patch your servers, workstations, applications, and network devices that process, store, and/or view COMPANY X data? (Major patches are viewed as security updates to fix vulnerabilities). 
	1.  FORMCHECKBOX 
Major patches are installed within a month of receiving, minor patches 

            are installed at the convenience of staff. 

2.  FORMCHECKBOX 
Major patches are installed within a week of receiving, minor patches 

            are installed at the convenience of staff. 

3.  FORMCHECKBOX 
Major and minor patches are installed within the first 1-6 business days 

           of receiving.

4.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management
	39
	Are your external network connections monitored by an IPS/IDS or other network monitoring tool that generates alerts when an event is detected? 
	1.  FORMCHECKBOX 
No.

2.  FORMCHECKBOX 
Yes, and the response time is based on the severity level of the alert.

3.  FORMCHECKBOX 
Yes, all alerts are responded to immediately.

4.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	G. Communications and Operations Management
	40
	Does your organization have a wireless network policy that requires: (a) strong encryption, (b) non-broadcast of SSID, and/or (c) two factor authentication?  Is this policy approved, communicated, implemented, and enforced?  


	1.  FORMCHECKBOX 
Yes, we have a wireless network, but we do not have a wireless network

            policy. 

2.  FORMCHECKBOX 
Yes, our policy only requires strong encryption.

3.  FORMCHECKBOX 
Yes, our policy requires strong encryption, non-broadcast of SSID, and 

            two factor authentication.

4.  FORMCHECKBOX 
Yes, our policy requires strong encryption, non-broadcast of SSID, and 

            two factor authentication. Our policies are formally approved,

            communicated, implemented, and enforced. 

5.     FORMCHECKBOX 
 No, we do not have a wireless network. 

6  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management
	41
	If you responded yes to question 41 how often does your organization confirm the configuration or scan your network?
	1.  FORMCHECKBOX 
Our organization does not perform checks or scans of our wireless 

            network.

2.  FORMCHECKBOX 
Our organization has an informal process for performing checks and 

            wireless network scans.

3.  FORMCHECKBOX 
Our organization has a formal, documented process for performing

           checks and wireless network scans.

4.  FORMCHECKBOX 
Our organization has a formal, documented process for performing 

            checks and wireless network scans. This control has been 

            independently verified through an audit or external assessment. 

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	G. Communications and Operations Management
	42
	Is your wireless network physically or logically segregated (via VLAN or firewall) from the networks where your COMPANY X data is stored?
	1.  FORMCHECKBOX 
No, our wireless network is integrated in with our production 

             environment.

2.  FORMCHECKBOX 
Yes, we have an informal policy about how we physically or logically 

            segregate our networks.

3.  FORMCHECKBOX 
Yes, we have a formal, documented policy about how we physically or 

            logically segregate our networks. 

4.  FORMCHECKBOX 
Yes, we have a formal, documented policy about how we physically or

            logically segregate our networks. This control has been independently 

            verified through an audit or external assessment.

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management
	43
	Is COMPANY X data (electronic transmissions and physical electronic media) encrypted prior to being sent outside of your secure environment? 
	1.  FORMCHECKBOX 
No, we do not encrypt COMPANY X data prior to sending out externally. 

2.  FORMCHECKBOX 
Yes, we have an informal, undocumented policy for encrypting some 

           data prior to sending out externally. 

3.  FORMCHECKBOX 
Yes, we have a formal, documented policy for encrypting all data prior to

            sending out externally. 

4.  FORMCHECKBOX 
Yes, we have a formal, documented policy for encrypting all data prior to

            sending out externally. This control has been independently verified 

            through an audit or external assessment.

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management
	44
	Is COMPANY X data encrypted while “at rest” within your environment? 
	1.  FORMCHECKBOX 
No, we do not encrypt COMPANY X data “at rest”.

2.  FORMCHECKBOX 
Yes, our COMPANY X data is encrypted, but we have an informal, 

            undocumented process for encryption.

3.  FORMCHECKBOX 
Yes, our COMPANY X data is encrypted, and we have a formal, documented 

            process for encryption. The policy has been reviewed by either audit or 

            via an external assessment.  

4.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	G. Communications and Operations Management
	45
	Is all COMPANY X data on laptops or other portable devices encrypted?
	1.     FORMCHECKBOX 
No

2.     FORMCHECKBOX 
Yes

       Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management
	46
	Does your organization have a formal physical media policy that covers approving access to physical media devices, reusing media, and disposing of media?  


	1.  FORMCHECKBOX 
No, we do not have any physical media policies.

2.  FORMCHECKBOX 
Yes, we have a physical media policy that covers approving access to

            physical media devices and reusing media.

3.  FORMCHECKBOX 
Yes, we have a physical media policy that covers approving access to 

            physical media devices, reusing media, and disposing of media. 

4.  FORMCHECKBOX 
Yes, we have a physical media policy that covers approving access to

            physical media devices, reusing media, and disposing of media. This 

            policy has been documented, approved, published, communicated, and 

            implemented. 

5.  FORMCHECKBOX 
Yes, we have a physical media policy that covers approving access to 

             physical media devices, reusing media, and disposing of media. This

             policy has been documented, approved, published, communicated, and

             implemented. This policy has been independently verified through an 

             audit or external assessment.

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	G. Communications and Operations Management


	47
	Does your company monitor cyber threats and analyze known denial of service (DDoS) attacks to determine the likelihood of and the impact of the attacks to your business?   


	1.  FORMCHECKBOX 
 Yes

2.  FORMCHECKBOX 
 No             

3.  FORMCHECKBOX 
  N/A 

If you answered Yes - Please explain what process you use in evaluating the threats and attack vectors.      

 FORMTEXT 
     
       

	G. Communications and Operations Management


	48
	How do you detect a DDoS attack?


	1.  FORMCHECKBOX 
 Automated alerts on internal systems

4.  FORMCHECKBOX 
 Performance based alerts from applications             

5.  FORMCHECKBOX 
  N/A 

Comments:      

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	G. Communications and Operations Management


	49
	Do you monitor your Internet facing infrastructure for volumetric attacks? 


	1.  FORMCHECKBOX 
 Yes

2.  FORMCHECKBOX 
 No             

3.  FORMCHECKBOX 
 N/A 

If you answered Yes - Please provide details.      

 FORMTEXT 
     
       

	G. Communications and Operations Management


	50
	If your organization were attacked, how would you mitigate a DDoS attack?


	Check all that apply.

1.  FORMCHECKBOX 
 ISP scrubber

2.  FORMCHECKBOX 
 Edge Routers

3.  FORMCHECKBOX 
 Application filters

4.  FORMCHECKBOX 
 Firewalls

5.  FORMCHECKBOX 
 Separate logical Internet Channels         

6.  FORMCHECKBOX 
 N/A 

Comments:      

 FORMTEXT 
     

	G. Communications and Operations Management
	51
	Do you test your DDoS and mitigation solutions? 


	1. Please describe how you test your solutions:      

 FORMTEXT 
     
2.  FORMCHECKBOX 
 N/A 



	G. Communications and Operations Management
	52
	Do you issue corporate mobile devices?


	1.  FORMCHECKBOX 
 Yes

2.  FORMCHECKBOX 
 No 
3.  FORMCHECKBOX 
 N/A  
Comments:


	Category
	Ques. #
	Question
	Responses

	G. Communications and Operations Management
	53
	What types of mobile devices are allowed?
	Check all that apply.

1.  FORMCHECKBOX 
 Smartphones (iOS, Android, Windows, Blackberry, other)
2.  FORMCHECKBOX 
 Tablets
3.  FORMCHECKBOX 
 Laptops(Windows, OSX, Linux, Chrome)
4.  FORMCHECKBOX 
 N/A 

Comments:      

 FORMTEXT 
     

	G. Communications and Operations Management


	54
	Do you have a formal and documented policy that has to be agreed upon by the users?
	1.  FORMCHECKBOX 
 Company issued equipment
2.  FORMCHECKBOX 
 BYOD

3.  FORMCHECKBOX 
 Both

4.  FORMCHECKBOX 
 Neither

5.  FORMCHECKBOX 
 N/A

Comments:

	G. Communications and Operations Management
	55
	Do you utilize Mobile Device Management (MDM)?  If so, which one?


	1.  FORMCHECKBOX 
 Yes

2.  FORMCHECKBOX 
 No 
3.  FORMCHECKBOX 
 N/A  
Comments:


	Category
	Ques. #
	Question
	Responses

	H. Access Control
	56
	Does your organization have a formal Access Control policy that covers physical and electronic records and includes: 

(a) role-based access for all resources (b) unique IDs for all individuals, (c) restricting or removing the use of Generic IDs, and (d) prohibit the sharing of IDs and other access devices? 
	1.  FORMCHECKBOX 
No, we do not have any formal access control policies.

2.  FORMCHECKBOX 
Yes, we have a formal access control policy for role-based access to

            resources and requires unique id’s for all individuals. 

3.  FORMCHECKBOX 
Yes, we have a formal access control policy for role-based access to 

            resources and requires unique id’s for all individuals. We also restrict or 

            have removed the use of shared Generic IDs. 

4.  FORMCHECKBOX 
Yes, we have a formal access control policy for role-based access to 

            resources and requires unique id’s for all individuals.  We also restrict or

            have removed the use of shared Generic IDs. All of  our policies have 

            been documented, approved, published, communicated, and 

            implemented. 

5.  FORMCHECKBOX 
Yes, we have a formal access control policy for role-based access to

            resources and requires unique id’s for all individuals.  We also restrict or

            have removed the use of shared Generic IDs. All of our policies have 

            been documented, approved, published, communicated, and

            implemented. They have also been independently verified through an 

            audit or external assessment.

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	H. Access Control
	57
	How often does your organization review access rights/access privileges to systems, applications, and networks?
	1.  FORMCHECKBOX 
We do not review access rights/access privileges as needed.

2.  FORMCHECKBOX 
We review access/rights privileges at least annually.

3.  FORMCHECKBOX 
We review access/rights privileges at least quarterly.

4.     FORMCHECKBOX 
We have a formal policy for reviewing access/rights privileges at least 

            quarterly and it is audited by an independent 3rd party.

4.  FORMCHECKBOX 
We have a formal policy for reviewing access/rights privileges, at least 

            annually and it is audited by an independent 3rd party. 

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	H. Access Control
	58

	Are systems required to block system access after a pre-determine number of unsuccessful logon attempts?
	1.     FORMCHECKBOX 
No

2.     FORMCHECKBOX 
Yes

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	H. Access Control
	59
	Does your organization have a formal password policy that prohibits password sharing, that requires passwords to be changed at initial login and requires passwords to be changed at periodic intervals.


	1.  FORMCHECKBOX 
No, we do not have a policy for passwords.

2.  FORMCHECKBOX 
Yes, we have a policy that prohibits password sharing between users.

3.  FORMCHECKBOX 
Yes, we have a policy that prohibits password sharing between users, 

            and requires that passwords be changed upon initial log on.

4.  FORMCHECKBOX 
Yes, we have a policy that prohibits password sharing between users, 

            and requires that passwords be changed upon initial log on. The policy 

            also requires subsequent passwords to be changed at regularly 

            scheduled interviews (e.g., every 90 days). 

5.  FORMCHECKBOX 
Yes, we have a policy that prohibits password sharing between users, 

            and requires that passwords be changed upon initial log on. The policy 

            also requires subsequent passwords to be changed at regularly 

            scheduled interviews (e.g., every 90 days). This policy has been

            documented, approved, published, communicated, and implemented. 

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	H. Access Control
	60
	Are passwords required to be encrypted and or stored in a location or format that does not comprise the security of the data they protect?
	1.     FORMCHECKBOX 
No

2.     FORMCHECKBOX 
Yes

       Comments:     

 FORMTEXT 
     

	H. Access Control
	61
	Does your organization allow developers access to production environments?


	1.  FORMCHECKBOX 
 Yes, our developers are allowed full access to production environments,

            or environments that contain COMPANY X data. This access is not monitored.        

2.  FORMCHECKBOX 
Yes, our developers are allowed full access to production environments,

            or environments that contain COMPANY X data. All access is monitored and 

            logged. 

3.  FORMCHECKBOX 
Yes, our developers are allowed read only full access to production 

             environments or environments that contain COMPANY X data. 

4.  FORMCHECKBOX 
No, our developers are not allowed access to production environments. 

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	H. Access Control
	62
	Does your organization allow developers access to production data in a non-production environment?
	1.  FORMCHECKBOX 
Yes, our developers are allowed full access to production data in a non-

            production environment. This access is not monitored.

2.  FORMCHECKBOX 
Yes, our developers are allowed full access to production data in a non-

            production environments. All access is monitored and logged.

3.  FORMCHECKBOX 
Yes, our developers are allowed read-only access to production data in 

            a non-production environment. 

4.  FORMCHECKBOX 
No, our developers are not allowed access to production data in a non-

            production environments.

5.   FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	I. Information Systems Acquisition Development and Maintenance
	63
	Does your organization have a formal system development lifecycle policy that includes application development and testing? 
	1.  FORMCHECKBOX 
No, we do not have a formal policy for system development lifecycles. 

2.  FORMCHECKBOX 
Yes, our organization has an informal policy for system development

            lifecycles.

3.  FORMCHECKBOX 
Yes, our organization has a formal, documented policy for system 

            development lifecycles.  

4.  FORMCHECKBOX 
Yes, our organization has a formal, documented policy for system 

            development lifecycles. The policy has been documented, approved, 

            published, communicated, and implemented. 

5.  FORMCHECKBOX 
Yes, our organization has a formal, documented policy for system 

            development lifecycles. The policy has been documented, approved, 

            published, communicated, and implemented. The policy has also been 

            independently verified through an audit or external assessment group.

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	I. Information Systems Acquisition Development and Maintenance
	64
	Is production data ever used in testing? 
	1.  FORMCHECKBOX 
Yes, we use unmasked production data for testing.

2.  FORMCHECKBOX 
Yes, we used masked or sanitized production data for testing. 

3.  FORMCHECKBOX 
Yes, we used masked or sanitized production data for testing. The 

            process is tightly controlled and overseen by senior management.

4.  FORMCHECKBOX 
No. 

5.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	I. Information Systems Acquisition Development and Maintenance
	65
	Are development, testing, and production environments segregated?
	1.  FORMCHECKBOX 
No

2.  FORMCHECKBOX 
Yes

3.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	I. Information Systems Acquisition Development and Maintenance
	66
	Does your organization have a formal vulnerability assessment policy? Does it require assessments on all systems, applications, and networks that store COMPANY X data? Does it identify issues by severity; and are issues identified as high risk remediated immediately?
	1.  FORMCHECKBOX 
No, we do not have a formal vulnerability policy.

2.  FORMCHECKBOX 
Yes, we have an informal vulnerability policy that requires assessments 

            on all systems, applications, and networks that store COMPANY X data.

3.  FORMCHECKBOX 
Yes, we have a formal, documented vulnerability policy that requires 

            assessments on all systems, applications, and networks that store 

            COMPANY X data.

4.  FORMCHECKBOX 
Yes, we have a formal, documented vulnerability policy that requires 

            assessments on all systems, applications, and networks that store 

            COMPANY X data. The policy has also been independently verified through

            an audit or external assessment group.

5.  FORMCHECKBOX 
Yes, we have a formal, documented vulnerability policy that requires

            assessments on all systems, applications, and networks that store

            COMPANY X data. The policy has also been independently verified through 

            an audit or external assessment group. The policy also identifies issues

            by severity, and tries to immediately remediate issues that have been 

            identified as high risk.

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	I. Information Systems Acquisition Development and Maintenance
	67
	Does your organization perform penetration testing of all Internet-facing applications? If high risks issues are identified, are they corrected within 90 days?  
	1.  FORMCHECKBOX 
No, we do not perform any penetration testing.

2.  FORMCHECKBOX 
Yes, we perform informal penetration testing. High Risk issues are 

            usually corrected within 180 days of being identified.   

3.  FORMCHECKBOX 
Yes, we have a formal, documented process for penetration testing.

             High Risk issues that have been identified are usually corrected within 

             90 days.

4.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	I. Information Systems Acquisition Development and Maintenance
	68
	How often does this penetration testing of Internet-facing applications occur? 
	1.  FORMCHECKBOX 
No, we do not perform any penetration testing.

2.  FORMCHECKBOX 
Penetration testing occurs only after a problem or breach has occurred. 

3.  FORMCHECKBOX 
Penetration testing occurs on an annual basis.

4.  FORMCHECKBOX 
Penetration testing occurs quarterly.

5.  FORMCHECKBOX 
Penetration testing occurs monthly. 

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	J. Information Security Incident Management
	69
	Does your organization have a formal incident response policy that requires employees to report all potential incidents, notify clients or other affected persons or parties in the event of a breach, conduct post incident reviews, and implement corrective actions? Does the incident response team have clearly defined roles?  
	1.  FORMCHECKBOX 
No, we do not have an Incident Response policy.

2.  FORMCHECKBOX 
Yes, we have an informal Incident Response policy for reporting 

            incidents.

3.  FORMCHECKBOX 
Yes, we have a formal, documented Incident Response policy for 

            reporting incidents, and notifying COMPANY X in the event of a breach.

4.  FORMCHECKBOX 
Yes, we have a formal, documented Incident Response policy for 

            reporting incidents, and notifying COMPANY X in the event of a breach. The 

            policy has been documented, approved, published, communicated, and 

            implemented. 

5.  FORMCHECKBOX 
Yes, we have a formal, documented Incident Response policy for

            reporting incidents, and notifying COMPANY X in the event of a breach. The 

            policy has been documented, approved, published, communicated, and 

            implemented. Incident response is tested and audited 

            periodically.

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	K. Business Continuity/Disaster Recovery


	70
	Does your organization have a formal Business Continuity/Disaster Recovery plan?
	1.  FORMCHECKBOX 
No, our organization does not have a BCP/DR plan. 

2.  FORMCHECKBOX 
Yes, we have a formal BCP/DR plan that has been documented, 

            approved, published, communicated, and implemented. 

3.  FORMCHECKBOX 
Yes, we have a formal BCP/DR plan that has been documented, 

            approved, published, communicated, and implemented. The plan is 

            periodically reviewed by senior management, and tested at least once 

            annually.

4.  FORMCHECKBOX 
Yes, we have a formal BCP/DR plan that has been documented, 

            approved, published, communicated, and implemented. The plan is 

            periodically reviewed by senior management, and tested at least once 

            annually. The plan is updated after testing to ensure “lessons learned” 

            are also documented. 

5.  FORMCHECKBOX 
Yes, we have a formal BCP/DR plan that has been documented, 

             approved, published, communicated, and implemented. The plan is 

             periodically reviewed by senior management, and tested at least once 

             annually. The plan is updated after testing to ensure “lessons learned” 

             are also documented. At least once a year the plan also undergoes a 

             business  impact analysis, to determine the impact on business if a 

             disaster was to occur.

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	K. Business Continuity/Disaster Recovery


	71
	How often does your company conduct risk assessments for processes to be included in the plan?
	1.  FORMCHECKBOX 
Risk assessments are not performed.

2.  FORMCHECKBOX 
Risk assessments are performed on an ad hoc, as needed basis. 

3.  FORMCHECKBOX 
Risk assessments are performed on an annual basis. 

4.  FORMCHECKBOX 
Risk assessments are performed on a quarterly basis. 

5.  FORMCHECKBOX 
Risk assessments are performed on a monthly basis.   

6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     


	Category
	Ques. #
	Question
	Responses

	K. Business Continuity/Disaster Recovery
	72
	Does your company conduct a Business Impact Analysis?
	1.  FORMCHECKBOX 
Business impact analysis is not performed.

2.  FORMCHECKBOX 
Business impact analysis is performed on an ad hoc, as needed basis. 

3.  FORMCHECKBOX 
Business impact analysis is performed on an annual basis. 

4.  FORMCHECKBOX 
Business impact analysis is performed on a quarterly basis. 

5.  FORMCHECKBOX 
Business impact analysis is performed on a monthly basis.  
6.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
      

	 K. Business Continuity/Disaster Recovery
	73
	Does the Business Continuity Plan document all current contact information for key personnel and their alternates, for critical vendors and service providers?
	1.  FORMCHECKBOX 
The BCP does not document critical vendors and service providers.

2.  FORMCHECKBOX 
The BCP does document critical vendors, alternate vendors, and 

            service providers.  

3.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	K. Business Continuity/Disaster Recovery
	74
	Is the Business Continuity Plan tested annually?
	1.  FORMCHECKBOX 
No, the plan is not tested annually.

2.  FORMCHECKBOX 
Yes, the plan is tested annually. 

3.  FORMCHECKBOX 
N/A

       Comments:     

 FORMTEXT 
     

	K. Business Continuity/Disaster Recovery
	75
	Please provide the following information regarding your disaster recovery capabilities:


	1.  FORMCHECKBOX 
Recovery Time Objective (in hours): 

2.  FORMCHECKBOX 
Recovery Time Achieved (in hours):

3.  FORMCHECKBOX 
Recovery Point Objective (in hours):

4.  FORMCHECKBOX 
Recovery Point Objective (in hours):

5.  FORMCHECKBOX 
N/A

6. Comments:

	K. Business Continuity/Disaster Recovery
	76
	How frequently do you test your disaster recover capabilities (e.g., semi-annual, annual, etc.)?
	1.  FORMCHECKBOX 
 Semi – annual

2.  FORMCHECKBOX 
 Annual

3.  FORMCHECKBOX 
Recovery Point Objective (in hours):

4.  FORMCHECKBOX 
Other

5.  FORMCHECKBOX 
N/A


	Category
	Ques. #
	Question
	Responses

	K. Business Continuity/Disaster Recovery
	77
	When was your last DR test?
	1.  Date:

	K. Business Continuity/Disaster Recovery
	78
	When is the next DR test planned?
	1. Date:

	L. Compliance
	79
	Does your organization undergo a formal 3rd party review of controls that includes testing and certification/attestation? e.g. SAS 70 Type II, Systrust, ISO 27001, ISO 9001, FISAP, etc...
	1.  FORMCHECKBOX 
No.

2.  FORMCHECKBOX 
Yes, attached is a copy of the most recent report.

       Comments:     

 FORMTEXT 
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