Data Security Checklist (Version 2/8/2016)
This checklist is for individuals or groups requesting data extracts either directly from or through certified JHM Analytic Team as well as researcher collecting data in the field. 

You should have already completed a Data Security profile and characterized one or more questions as requiring additional risk review. These may be due to the fact that you intend to share part or all of the data with a third party, that it is not being stored solely on an IT@JH data center server, complex or non-standard access, storage or sharing, web accessibility, or another risk factor.

This checklist covers essential security controls for your Data containing E-PHI, PII or other sensitive information.  It is designed to cover areas of particular concern but is in no way exhaustive. You should also review the JHU policies, standards, and guidance on HIPAA compliant use of Data and consider the specific risks related to the electronic storage of Data before completing the checklist.  For information on servers, work stations/laptops, and encryption, contact your LAN administrator or your division or department IT help desk and request assistance in completing this document.
The checklist should be updated at any time you make substantial changes to Data or its configuration, as well as at the time of submission of your continuing review application. For comments and questions about use of electronic systems that contain PHI, please contact itpolicy@jhu.edu. 
Responses to this form must be typed and saved as a word document attached to your data request.

1. Describe all the places that will store the data and for what purpose.

Server
Complete the following table for any server that will store the data. Then complete the Server Protection section.
	Location
	

	Administrator(s) name and contact information
	

	Type 
(Database, Fileshare, shared network drive, virtual desktop infrastructure)
	

	Operating system/Technology platform
	


	Location
	

	Administrator(s) name and contact information
	

	Type 
(Database, Fileshare, shared network drive, virtual desktop infrastructure)
	

	Operating system/Technology platform
	


Copy the tables above if more than two servers will be used.

Workstation/Laptop

Complete the following table for any workstation that will store the data. Then complete the Physical Security section.

	Location
	

	Workstation ID
	

	Encryption status
	

	Reason for storing on workstation
	


	Location
	

	Workstation ID
	

	Encryption status
	

	Reason for storing on workstation
	


Copy the tables above if more than two servers will be used.

2. Identify all users who will have access to the data.

Enter the name and JHED ID for all users who will have access to the data. If non-JH individuals will have access to the data, indicate the email address of that individual. Your user list should be kept up-to-date and all users no longer requiring access should be de-provisioned in a timely manner. 
	Name
	JHED ID (if non-JH, use email address)

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


3. List File sharing techniques
Select the file sharing techniques you will use to share data with project participants. Select all that apply.


 FORMCHECKBOX 

JH-Managed network file share  (in the IT@JH data center)
 FORMCHECKBOX 

JHBox
 FORMCHECKBOX 

JH Sharepoint

 FORMCHECKBOX 

JH JIRA/Confluence
 FORMCHECKBOX 

JH REDCap 

Avoid  external file sharing services (e.g. Box, Dropbox, One Drive),portable media, and email as file sharing mechanisms. 
4. Collaboration 
This section ensures controls are in place for secure collaboration.
	1
	For any workstation or server entered, have you received a completed Hopkins Hosted Application Checklist (see Appendix) or equivalent certification or documentation?
	

	2
	Specifically for access control and user management (e.g. access control lists, unique ID’s, file-sharing approaches) are all collaborators following these requirements set forth in the Hopkins Use of Data Agreement?

a. that access is managed through authorization and authentication is managed through unique accounts and de-provisioned as appropriate;

b. that a current list of individuals authorized to access the data set is maintained and individuals no longer authorized to access the data set are removed promptly;

c. that Data is not transmitted outside of Hopkins or stored on portable media or devices (e.g., laptops) unless encrypted;

d. that Data is stored only on a managed Hopkins server that is configured and monitored according to Hopkins standards; and

e. that all devices used to access the data be 1) managed by IT at Johns Hopkins, 2) use the Virtual Desktop Interface for data access, 3) use remote desktop for data access, or 4) have up-to-date patching (e.g., OS Flash Java) and endpoint/anti-virus protection (e.g., MS Endpoint protection).
	


5. Server Protection

These questions are directed to teams that are not using an IT@JH data center server for storing Data and provide a threshold for servers outside of IT@JH.
	1
	Are all or servers that will be used to store the 

Data managed by trained staff familiar with Hopkins IT standards and practices?


	

	2
	Are all servers actively monitored and access logged and monitored through IT@JH Systems Center? Do you review event logs routinely and trigger on anomalous events?


	

	3
	Do server configuration and management follow a build and/or configuration checklist approved by the Hopkins ICSC (e.g. Windows Server Security Standards)?
	

	4
	Is the server registered in the IT@JH Tenable/NESSUS scanning tool for scans to be administered at least once per quarter?
	

	5
	Does remote server administration require multi-factor authentication of administrative users for systems and databases?
	

	6
	Are any password-protected files stored in folders/directories that have logged individual access? As stated in the Use of Data Agreement, access credentials must be unique to the individual.
	

	7
	If Web or mobile app is used, has the website been developed in accordance with Hopkins and or OWASP guidance and is the site actively maintained and updated (see Hopkins Web Checklist)?
	

	8
	For cloud storage, are all Data encrypted in storage and does the cloud vendor have an agreement with Hopkins to preserve security and confidentiality?
	


6. Physical Security

These questions are directed to teams that are not using an IT@JH data center server for storing Data.

	1
	Has the entire project team agreed to follow Hopkins policies and: 
· encrypt all devices used to store Data including personally owned workstations ?  
Encryption must be full disc Encryption (e.g. FileVault, Bitlocker, native encryption on iOS and Android).

· Provide endpoint protection and monitoring
	

	2
	Are machines storing Data located in secured enclosed areas, access restricted areas, locked rooms, etc. to protect against physical threats?
	

	3
	Are media storing Data (e.g. DVDs, backups, flash drives) encrypted and secured in locked rooms, cabinets or the like?
	

	4
	Are machine hard drives or media storing Data destroyed or otherwise rendered unreadable prior to disposal?
	


7. Data Access

Only those individuals with a business need to access Data are authorized to have access. Data custodians must address whether a user has a need-to-know and whether the minimum necessary Data is made available for access.    

	1
	Do you have a documented process for quickly adding and removing individuals from the authorized access list (hence terminating access to Data)?


	

	2
	Do you track when individuals who are authorized to access the Data leave Johns Hopkins yet are still authorized to access Data?


	

	3
	Are users of Data instructed to avoid email messaging for transfer and use encrypted Johns Hopkins file sharing services instead?


	


8. Other Risk Factors

There may be unique characteristics of the project for which the data are used that would create additional privacy and security risks (e.g. adoption of untested technologies, possible expansion of scope, extraordinary regulatory requirements [Europe, FISMS]). Please discuss these below if any and your approaches to mitigate risk.
If end users will have DBA equivalent access to the underlying Database, that should be noted.

	
	Risk Factor
	Mitigation Control

	
	
	

	
	
	

	
	
	

	
	
	


If you require assistance in developing your e-PHI application to be HIPAA compliant, please contact itpolicy@jhu.edu
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