
Towards a common ESS  IT security framework

1. Introduction

Council Reg 223/2009 in its preamble states that “The confidentiality of data should satisfy the same principles in all the Member States” and “For that purpose, it is necessary to establish common principles and guidelines ensuring the confidentiality of data used for the production of European statistics and the access to those confidential data with due account for technical developments and the requirements of users in a democratic society.”

The vision 2.0 document agreed by the ESSC emphasizes the need for a secure communication channel between ESS members: 
· "In the long run we will explore the potentials of setting up a protected data exchange area, in which the exchange of micro data does not cause any data privacy or security concerns in any Member state. Since the partners of micro data exchange should be capable of implementing the highest data protection standards, we will explore starting the micro data exchange network within the partnership of statistical producers in the ESS only….
· It requires the development of appropriate technical and organisation measures to manage the risks and in so doing protect statistical confidentiality and provide appropriate mechanisms to react to any breach of security swiftly and effectively. 
· Above all, the procedures accompanying micro data exchange will be organised in a transparent way, so as to build-up mutual trust based on evidence….
· common secure IT network for data exchange…
· …We will investigate the appropriateness and possibility of statistical institutes fulfilling the role of a trusted third party through which market competitors can share information without risk of disclosing sensitive data… "
Statistical information is one of the primary assets of the ESS and should be protected in order to preserve the reputation of the ESS system and of all its members. 
The security framework is achieved through a comprehensive risk analysis and by implementing security controls where risk reduction is needed. Security controls are the technical or administrative safeguards or counter-measures used to avoid, counteract or minimize loss or unavailability due to threats acting on their matching vulnerability, i.e., security risk.

The selection and implementation of the security controls for information systems and organizations are important tasks that can have major implications on the operations and assets of organisations.
Security controls are designed to: 

(i) protect the confidentiality, integrity, and availability of information that is processed, stored, and transmitted by those systems/organizations; and 

(ii) satisfy a set of defined security requirements.
In order to define and elaborate the principles and guidelines ensuring the confidentiality, integrity and availability of the data used for statistical production, an Expert Group on IT security regrouping some ESS members under the chair of Eurostat was set up in October 2012. 
The Expert Group started its activities with a first survey of the ESS members on their IT Security framework in order to have an overview of the different practices and usage in the Member States. Following this survey, the Expert Group decided that due to the very heterogeneous landscape regarding security, it was necessary to establish a common basic framework for IT security in the Member States containing basic controls to be put in place in order to build mutual trust and confidence.
In its August 2015 document "Exchange of micro-data for statistical purposes: from risk identification to risk mitigation", the VIG
 identified the risks related to "Information and IT security", "Reputation and trust" as well as the risk associated to "Data confidentiality/disclosure control" as major obstacles for the implementation of the vision. It therefore considered the activities of the Expert Group in the elaboration of the 'ESS IT Security Framework' as one of the major mitigation actions for reducing the risks associated to microdata exchange.
The implementation of the proposed IT security framework would be a condition 'sine qua non' for an ESS member to be considered as a trusted partner in the ESS in terms of security of its IT assets. The Expert Group also produced guidelines regarding the implementation of the framework and the way to ensure its correct implementation (assurance, audit), including reporting to adequate ESS governance bodies. 
The DGINS in its meeting of September 2015 endorsed the activities of the Expert Group as one of the mitigation actions regarding the risk associated with the exchange of micro data for statistical purposes. It supported the implementation of the IT security framework and of the assurance mechanism and governance of the framework. The ESSC is the ultimate owner of the Common ESS IT Security Framework.
2. Objectives

The objective of this document is to present a common framework applicable to all and between ESS members on the security measures to be put in place in order to build common and mutual trust.

The purpose is to provide the basic specifications and guidelines of the security controls to be implemented by the organizations and information systems supporting the ESS.

The framework and related guidelines have been developed to achieve more secure information systems and effective risk management within the ESS by: 

· Facilitating a more consistent, comparable, and repeatable approach for selecting and specifying security controls for information systems and organizations; 

· Providing a stable list of security controls meeting current information protection needs and the demands of future protection needs based on changing threats, requirements, and technologies; 

· Creating a foundation for the development of assessment methods and procedures for determining security control effectiveness;

· Facilitating communication and information exchange among ESS members regarding IT security;

This “Core Security Framework” for the European Statistical System would be a mandatory framework developed by the IS4EG Expert Group. To comply with this standard, NSIs have first to determine the security category based on risk assessments of their information systems and apply the framework. However, NSIs would have the flexibility in applying the baseline in accordance with the guidelines.
3. Information Classification
ESS members are mainly dealing with classified and sensitive information resident on their national security systems without all users having the necessary authorizations to access all of the information. For that purpose, additional security controls are required to ensure that information requiring higher level of protection is not accessed by unauthorized users. 
When classified/sensitive information is being processed, stored, or transmitted on information systems that are shared by multiple ESS partners, it is important to know the level of protection and relevant controls decided by the owner/author of the information and to be applied to all partners. 
It is therefore important to have a common information classification scheme for all confidential/sensitive information being exchanged by ESS members and their relative national protection level.
4. A RISK based approach for the ESS
Risk-based approaches to security control selection and specification consider effectiveness, efficiency, and constraints due to applicable laws, directives, policies, regulations, standards, and guidelines. 
The risk framework or risk management cycle to be applied would be (following the Deming circle PLAN-DO-CHECK-ACT):
Step 1: Categorize/Classify the information system; PLAN
Step 2: Select the applicable security control baseline based on the results of the security categorization and apply tailoring guidance; PLAN
Step 3: Implement the security controls and document the design, development, and implementation details for the controls; DO
Step 4: Assess the security controls to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system; CHECK
Step 5: Authorize information system operation based the risk assessment; ACT
Step 6: Monitor the security controls in the information system and environment of operation on an ongoing basis to determine control effectiveness, changes to the system/environment, and compliance to legislation, directives, policies, regulations, and standards. 
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Source: Managing Risks and NIST 800-53

Selecting the adequate security controls for information systems in order to mitigate the risks requires a fundamental understanding of the organisation, its mission and business functions as well as the information systems supporting it, including the operating environments. 
With that understanding, ESS partners can demonstrate how they most effectively assure the confidentiality, integrity, and availability of information and information systems supporting mission/business needs that is the adequate protection of confidential information under their responsibility. 
A risk-based approach is proposed for two important business cases common to all ESS members: transmission and reception of confidential information and storage/management of confidential information for production purposes.
Based on the identified risks for the two related business cases, the list of ISO27002 controls have been revised and classified according to their importance and need for reducing the risk levels.

5. Assurance and Trust
The following elements taken from NIST
 are particularly relevant for the needs of the ESS IT security framework: “Trust, in general, is the belief that an entity will behave in a predictable manner while performing specific functions, in specific environments, and under specified conditions or circumstances. The entity may be a person, process, information system, system component, system-of-systems, or any combination thereof. From an information security perspective, trust is the belief that a security-relevant entity will behave in a predictable manner when satisfying a defined set of security requirements under specified conditions/circumstances and while subjected to disruptions, human errors, component faults and failures, and purposeful attacks that may occur in the environment of operation. Trust is usually determined relative to a specific security capability and can be decided relative to an individual system component or the entire information system”
In the current case, trustworthiness between ESS partners would mean the belief that all ESS members preserve with the same degree of confidence: the confidentiality, integrity, and availability of the information being transmitted to them during its processing, storage and further transmission.

Two fundamental elements affecting trust and trustworthiness are security functionality and security assurance:
· Security functionality is typically defined in terms of the security features, functions, mechanisms, services, procedures, and architectures. 

· Security assurance is the measure of confidence that the security functionality is implemented correctly, operating as intended, and producing the desired outcome.
ESS members need to build appropriate chains of trust when dealing with the many issues associated with information system security. This level of trust between ESS partners should be extended to any service providers providing services to the organizations and that those services receive the adequate protection. The chain of trust can then be complicated due to the number of entities participating in the consumer-provider relationship and the types of relationships between the parties.
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5.1. Security Capability 

Security capabilities are a precursor to the security control selection process. Security capability provides a shorthand method of grouping security controls that are employed for a common purpose or to achieve a common objective e.g. secure remote authentication. This capability can be achieved by the selection and implementation of a set of security control.
As initial case for the ESS IT security framework, two important security capabilities are envisaged: transmission of confidential information and storage/management of confidential information.
This becomes an important consideration, for example, when assessing security controls for effectiveness
6. Types of controls

Controls can be classified according to their objectives:

	· Deterrent: the control reduces the threat, deterring hackers from attacking a given system for example.

	· Avoidance: the control reduces the impact, or avoids the situation presenting a risk.

	· Prevention: the control reduces the vulnerability: most security controls act in this way.

	· Detection: the control helps identify an event or incident as soon as possible, generally triggering reactive measures.

	· Reaction: the control helps minimise the impact of incidents by prompt reaction.

	· Recovery: the control helps minimise the impact of incidents by aiding the restoration of normality, or at least a fallback service.


Activity phase controls can be either physical, procedural, logical or legal.
· Physical controls e.g. fences, doors, locks and fire extinguishers;

· Procedural/administrative controls e.g. incident response processes, management oversight, security awareness and training;

· Logical controls e.g. user authentication (login) and logical access controls, antivirus software, firewalls;

· Legal and regulatory or compliance controls e.g. privacy laws, policies and clauses.
All of these elements are critical to the creation of an effective control environment. However, these elements do not provide clear guidance on measuring the degree to which the controls mitigate the risk.
7. Selecting Compensating Security Controls 

Organizations may find necessary on occasion to employ compensating security controls. Compensating controls are alternative security controls employed by organizations in place of proposed controls.
This may occur, for example, when organizations are unable to effectively implement specific security controls in the baselines or when, due to the specific nature of the information systems or environments of operation, the controls in the baselines are not a cost-effective means of obtaining the needed risk mitigation. Compensating controls may be employed by organizations under the following conditions: 

· Organizations provide supporting rationale for how compensating controls provide equivalent security capabilities for organizational information systems and why the baseline security controls could not be employed; and 

· Organizations assess and accept the risk associated with implementing compensating controls in organizational information systems 

8. Follow-up, audit and compliance

There are several key questions that should be answered by organizations when addressing the information security considerations for information systems: 

· What security controls are needed to satisfy the security requirements and to adequately mitigate risk incurred by using information and information systems in the execution of organizational missions and business functions? 

· Have the security controls been implemented, or is there an implementation plan in place? 

· What is the desired or required level of assurance that the selected security controls, as implemented, are effective in their application? 
Organizations being part of the ESS will have to ensure adequate implementation of the necessary security controls to the other partners in order to build trust in the way to manage and use classified and sensitive information transferred to them.

9. IT security Framework composition

The attached proposed framework is composed of multiple artefacts:

· Risk assessment for the two basic security capabilities

· Controls entry pack

· Guidelines

· Self-assessment

� Vision Implementation Group.
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