Application Security Assessment Questionnaire

1. Brief outline of the application: it's purpose, intended audience and the types of transactions it
perform.
2. What are the development platforms for the application (J2EE/.NET)? What is the development

language used ?(Java, C/C++).
3. What are the target operating systems for the application?

4, How many privilege levels of users are expected to be in the application? [e.g. end-user with
read-only access, supervisors with read and modify access, administrators with create user privileges,
help desk engineers with read access etc.]

5. How many external systems does the application interfaces with? (These include systems like
external LDAP authentication servers, Databases, content Management systems, third-party Payment
Gateways, etc.)

6. If Security code review / testing, please provide numbers of modules with approximate number
of lines

7. How many Pages are there in the application?

8. Number of static pages & Dynamic pages in application?

9. How many html pages/forms that take user input does the application have?

10. Approximately how many business logic components will be deployed on the application layer?



