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1.0  INTRODUCTION 
 
Developing Capital projects is a challenging, difficult and often lengthy process involving 
potentially significant risks.  Engineering and other interdisciplinary design professionals face 
a plethora of technical, operational and process decisions that they are held accountable for.  
Their level of expertise, ability to understand and manage risk and decision making processes 
can have significant influence on the final outcome of a project and its success.  Risk 
management decisions made on a daily basis, compounded by over one thousand active 
projects currently being developed to produce the Capital Program, brings this important 
practice into perspective.  
 
This guide for Capital project risk management is intended to provide guidance and direction 
for practicing risk management for Capital transportation project development.  It serves to 
provide project managers, developers, consultants, team leaders, and team/squad members with 
guidance, policy and procedures specific to risk management.  The guide will provide 
direction, outline appropriate methods and techniques used for risk management decision 
making and aid in the effective management of project risks, including threats and 
opportunities.  
 
For the purposes of this document, risk management is defined as: the intentional, systematic 
process of planning for, identifying, analyzing, responding to, monitoring and controlling 
Capital project related risks.  Risk management involves people, processes, tools, and 
techniques that will contribute, to the greatest extent possible, to maximizing the probability of 
successful results.  Risk management will also, to the greatest extent possible, help minimize 
the likelihood, probability and consequence of adverse effects within the context of the overall 
project objectives.  It is a valuable tool for better ensuring desired project outcomes are 
achieved within cost, schedule, scope and quality while meeting customer expectations.   
 

 
                Figure 1 
     Source: FHWA 
 
 

CHAPTER 1   INTRODUCTION 

Risk management is the intentional, 
systematic process of planning for, 
identifying, analyzing, responding to, 
monitoring and controlling Capital 
project related risks. 

Not adequately attending to risk is a 
leading cause of project failure.
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It has been demonstrated that the most effective risk management practices for project 
development begin in the planning stages, continues through design and culminates at the 
completion of construction1. The primary purpose of risk management is to effectively 
identify, quantify, mitigate and control risks so that they have a negligible effect on project 
outcomes or, at a minimum, are reduced to the greatest extent possible.   
 
This guidance supersedes any other New York State Department of Transportation manuals on 
Risk Management (RM) for project development and delivery.  Where risk management 
requirements identified in other manuals conflict with this manual, this guide shall take 
precedence. 
 
 
1.1  OVERVIEW, PURPOSE, AND USE 
 
1.1.1   Overview: The Complex Nature of Risk in Highway Project Delivery 
 
Transportation projects are complex endeavors. Risk assessment for these projects is likewise a 
complex process.  Risk events are often interrelated. Occurrence of a technical risk usually 
carries cost and schedule consequences.  Schedule risks typically impact cost escalation and 
project overhead. One must carefully consider the likelihood of a risk’s occurrence and its 
impact in the context of a specific set of project conditions and circumstances. A project’s 
goals, organization, and environment influence every aspect of a given risk assessment. Some 
projects are primarily schedule driven; other projects are primarily cost or quality driven.  
Whether a specific risk event is perceived fundamentally as a cost risk or a schedule risk is 
governed by the project-specific context.  
 
The risk management guide covers the complete project development and delivery process, 
beginning from planning and environmental documentation through project execution and 
closeout. The procedures, format and content of this document have been developed based on 
“best practices” in the risk management industry to meet the specific needs and requirements 
of the Department and the State of New York, and to assure risk management is practiced in 
conformance with applicable Federal and State laws and regulations.  Risks associated with 
project development are to be managed in accordance with this guide. 
 
An overarching perspective on risk management is highlighted in Figures 1 and 2.  The major 
steps involved with risk management relative to the fundamentals contained in this guidance, 
establish a sound framework for how risk management is to be practiced during the 
development and delivery of projects.  
 

                                                 
1 A Guide to the Project Management Body of Knowledge (PMBOK® Guide), Project Management Institute, 
2004 
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Figure 2 

Source: FHWA 
 

The Capital Project Risk Management Process described in this guidance is intended to aid in 
the effective management of project risks, both threats and opportunities.  To effectively 
manage risk, a concerted effort is necessary from all members involved with developing a 
project including the project manager, project sponsor, and project team members.  Each 
should be involved in the joint development of a written risk management plan that will enable 
them to systematically identify, quantify, assess, prepare responses for, monitor, and control 
risks associated with project development. Figure 2 shows a conceptual illustration of the 
process.  A more detailed illustration of the process is shown in figure 8.    
 
Risk management is a practice that is conducted throughout the project development process.  
Identified potential risks are quantified and a response action incorporated within a risk 
management plan.   The risk management plan must be effectively executed and monitored in 
order to best mitigate adverse effects while promoting opportunities and favorable outcomes.   
The project manager and risk management team must conduct a frequent, comprehensive 
review of all potential project risks, progress made in addressing them, indicating where risks 
are being effectively handled and where additional actions and resources may be needed.  
 
Risk Management Fundamentals 
 

  
Figure 3 

Source: DMJM Harris 
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Identifying all possible project related risks is an arduous and challenging task.  There is little 
doubt that today’s transportation projects continue to grow in their level of complexity.  
Complexity can be driven by several factors such as: heightened stakeholder awareness and 
desire to participate in the decision making process; increasing regulation at the Federal and 
State levels; sensitive environmental and contextual factors; challenging constructability 
issues; scheduling and coordination issues; and resource constraints.  When these project 
development factors are combined with scope, cost, schedule, quality and safety 
considerations, risk management efforts can be, and are often very challenging tasks.  The need 
for sound, effective and accountable methods to identify, quantify and manage potential risks 
is very clear.  
 

 
Figure 4 

Source: Risk management and cost validation in the WSDOT CEVP process 
 

Risk management is concerned with today’s impacts, either potential or projected, on future 
events, often whose outcome is unknown, and how to best deal with these uncertainties by 
identifying, examining and determining a range of possible outcomes.  The objective is to (a) 
best understand risks and (b) mitigate or control risks as best as possible.  Understanding the 
risks inherent with each potential project condition and alternative is important for controlling 
schedules and developing estimates that reflect the cost of accepted risks or risks that may be 
transferred to the contractor.   
 
Practicing risk management and having 
 a working understanding of project  
uncertainty will assist project managers, 
developers, estimators and others  
involved in managing projects.  Risk management knowledge and procedures will help them to 
address various contingencies for each individual project more effectively.  Understanding risk 
management principles and practices is also important to managers of estimation processes.  
Cost estimation is one of the primary factors in a comprehensive risk management process.   
 
Qualitative and Quantitative Analysis of Risk and Uncertainty 
 
In a comprehensive risk management process, risk analysis is used to prioritize identified risks 
for mitigation, monitoring, and control purposes.  In the context of cost estimation, risk 

Risk management addresses potential impacts on 
future events and how to best deal with 
uncertainties by identifying and determining a 
range of possible outcomes.
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analysis can be extremely helpful for understanding project uncertainty and setting an 
appropriate range of contingencies.  
 
Project Complexity 
 
Project complexity will often dictate  
the level of and scope of the risk  
management efforts necessary and the type of risk analysis that will be performed.  Simple 
projects will most often use only qualitative methods of risk analysis.  Complex projects will 
most likely use quantitative methods of risk analysis.  However, there will be exceptions to this 
general rule.   
 
In a qualitative risk analysis process, the project team assesses each identified risk for its 
probability of occurrence and its relative magnitude of impact on project objectives. Quite 
often, experts or functional unit staff assess the risks in their respective fields and share these 
assessments with the project team. The risks are then sorted into high, moderate, and low risk 
categories (in terms of time, cost, and scope). The objective is to rank each risk by degree of 
probability and impact. The rationale for the decision should be documented for future updates, 
monitoring, and control.   
 
Quantitative risk analysis procedures utilize numeric values, simulation models and estimates 
of probability that a project will meet its cost, schedule and other objectives.  It is often 
common to simplify a risk analysis by calculating the expected value or average range of a 
risk.  The expected value provides a single quantity for each risk which is easier to use for 
comparison purposes.  While this is helpful for comparisons and ranking of risks, estimators 
must use caution when using the expected value to calculate project costs or contingencies.  As 
an example, if there is a 20% chance that a project may need a $1 million dollar full storm 
water upgrade, and the estimator includes only a $200,000 value in contingency using the 
expected value method, if the full storm water upgrade is required, this value will be much too 
low. 
 
Occasionally, a great deal of important information may be lost in an oversimplified 
contingency analysis.  More comprehensive quantitative analysis may be necessary based on a 
simultaneous evaluation of the impact of all identified and quantified risks.  The result is a 
probability and frequency distribution of the project’s cost and completion date based on the 
risks identified on the project.  Quantitative risk analysis involves statistical analysis, 
simulations and other advanced techniques drawn from the decision sciences.  Tools 
commonly employed for these analyses include first-order second-moment (FOSM) methods, 
decision trees, tornado diagrams and/or Monte Carlo simulations.  Specialized software such as 
Crystal Ball©, is involved when performing these analysis. 
 
As mentioned earlier developing and delivering transportation projects is a complex task that is 
fraught with uncertainty.  Risk management is an effective and valuable tool for managing 
uncertainty.  The Federal Transit Administration’s 2004 Risk Assessment Methodologies and 
Procedures identifies several advantages of risk management: 

• To better understand project development process impacts, including timelines, 
phasing, procedural requirements, and potential obstacles. 

Project complexity will dictate the level of and 
scope of the risk management efforts necessary 
and the type of risk analysis that should be 
performed.
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• More realistic estimates of individual component costs and durations, thereby 
allowing more reasonable expectations of total project cost and duration. 

• Better understanding of what the project contingencies are, whether they are 
sufficient, and for what they may need to be used.  

• Improved information for supporting other project or agency activities, such as 
value engineering and strategic planning. 

• Improving project estimating, budgeting and scheduling processes, either for 
projects currently in development and for future projects. 

 
 
1.1.2 Purpose 
 
This document describes the basic concepts, processes and tools necessary to perform risk 
management throughout project development and delivery. 
This guide covers the following: 

A)  Risk management principles and concepts 
B) Risk management processes as they apply to initial project planning, scoping, 

environmental process, preliminary and final design and project build out; 
B)  Recommended roles and responsibilities of participants in the risk management 

processes; 
C)  The format and content of risk management procedures and documents; 
D)  Supplemental risk management information for outlier situations.  

 
Another purpose for this guide is to provide a better understanding for managing the impacts of 
potential risks in terms of their consequences to project cost and schedules.  It also provides a 
means to systematically evaluate project uncertainty. Further, it assists estimators in setting 
appropriate contingencies and assists project managers in controlling project cost, schedule, 
and scope issues that can arise from uncertain or risky events. 
 
Risk analysis is to be practiced throughout the project development process.  At the earliest 
stages of project development, risk analysis will be helpful in developing an understanding of 
project uncertainty and in developing appropriate project contingencies.  As the project 
progresses through the development process, risk analysis can be used in a comprehensive risk 
management monitoring and control process to assist in managing cost escalation resulting 
from either scope growth or the realization of risk events. 
 
 
1.2 Project Risk Management Business Case 
 
One of the most compelling arguments for practicing risk management as a standardized, 
systematic and formal process is that the best agencies and organizations worldwide practice it 
with great success2. Several reports from recent FHWA International Technology Scanning 
Program (e.g., Contract Administration: Technology and Practice in Europe, Construction 
Management Practices in Canada and Europe, and Asphalt Pavement Warranties: Technology 

                                                 
2 Guide to Risk Assessment and Allocation for Highway Construction Management, Report #FHWA-

PL-06-032, Federal Highway Administration, Washington, DC. 
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and Practice in Europe) identified risk assessment and allocation as key components of 
professional practice. 
 
Findings from a recent scanning tour recommended that Transportation organizations: 

(1) Better align team goals to customer goals; 
(2) Develop risk assessment, avoidance and mitigation techniques. 

 
The US Department of Energy (DOE) also stresses the importance of practicing risk 
management.  The DOE states that the need for a formal risk management process arises from 
the growing complexity of Capital projects. 
 
Professional organizations such as the Construction Industry Institute (CII), Earned Value 
Management Institute (EVMI) and the Project Management Institute (PMI) stress the 
important of risk management as a vital means to increase the likelihood and probability of 
favorable outcomes.  They also stress that it is necessary for risk management and planning to 
start at the beginning of a project in order to be effective. 
 
The DOE posed three questions for its risk management practices to be most effective:  

1. Does the agency have adequate skills, tools and experience to identify existing or 
potential new risks? 

2.  Does the agency have an adequate framework for risk analysis and evaluation to 
 support decision making processes? 

3.  Does the agency have the right processes in place to effectively manage risks? 
 

  Risk Assessment: Timing, Issues, Objectives, and Outcomes Chart 

 
Figure 5 

Source: FHWA 
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1.3. Use 
 
This guidance is written primarily to assist Department staff directly involved in the 
development and delivery of Capital projects.  Other staff indirectly involved with project 
development will also find this guidance useful to better ensure a systematic and well thought 
out risk management approach is used in the work they perform. 
  
Roles and responsibilities of the primary participants involved in the risk management process 
are defined and explained. Stakeholders and their involvement are identified also. Where 
appropriate, the relationship of this guidance with other Department manuals is also provided. 
 
The scope of this guide is to provide useful information and guidance necessary for practicing 
risk management including processes, methodology and tool applications, during the 
development of Capital projects.  It is intended to be simple to use and effective for 
identifying, quantifying and tracking project level risks.  A spreadsheet tool, also provided in 
Access format, for creating the Risk Registry is provided and discussed in Chapter 6. 
 
The processes described herein are intended to serve the following purposes:  
 A)  Provide knowledge, guidance and proper procedures on practicing risk  
  management  
 B)  Provide technical information pertaining to risk management while offering 
  explanations on risk management procedures and responsibilities; 
 C)  Provide risk management coordination and procedures consistent with all  
  pertinent and appropriate Department policies and procedures. 
 

 
Figure 6 

Source: DMJM Harris 
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1.4. Risk Management Process Overview 
 
Successful Risk Management practices include the following major components: Awareness 
and Comprehension; Identification; Assessment and Analysis; Mitigation Planning; Allocation; 
Active Monitoring and Control.  Each of these major components will be discussed in 
subsequent chapters to provide a thorough understanding and step by step methodology for 
practice.  
 
 
 
 
Three key elements that are considered essential for a successful risk management program in 
today's transportation system are:  

(1) A strong commitment in the organization, beginning with senior management, for  
developing and maintaining a risk management program and culture; 

(2) Open communication and teaming among project development and industry partners in 
order to promote successful implementation;  

(3) Being proactive in implementation to improve performance and outcomes.  
 
Risk management can no longer mean public agencies overstressing administrative procedures, 
regulatory controls, and action avoidance, but should mean being able to systematically assess 
circumstances, being prepared to make informed judgments about policy, operations, financial, 
and political situations, and being willing to act.  Figure 7 illustrates an example of how risk 
mitigation can benefit project outcomes.  
 
 Risk Assessment Methodologies and Procedures 

 
Figure 7 

Source: FTA 

Successful Risk Management practices include the following major 
components: Awareness and Comprehension; Identification; Assessment and 
Analysis; Mitigation Planning; Allocation; Active Monitoring and Control. 
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Risk management practice must begin during the development stages of an Initial Project 
Proposal (IPP) and continues throughout the completion of construction close-out.  During IPP, 
the transportation problem identification and definition process occurs within the context of 
potential environmental and social issues and possible constraints.   
 
After all potential problems and issues have been adequately and satisfactorily explored, the 
proposed transportation project becomes defined as the IPP.  At this time, the IPP should 
include all potential risk factors for further consideration and analysis.  When the proposal is 
complete and approved, all potential risk factors are then included for further study as the 
Scoping phase of a project is conducted.  Figure 8 illustrates a comprehensive overview of the 
risk management process.  
 
Detailed Risk Management Process Overview 
 

 
Figure 8 

NYSDOT Office of Design 
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Risk Management Process: When to Start 
 
As Figure 8 illustrates, risk management starts at the initial phase of project development – 
during the formulation of Initial Project Proposals (IPPs).  When risk management is formally 
started during the formulation of IPPs, it provides the most value, return on effort, is most 
effective and provides the greatest potential to ensure projects will get developed within an 
acceptable range of scope, schedule and budget.  This is possible because potential factors that 
may affect the scope, schedule and budget are identified early in the process when they can be 
most effectively managed at the least cost and impact to the project.   
 
The IPP is the initial definition of the transportation problem(s), needs, potential environmental 
issues and community issues within which the proposed transportation needs exist, e.g., the 
project area context, and as described within this guide, potential risk issues that may pertain to 
the project.  All potential risk issues will be managed and tracked as the project continues into 
scoping, preliminary design, final design, and as warranted, through construction build out.     
 
 
1.5. Roles and Responsibilities 
 
Ultimately, the primary role and responsibility for identifying and managing project related 
risks lies with the Project Manager.  The Project Manager has the authority to ensure project 
related risks are properly identified, avoided, and/or mitigated.  If certain risks are deemed 
beyond the authority of the Project Manager, the Regional Group director (either the Regional 
Design Engineer or Regional Planning and Program Manager) will have the ultimate 
responsibility to ensure the risk is managed satisfactorily  
and effectively. 
 
The project team plays a central role in contributing 
to the development of a risk management plan for  
each project, and ensuring that all risks are identified and 
either avoided or mitigated.  The project team shall assist the project manager to ensure the 
necessary actions for avoiding and or mitigating risks are proposed, approved and 
implemented.  The risk management tool, also described as the risk register, defined later in 
this guidance, started during the development of the Initial Project Proposal (IPP) phase shall 
be used to ensure all necessary risk management actions continue throughout the remaining 
project development process through the Scoping, Design Approval and Final Design phases.   
 
It is very important that the Project Manager and project team update the risk register on a 
regular basis.  At a minimum the risk register shall be updated at each subsequent project 
milestone to ensure all possible risks are identified and avoided and or mitigated. Any other 
newly emerging risks must be identified.  All potential risks shall be monitored and controlled 
throughout the life of the project. 
 
 
  

The project team plays a central 
role in contributing to the 
development of the risk 
management plan. 
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Roles and Responsibilities Table 
 

Process Tasks 

Role and Responsibility 
Sponsor 

/Program 
Manager 

Group 
Director 

Project 
Manager 

Project 
Team 

Identify & Define Transportation 
Problems,  
Opportunities/Potential Risks 

L A   

Risk Management Planning  S A L S 
Risk Identification & Refinement  A L S 
Qualitative / Quantitative Risk 
Analysis 

 A L S 

Risks Determination and 
Mitigation Plan 

 A L S 

Risk Monitoring & Control 
(Design) 

 A L S 

Risk Monitoring & Control 
(Construction*- see Construction 
guidance) 

 A L (EIC) S 

Final Risk Performance Reporting  A L (PM /EIC) S 
Table 1 

Source: FHWA 
Legend: 

L - lead role 
S - support role 
A - approval authority 

 
 
1.6. Risk Management Strategy 
 
The Risk Management Strategy defines how risks will be managed most effectively during the 
lifecycle of the project.  The Risk Strategy and supporting plan acknowledge actual and 
potential threats to the successful delivery of a project and determine the activities required to 
minimize or eliminate them.  The risk plan needs to be capable of integration into or co-
ordination with the project plan. 
 
 
1.6.1. Risk Strategy Outputs 
 
The result of risk strategy development is the Risk Management Plan.  The plan (see outline 
Appendix B) prepared by the project manager in collaboration with the project development 
team and stakeholders, provides a strategic overview of the risk approach, what actions will be 
undertaken for the project and details a process for addressing the important risk factors that 
the project will likely need to address.  
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Figure 9 

Source: Office of Design 
 
Risk Management Planning is defined as the process of deciding how to best prepare for and 
conduct the risk management activities for a project to ensure its most successful completion.  
Planning of risk management processes is important to ensure that the level, type, and visibility 
of risk management are suitable with both the risk and importance of the project to the 
organization; to provide sufficient resources and time for risk management activities; and to 
establish an agreed-upon basis for evaluating risks.  The Risk Management Planning process 
should be completed early during project planning, since it is crucial to successfully 
performing the other processes. 
A well planned, systematic approach to risk management can improve project development 
outcomes significantly, while reducing the adverse effects such as costs, schedule and scope 
changes.  As a result, risk management is a crucial component of the project planning and 
management process, and should be one of the first steps taken when the Department begins to 
define candidate projects for adding to the Capital Program.  
 
The resulting output of risk management planning is a Risk Management Plan. The risk 
management plan identifies and establishes the preliminary activities necessary to discuss, 
conduct, coordinate and manage all potential risks, determine their likelihood given the 
project’s level of complexity (Maintenance, Simple, Moderate or Complex type), and be 
incorporated as necessary into the Project Management Plan. 
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1.8.  Risk Planning 
 
Risk planning involves the thoughtful development, implementation, and monitoring of 
appropriate risk response strategies.  The DOE’s Office of Engineering and Construction 
Management defines risk planning as the detailed formulation of a plan of action for the 
management of risk.(4)  It is the process to do the following: 

• Develop and document an organized, comprehensive, and interactive risk management 
strategy. 

• Determine the methods to be used to execute a risk management strategy. 
• Plan for adequate resources. 

 
Risk planning is iterative and includes describing and scheduling the activities and processes to 
assess (identify and analyze), mitigate, monitor, and document the risk associated with a 
project. For large projects or projects with a high degree of uncertainty, the result should be a 
formal risk management plan.  
 

Planning begins by developing and documenting a risk management strategy.  Early 
efforts establish the purpose and objective, assign responsibilities for specific areas, 
identify additional technical expertise needed, describe the assessment process and 
areas to consider, delineate procedures for consideration of mitigation and allocation 
options, dictate the reporting and documentation needs, and establish report 
requirements and monitoring metrics. Planning should also address evaluation of the 
capabilities of potential sources of risk mitigation as well as early industry involvement. 
 

 
1.9. Process and Procedures Overview 
 
Figure 8 illustrates the overarching steps involved and necessary to effectively manage risks 
during the project development process.  Figure 9 illustrates in greater detail the steps 
necessary for the development of the risk management planning process for a project.  It 
should be noted however that planning, especially at the early stages of project identification 
and definition is an iterative process.   
 
It is important that at the Initial Project Planning (IPP) stage, risks be considered and a sound 
risk management strategy be discussed, formulated and included for each potential proposed 
project.  In this way, the true work to develop a potential project is realized early, can be 
managed either through avoidance or mitigation, more effectively and therefore risks will not 
come as a surprise later with as great of an impact especially to costs and schedule.  Once an 
IPP is approved, the initial risk management plan shall be finalized and recorded as part of the 
overall project management plan.    
 
The output of the initial stage of risk management is the  
development of the risk strategy and the management 
plan.  The risk strategy and the management plan evolves 
from the strategy used.   The plan should also include:  
technical risks, programmatic risks and any possible  
contingencies as necessary.   

Risk Management Planning is 
the process of deciding how to 
approach and conduct the risk 
management activities for a 
project. 
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A important component for consideration at the early stages of risk management is planning 
for contingencies.  Contingencies are usually described in terms of monetary and schedule 
needs above the original estimate to reduce the risk of overruns of project objectives within an 
acceptable level3.  Contingency planning is especially useful and valuable at the initial stages 
of project development (IPP and Scoping Phases) when the greatest numbers of unknowns 
exist.   Contingencies planning should continue throughout the project development process as 
warranted and required.    
 
 
 
 
 
 
SUMMARY 
 

1) Risk management is an important component of managing and developing Capital 
projects. 

2) Risk management including a risk management plan should be incorporated into every 
project. The extent of the plan should be consistent with the complexity of the project, 
e.g. a simple project may only require a strategy to be developed and a list of red flag 
items, whereas a complex project will most likely warrant an in-depth plan using the 
format found in Appendix B.   

3) During the development of an Initial Project Proposal (IPP) potential risk issues should 
be fully explored as transportation needs are formulated and refined.  As potential risk 
issues are identified, considered and deemed appropriate, they are to be incorporated 
into the IPP. 

 

4) As and when initial potential risk issues are identified during the development of an IPP 
and continued within the Scoping phase, they shall be included with the risk registry. 

 

5)  The risk registry shall be part of the official project documents and records throughout 
the project development process concluding at the completion of construction build out.  

 
 
 
 
 
 
 
 
 
 
 
 
 

                                                 
3 A Guide to the Project Management Body of Knowledge (PMBOK® Guide), Project Management Institute, 
2004 

Risk management planning begins by 
developing and documenting a clear risk 
management strategy. 
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2.0  RISK IDENTIFICATION  
 
California Department of Transportation (Caltrans) describes the importance of risk 
identification in terms of careful and explicit planning which provides a foundation for risk 
avoidance and mitigation thereby greatly improving the likelihood of a projects overall 
success.   
 
Risk Identification is defined as the process of identifying any and all potential risks that might 
affect a project and documenting their characteristics.  The outcome of risk identification is a 
listing of all possible potential risks.  What is done with this list of potential risks depends on 
the nature of the risks, their potential impact and the scope of project.  
 
The objectives of risk identification are to:  

(1) Identify and categorize risks that could affect the project;  
(2) Document all identified risks.  
 

When risks are identified early and effectively analyzed to determine their applicability and 
magnitude, project managers are in a much better position to evaluate and determine possible 
measures to mitigate the potential impacts of a risk, determine how to best manage them, take 
appropriate steps to avoid adverse impacts to manage the effects of the risk and ultimately 
reduce that such risks may have on a given project.  The risk factor evaluation lists help ensure 
project teams are aware of the range of risks that may exist in order to begin to address them. 
Implementation of risk mitigation strategies and risk allocation decisions are covered within 
this guidance. In addition, risk-related decision-making practices which serve to focus 
mitigation efforts will ultimately reduce the risks to the Department. 
 
During risk identification every possible potential risk of the project is added to the risk 
registry.  The risk identification process also includes documenting the risk characteristics that 
might affect the project. The risk registry becomes a ‘living’ document that may at times be 
amended with updates and results from qualitative risk analysis and risk response planning, 
which should be reviewed and updated throughout the project. 
 
The Department’s Project Manager and his/her team will be the primary identifiers and 
analyzers of project-related risks.  Very often, several types of risks will emerge that will 
require input or direction from group directors or 
executive management. Other participants such as  
project stakeholders should also be actively involved 
as they offer important balance to the social,  
physical and contextual characteristics of a project. 
 
 
 
 
 

CHAPTER 2   RISK IDENTIFICATION  

Identified risks become a part of 
the project risk registry. 
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2.1  Risk Categorization 
 
For more complex projects, participation by other Department specialists is advisable. There 
are many ways to assess and allocate risk. The procedure outlined here is relatively 
straightforward and easily documented and can be used on projects of any size or complexity.  
The process consists of 8 primary steps as described below and summarized in Figure 4. The 
rating process for risk probability, severity and overall risk rating is discussed and described in 
subsequent chapters. 
 
On less-complex, lower-cost projects with less uncertainty (and fewer risks), identified risks 
may be kept simply as a list of red flag items to be monitored.  The items can then be assigned 
to individual team members to watch throughout the project development process and used for 
risk allocation purposes, as described later in this document.  On complex, high-cost projects 
that are by nature more uncertain, identified risks will undergo a rigorous process of 
assessment, analysis, mitigation and planning, allocation, and monitoring and updating 
described in this document.  

 

 
Figure 10 

Source: DMJM Harris 
 

It is important to note that the risk identification process should stop short of assessing or 
analyzing risks so that it does not inhibit the identification of “minor” risks. The process should 
promote creative thinking and leverage team experience and knowledge. In practice, however, 
risk identification and risk assessment are often completed in a single step, a process that can 
be called risk assessment. For example, if a risk is identified in the process of interviewing an 
expert, it is logical to pursue information on the probability that it will occur, its 
consequences/impacts, the time associated with the risk (i.e., when it might occur), and 
possible ways of dealing with it. The latter actions are part of risk assessment, but they often 
begin during risk identification. This document, however, will treat the two activities of risk 
identification and assessment discretely for clarity. 
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2.2 Risk Identification Process 
 
The risk identification process begins with the team compiling the project’s risk events. The 
identification process will vary, depending on the nature of the project and the risk 
management skills of the team members, but most identification processes begin with an 
examination of issues and concerns created by the project development team.  These issues and 
concerns can be derived from an examination of the project description, work breakdown 
structure, cost estimate, design and construction schedule, procurement plan, or general risk 
checklists. Appendix C contains examples of risk checklists and Table 4 provides a summary 
of two of these checklists. Checklists and databases can be created for recurring risks, but 
project team experience and subjective analysis almost always will be required to identify 
project specific risks.  The team should examine and identify project events by reducing them 
to a level of detail that permits an evaluator to understand the significance of any risk and 
identify its causes, (i.e., risk drivers). This is a practical way of addressing the large and 
diverse numbers of potential risks that often occur on highway design and construction 
projects. Risks are those events that team members determine would adversely affect the 
project. 
 
After the risks are identified, they should be classified into groups of like risks. Classification 
of risks helps reduce redundancy and provides for easier management of the risks in later 
phases of the risk analysis process. Classifying risks also provides for the creation of risk 
checklists, risk registers, and databases for future projects.  
 
 
2.3. Potential Sources of Risks 
 
Although potential project risks are  
interrelated and interdependent, most risks originate from specific areas.  The customary 
origins for project risks are as follows:  

• Performance, scope, quality, or technology issues 
• Environment, safety, and health concerns 
• Scope, cost, and schedule uncertainty  
• Political concerns 
• Community issues 
• Resources and funding issues 
• Economic factors 
• Epistemic or aleatory data factors (e.g. escalating costs or limited site or subsurface 

data)  
 
The potential project risk checklists (Appendix C) have been developed in order to help assist 
in the classification and management of different types of risks according to their source.  The 
lists are provided as a point of beginning.  Other risks may be identified over the course of a 
project depending on its type, complexity and its context. 
 
 
 

Risk identification should stop short of 
assessing or analyzing risks so that it does not 
inhibit the identification of “minor” risks. 
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2.4  Risk Characterization  
 
Risk characteristics can be defined in a number of ways. An example provided by Wideman4 
classifies risk characteristics by:  

• Knowns; 
• known-unknowns; 
• unknown-unknowns; 

 
These classifications can be used to describe project costs and potential contingencies.  A 
known is an item or situation containing no uncertainty.  Known-unknowns are known 
potential risks but do not know how they will affect us.  A known-unknown is an identifiable 
uncertainty.  An unknown-unknown is simply an item or situation whose existence has yet to 
be encountered or imagined. Applying these characteristics to the elements of a conceptual cost 
estimate provides a good illustration.  See Appendix C - Case Study, for more information and 
how these risk terms can be applied.  
 

RISK CHARACTERISTICS POSSIBLE CONDITIONS MAGNITUDE 
Knowns  Low -Moderate 
Known-unknowns  High 
Unknown-unknowns  High 
Risk triggers  High 
Risk versus opportunity events  Low -Moderate 

Table 2 
Source: FHWA 

 
A known cost element is one that we can identify and quantify on the plans. A known-
unknown is an item that is known to be required on the project, but at the conceptual stage it is 
not yet drawn on the plans and not yet quantifiable. An unknown-unknown is a project 
requirement that is not yet apparent or contemplated and therefore unknown. These 
characterizations can also be applied to the life cycle of a pavement. It is known that the 
pavement will fail. A known-unknown is that it will require maintenance (but it is not known 
when it will be needed).  Risk characteristics provide a means to better categorize types of risk 
making it possible to plan for contingencies and their potential effect on a project. 
 
An unknown-unknown might be a new technology that will be invented to extend the life of 
the pavement.  Another characteristic of risks is that many have triggers. Triggers, sometimes 
called risk symptoms or warning signs, are indications that a risk or is about to or has occurred. 
Triggers may be discovered in the risk identification process and watched in the risk 
monitoring and updating process.  The identification and documentation of triggers early in the 
process can greatly help the risk management process. 
 

                                                 
4 Project and Program Risk Management: A Guide to Managing Project Risks and Opportunities, Wideman, 

R.M., Project Management Institute, Newton Square, PA. 1992. 
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Figure 11 

Source: TRB 
 
It is also helpful to think of risk in its broader terms of uncertainty.  Uncertainty involves both 
positive and negative events.  This document builds from the Project Management Institute’s 
definition of risk.  It is stated here as: an uncertain event or condition that, if it occurs, has a 
positive or negative effect on a project’s objectives, results and outcomes.   However, it is 
often useful to separate uncertain events into two types, those that may have a negative effect 
(risks) and, those that may have a positive effect (opportunities). Some examples contained in 
this document, and the case study (Appendix D) are taken from the FTA, WSDOT, FHWA and 
DOE which use the concepts of risk to characterize uncertainty in their risk management 
programs.  The terminology used has become more common place in the state-of-the practice. 
 

 
Figure 12 

Source: TRB 
 

It should be noted however, that project teams must take precautions not to overlook risks or 
focus on solving problems using the risk/opportunity characterization during the risk 
identification process.  Project managers and team members may sometimes have an optimistic 
bias when thinking about uncertain items or situations because they are, by nature, problem-
solvers.  It is recommended that practitioners focus on exploring risks fully during the 
identification stage and explore opportunities during the mitigation process. 
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2.5  Risk Identification Tools and Techniques 
 
A number of documents and tools are available to support the risk identification process.  The 
Initial Project Proposal (IPP) is the primary starting point for becoming familiar with the 
project.  Potential project risks should begin to be considered and documented as necessary at 
this time.  Identifying potential project risks continues vigorously throughout Scoping, 
Preliminary Design and Final Design and concluding at the completion of construction.      

 
All project-specific documents, programmatic documents, supportive information available 
should be reviewed prior to commencing risk identification interviews, meetings and 
investigations. Project risk can be identified multiple ways. A site visit is also highly 
recommended.  Interviewing residents, officials, and other key people familiar with the 
project, its context and historical issues is also recommended. Staff performing the risk 
assessments should record all information using the risk registry using either the excel 
format for simple projects or the Access Tool for moderate and complex projects.  A Risk 
Identification, Assessment, and Allocation Worksheet can be found in Appendix D, page 
57.  

 
Other methods used by project developers for identifying risks include brainstorming, 
scenario planning, and interviews. Interviews should include a wide range of stakeholders.  
Techniques such as the nominal group method, allows each team member to create a list 
individually. Individual list should be shared with the project manager and all team 
members after they are developed. The Delphi method is a process in which each team 
member individually and anonymously lists potential risks and their inputs. The Crawford 
slip method allows a team to individually list up to 10 risks.  
 
Using the comprehensive Potential Risk Factors identification lists provided in 
Appendix B the project team should identify and record all potential applicable project risks 
within each category.  The list is intended to be comprehensive and a point of beginning.  
However, if and when additional risks are identified depending on project circumstances 
and context, they need to also be incorporated.  The list includes risks that may affect 
successful implementation of the project, regardless of when such risks may occur.   

 
 
After risks have begun to be identified, they 
are to be classified by the team into various  
categories and entered into the Risk Registry 
by category.  The Risk Registry is the formal  
documentation used to record all identified  
potential project related risks. 
 
The key to success with any risk identification tool or technique is the value it provides to 
assist in identifying risks for further analysis and action.  Having an effective process in place 
and staff who are knowledgeable of and proficient in the agency’s risk processes are essential 
to effectively perform risk identification and risk management.  This Risk Registry and its 
prescribed techniques provide the necessary means to effectively and efficiently manage and 
control project development risks. 
 
As listed in the Risk Registry Potential Risk Factors include the following major categories: 

Staff performing the risk assessments should 
record all information using the risk registry 
either using the Excel format for simple 
projects, or the Access Tool for moderate and 
complex projects. 
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 A) Project Development Risks 
 B) External Risks 
 C) Environmental Risks 
 D) Project Management Risks 
 E) Right of Way Risks; 
 D) Construction Risks; 
 
While many projects will have similar risk categories, the risks may vary from project to 
project.  
 

Using the Potential Risk Factors list found in Appendix B, the project team should review 
and discusses in relationship to the draft Initial Project Proposal, the project 
circumstances, needs, opportunities, challenges and context to identify and record 
potential project risks.  The Potential Risk Factors list is provided to assist project teams 
with potential risk identification.  They serve as a reference.  It is important to note that 
other factors may be identified that are not on the list.  In such cases they too shall be 
incorporated into the risk management plan.    
After the potential project risks have been identified during the IPP stage they must be 
recorded within the Risk Management Tool.  All identified project risks shall be recorded 
and tracked using the Risk Management Tool.  

 
It is important to note that all risks that have been identified should continue to be tracked 
during each successive stage of project development.  If any new risks emerge that were not 
initially identified during a prior project milestone phase, they should be added to the registry 
and addressed appropriately.  
 
2.6.  Risk Identification Procedures, Outputs and Conclusions 
 
The risk identification process explores, distinguishes and categorizes potential risks that could 
affect the project. Identified potential risks are recorded in the Risk Registry and tracked 
throughout the project development process.  Risk identification is an ongoing process.  
Potential risks identified later in the project development process should continue to be tracked 
during each successive stage of the project.  
 
The tools and techniques outlined in this chapter provide a sound methodology for completing 
the activities that support the risk identification process. However, it will be the people 
involved in risk identification who are most critical to the success of the process. 
 
Risk Identification Outputs will be a list of 
all potential risks entered into the Risk  
Registry.  Each potential risk will be  
analyzed as described and discussed in  
Chapter 3.    
 
 
  

Potential risks identified later in the project 
development process should continue to be 
tracked during each successive stage of the 
project. 

Risks identification tools add value while 
providing support to the people involved in the 
process. 



              RRiisskk  MMaannaaggeemmeenntt  ffoorr  PPrroojjeecctt  DDeevveellooppmmeenntt 
 

- 25 -

Risk Identification Gathering Techniques 
 

 
Table 3 

Source: PMBOK® 



              RRiisskk  MMaannaaggeemmeenntt  ffoorr  PPrroojjeecctt  DDeevveellooppmmeenntt 
 

- 26 -

SUMMARY 
 

1) During the identification of potential risk issues process, it is vital that the project 
development team conduct discussions with project area stakeholders to ensure a 
thorough review is conducted.  Discussions should include internal and external 
stakeholders very familiar with the project area context such as community issues, 
understanding and integration with comprehensive planning, coordination of other 
services, and others as necessary to ensure a thorough review is conducted.  

 

2) The potential risk issues identification process should use the various techniques 
discussed in chapter 2.  

 

3) All identified potential risks shall be included and entered into the risk registry for 
further analysis and management.  
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RISK ANALYSIS 
 
Risk Analysis for the purposes and scope of this guide will focus primarily on Qualitative 
Analysis methods and techniques.  More advanced Quantitative methods and techniques are 
discussed in Appendix E.  For practical purposes the majority of risk analysis will be 
performed for simple and moderate type projects.  Complex projects will typically use 
quantitative methods.  Users may however find it necessary to use some quantitative methods 
depending on the circumstances of the project and therefore knowledge of quantitative 
methods is needed. 
 
After all potential project risks have been identified and recorded within the registry model / 
Risk Management Tool, it is necessary to determine and quantify the degree of risk that each 
risk factor has on the successful outcome of the project.   Risk Analysis is the process of 
quantifying all identified risks in terms of likelihood or frequency on a range from very 
unlikely to very probable, and impact or consequence severity should the risk occur.  
 

Assess the likelihood (probability) a risk event of the nature listed and defined will occur 
over the course of the project. The probability should be rated on a scale of 1 to 3, with 3 
representing the highest probability.  The Risk Rating Matrix (below) can be used to 
assist in the rating process. 

 
Risk Matrix 

 

1 2 3 4 5 
Risk 

Identification 
Probability 
Rating (1) 

Impact 
Rating (2) 

Overall Risk 
Rating  (1)x(2) Mitigation/Allocation 

Risk Item 1     
Risk Item 2     
Risk Item 3     
Risk Item n     

  
  Final ratings should be recorded in the risk registry. 
 

Table 4 
Source: FHWA 

 
3.1. Risk Quantification Process 
 
Risk Quantification is the process of prioritizing potential risks for subsequent further 
analysis, evaluating the probability that a potential risk event may occur, and assessing the 
range of possible outcomes.  Risk quantification assesses the possible degree of impact 
(severity) the occurrence of an identified risk event would have on the Project.  The impact 
should be rated using a scale of 1 to 3, with 3 representing the highest severity and impact.  
The table below provides a simple framework for recording an initial range of risks. 
 

CHAPTER 3    RISK ANALYSIS 
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3.1.1. Understanding Risks to Whom 
 
A fundamental concept for any risk assessment  
is “risk to whom,” or whose risk is being assessed and measured.  A typical transportation 
project has many participants, most of whom  
carry some share of the risk. Some risks are  
carried by the construction contractor, others by  
the agency or its design consultants. Some risks are allocated between parties by contract or 
through insurance. From the vantage point of a project developer, changes in the scope of a 
project (i.e., resulting from program changes) are a cost risk because the consequences of the 
change were unanticipated.  The later a change occurs, the greater the potential risk.  From the 
vantage point of the agency, everything must be in its scope. Whether it maintains the risk 
itself or allocates it to the others via a contract, it ultimately bears the risk and must understand 
and manage it. This essential concept - whose risk is being assessed - is central to an accurate 
and effective risk assessment. The allocation of risks through the design or construction 
contract is discussed further in Chapter 6. 
 
 
3.2. Risk Assessment and Analysis 
 
Risk assessment is the process of quantifying the risk events documented in the preceding 
identification stage. Risk assessment has two aspects. The first determines the likelihood of a 
risk occurring (risk frequency); risks are classified using a range from very unlikely to very 
probable. The second judges the impact of the risk should it occur (consequence severity). 
Risks affect project outcomes in diverse ways. Risk effects are usually apparent in direct 
project outcomes by increasing costs or schedules.  
 
Some risks influence the project by affecting the public, public perception, the environment, or 
safety and health considerations. Risk can also affect projects in indirect ways by requiring 
increased planning, review, and management oversight activity. The risk assessment phase has 
as its primary objective the systematic consideration of risk events, their likelihood of 
occurrence, and the consequences of such occurrences. 
 
 
3.3. Conducting Risk Analysis  
 
As potential risks are identified as described and discussed in Chapter 2, analysis and 
assessment is to be performed on each identified risk.  Project managers, project team members 
and other analysts should conduct the analysis jointly.  Each brings important perspectives to 
the assessment process.  Managers may tend toward qualitative assessment of risks - evaluating 
risks on their worst-case effects and their relative likelihood of occurrence. Managers may also 
tend to focus on strategies and tactics for avoiding risks or reducing a risk’s negative impacts. 
Analysts, on the other hand, may tend toward quantitative assessment of risks.  They may 
evaluate risk impacts in terms of a range of tangible results and they evaluate risk of 

Risk Quantification is the process of 
prioritizing potential risks for subsequent 
further analysis, evaluating the probability 
that a potential risk event may occur, and 
assessing the range of possible outcomes. 
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occurrence in terms of probabilities.  Team members may tend to focus on the combined 
tangible effect of all of the risks on project scope, cost, and schedule. 
 
A comprehensive risk assessment combines both qualitative and quantitative assessments.  A 
qualitative assessment is useful for screening and prioritizing risks and for developing 
appropriate risk mitigation and allocation strategies. The quantitative assessment is best for 
estimating the numerical and statistical nature 
of the project’s risk exposure. This chapter 
discusses qualitative risk assessment. Chapter 
4 covers quantitative risk assessment.  
 
 
3.4. Foundations of Risk Analysis 
 
It is useful to consider the source of the risk when conducting a risk assessment. Risks can be 
classified as either internal or external. Internal risks are those that arise within the scope and 
control of the project team. Most internal risks can be referenced to a specific project 
document such as a cost estimate or a schedule. Internal risks usually refer to items that are 
inherently variable (i.e., what is the cost of concrete or how long will it take to acquire right-of-
way?). External risks are items that are generally imposed on the project from establishments 
beyond the limits of the project. Interactions with citizens groups or regulators are typical 
external risks.  Funding constraints and restrictions are other common external risks. External 
risks tend to refer to items that are inherently unpredictable but generally foreseeable. The 
Project Management Institute uses this classification of risk, shown in figure 8. 
 
 
3.4.1. Incremental and Discrete Risks 
 

Risks are measured by two fundamental and different ways, incrementally or discrete.  
Some risks are measured incrementally and continuously. That is, occurrence of the risk 
evidences itself in a series of small changes over the life of the project. For example, the 
cost of one item may be 5 percent higher, the cost of another 10 percent. Most internal 
risk (costs, durations, quantities) are of this type.   On the other hand, external risks are 
usually incident-oriented or discrete risks. In other words, the risk either occurs or it does 
not. Many frequent, small changes characterize incremental risks. They are high-
frequency but low-consequence risks. Discrete risks are characterized by a single, 
typically large change. They are often low-frequency but may be high-consequence 
events. 
 
 

3.4.2. Model Risk and Data Risks 
 
One risk distinction that is especially important in quantitative risk assessment is whether risks 
are epistemic or aleatory.  Aleatory (data) risks refer to uncertainty associated with the data 
used in risk calculations.  An example of an aleatory risk is the uncertainty surrounding the 
cost of a material (i.e., steel or asphalt).  Epistemic (model) risks refer to risks that arise from 
the inability to accurately calculate a value.  For example, one may know precisely the soils 

Any potential risk identified in later project 
development stages should be tracked through 
the completion of the project. 



              RRiisskk  MMaannaaggeemmeenntt  ffoorr  PPrroojjeecctt  DDeevveellooppmmeenntt 
 

- 30 -

characteristics and still be unable to precisely calculate the number of compactor passes needed 
to attain a certain compacted soil density. 
 
 
3.4.3. Risk Screening: Risk Severity and Frequency 
 
After the risk identification and qualitative risk assessment process has been completed, the 
next risk activity to take place is to develop a set of risks characterized by their frequency of 
occurrence and the severity of their consequences.   
 

Frequency and severity are the two primary characteristics used to screen risks and 
separate them into minor risks that do not require further management attention and 
significant risks that require management attention and possibly quantitative analysis.  
Various methods have been developed to help classify risks according to their 
seriousness. One common method is to develop a two-dimensioned matrix that 
classifies risks into three categories based on the combined effects of their frequency 
and severity. Figure 9 requires classifying risks into one of five states of likelihood 
(remote through near certain) and into five states of consequence (minimal through 
unacceptable). These assessments yield a five-by five matrix that classifies a risk as 
either “high” (red), “moderate” (yellow), or “low” (green) refer to figure 13 on the following 
page. Record potential risk frequency and severity using the Risk Model Registry (see 
Chapter 6). 
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Figure 13 
Source: Department of Energy (DOE) 

 
 

3.4.3.1. Low-Risk Events 
 
Risks that are characterized as low can usually be disregarded and eliminated from further 
assessment. As risk is periodically reassessed in the future, these low risks are closed, retained, 
or elevated to a higher risk category.  
 
 
3.4.3.2. Moderate-Risk Events 
 
Moderate-risk events are either high-likelihood, low consequence events or low-likelihood, 
high-consequence events. An individual high-likelihood, low-consequence event by itself 
would have little impact on project cost or schedule outcomes. However, most projects contain 
myriad such risks (material prices, schedule durations, installation rates, etc.); the combined 
effect of numerous high-likelihood, low consequence risks can significantly alter project 
outcomes.  Frequently, risk management procedures accommodate high-likelihood, low-
consequence risks by determining their combined effect and developing cost and/or schedule 
contingency allowances to manage their influence. 
 
Low-likelihood, high-consequence events on the other hand, usually warrant individualized 
attention and management. At a minimum, low-likelihood, high-consequence events should be 
periodically monitored for changes either in their probability of occurrence or in their potential 
impacts. The subject of risk registers or risk watch lists is discussed in more detail in Chapter 
5. Some events with very large, albeit unlikely, impacts may be actively managed to mitigate 
the negative consequences should the unlikely event occur. 
 
 
3.4.3.3. High-Risk Events 
 
High-risk events are so classified either  
because they have a high likelihood of occurrence coupled with at least a moderate impact or 
they have a high impact with at least moderate likelihood. In either case, specific directed 
management action is warranted to reduce the probability of occurrence or the risk’s negative 
impact.  
 
3.5 Application of Risk Assessment 
 
Risk assessment techniques are scalable. They can be applied to small highway reconstruction 
projects or to large corridor programs. An application of a risk assessment on a small highway 
reconstruction project can yield a prioritized list of red flag items to monitor over the course of 
a project’s development, design, and construction.  Red flag items are discussed in more detail 
in Chapter 5. 
 

Typically, Low-likelihood, high-consequence 
events usually warrant individualized attention 
and management. 

Typically minor risks do not require further 
management attention while significant risks 
do require management attention. 
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Risk assessment can also be conducted on a program of many projects. Figure 14 shows the 
results of a risk assessment used to identify areas of risk in the project and program delivery of 
the FHWA Federal Lands Highway Division. The agency was able to identify areas (the red 
cells) that it needed to put more effort into for stewardship and oversight of the program.  The 
intent in implementing this matrix was to use it as a framework to further refine the risk 
assessment of projects and program areas. It provides an effective example of risk assessment 
at the programmatic level for highway project delivery. 
 
Likelihood-Impact Matrix  

 
Figure 14 

Source: FHWA 
 
The goal of risk assessment is not to eliminate all risk from the project.  Rather, the goal is to 
recognize the significant risk challenges to any given project and initiate an appropriate 
management response to their effective management and mitigation.  A more complete 
discussion of risk mitigation and planning is provided in Chapter 5. 
 
 
3.6. Advanced Risk Analysis Methods  
 
Typically, a project’s qualitative risk  
assessment will recognize risks where their  
occurrence is so likely or whose consequences are so serious that further quantitative analysis 
is warranted. Risk analysis can be done through qualitative or quantitative procedures.  This 
guide discusses both qualitative and quantitative risk analysis methods.  However, it will focus 
on and address primarily qualitative methods techniques and procedures.  Quantitative 
procedures are briefly discussed to familiarize the reader to the terminology and provide a 
better understanding of how it differs from qualitative methods.  More information on 
quantitative procedures is provided in appendix E.  
 
In a qualitative analysis process, the project team assesses each identified risk for its 
probability of occurrence and its relative magnitude of impact on project objectives. Quite 
often, experts or functional unit staff assess the risks in their respective fields and share these 
assessments with the project team. The risks are then sorted into high, moderate, and low risk 
categories (in terms of time, cost, and scope). The objective is to rank each risk by degree of 
probability and impact. The rationale for the decision should be documented for future updates, 
monitoring, and control.   
 
 
 
 

Risk assessment techniques are scalable. 
They are as effective on small highway 
reconstruction projects as they are on large 
projects or even corridor programs. 

In a qualitative analysis process each identified risk is 
assessed for its probability of occurrence and its relative 
magnitude of impact on project objectives. 
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3.6.1.  Cost Risk Assessment Diagram 
 

 
Figure 15 

Source: DOE 
 

Three basic risk analyses can be conducted during a project risk analysis: 
• Technical performance analysis (will the project work; will it provide the planned 

benefits?)  
• Schedule risk analysis (when will the project be completed?) 
• Cost risk analysis (what will the project cost?) 
 

 
3.7. Risk Probability 
 
Risk Probability Matrix  
 
Risk probability is the determination of the likelihood that a specific risk may occur5.  It is one 
of the key assessments and determinations to make.  Risk impact assessment is the potential 
effect the risk has on the project and its objectives which often drive other important decisions 
regarding the project.  Combined, the probability and impact of a potential risk on time, cost, 
scope, quality, and customer satisfaction, including negative effects for threats and positive 
effects for opportunities, are the primary outcomes of risk management.      
 
A probability/impact matrix can be used to associate identified potential risks with their 
probability and severity levels.  Each identified potential risk can be assigned a possible range 
based on past trends or other references and supporting details.  Acceptable tolerance levels 
can be established to help manage possible risks.  The emerging risk position is defined by the 
acceptable tolerances established for the project.  Risk tolerances can be outlined using a 
matrix which illustrates the desired acceptable risk levels for the project.  The position of the 
risk tolerance line would depend on the project and the degree of acceptable risk (see figure 
16).  The risk probability matrix is another tool to help analyze and determine possible risk 
tolerances. 
                                                 
5 A Guide to the Project Management Body of Knowledge (PMBOK® Guide), Project Management 
Institute, 2004 
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Figure 16 

Source: DOE 
 
Quantitative risk analysis is the process of numerically analyzing the effects of  each 
identified risk on overall project objectives.  These procedures employ numeric estimates of 
the probability that a project will meet its cost and time objectives. It is common to simplify a 
risk analysis by calculating the expected value or average of a risk. The expected value 
provides a single quantity for each risk that is easier to use for comparisons. While this is 
helpful for comparisons and ranking of risks, estimators must take care when using the 
expected value to calculate project costs or contingencies.  For example, if there is a 20% 
chance that a project will need a $1 million storm water upgrade, the estimator will include 
$200,000 in contingency using the expected value. If the storm water upgrade is required, this 
value will not be enough.  
 
See Appendix E for more information regarding Quantitative risk analysis. 
 
 
3.8.  Risk Analysis Procedures, Outputs and Conclusions 
 
The primary outputs of risk analysis are the weighted ratings for each identified risk, including 
potential severity, probability and impact affect.    Weighted ratings of either: high; moderate; 
or low; are recorded and included within the risk register for further mitigation or avoidance 
action.  Appropriate actions and avoidance will depend on the assessment of the risks 
identified.   Chapter four addresses avoidance and mitigation actions and methods.  
 
SUMMARY 
 

1) The analysis and assessment of all identified potential risk factors shall be undertaken 
in accordance with the guidance and practices described in chapter 3 using the format 
provided in the risk registry.   

 

2) Analysis and assessment will be relative to the project type, e.g. maintenance and simple 
projects will, as a general rule, require qualitative assessment relative the needs and risks 
identified, moderate and complex project will require more exhaustive analysis and assessment 
that may require qualitative and quantitative analysis given project circumstances.  

 

3) All analysis and assessment results are to be included with the risk registry and project 
documentation. 
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4.0. RISK MITIGATION 
 
Risk mitigation involves addressing identified risks, determining risk mitigation measures, and 
managing the risk between the appropriate project parties responsible. A general rule is to 
allocate or delegate the risk to those with the ability and authority to best manage and deal with 
such risks in a positive, effective, proactive manner.  Further guidance is provided in Chapters 
5 and 6. 
 
The objectives of risk mitigation planning are to explore risk response strategies for the high 
risk items identified in the qualitative and quantitative risk analysis. The process identifies and 
assigns parties to take responsibility for each risk response. It ensures that each risk requiring a 
response has an owner. The owner of the risk could be an agency planner, project manager, 
engineer, landscape architect, environmental specialist or construction manager, depending on 
the point in project development, or it could be a private sector contractor or partner, 
depending on the contracting method and risk allocation. 
 
Risk mitigation and planning efforts may require that agencies set policies, procedures, goals, 
and responsibility standards.  Formalizing risk mitigation and planning throughout a highway 
agency will help establish a risk culture that should result in better cost management from 
planning through construction and better allocation of project risks that align teams with 
customer-oriented performance goals.   
 
Once the agency planner, engineers, and construction managers have thoroughly analyzed the 
critical set of risks, they are in a better position to determine the best course of action to 
mitigate those risks.   Pennock and Haimes of the Center for Risk Management of Engineering 
Systems state that three key questions can be posed for risk mitigation:  

1. What can be done and what options are available? 
2. What are the tradeoffs in terms of all costs, benefits, and risks among the available 

options? 
3. What are the impacts of current decisions on future options? 

 
An understanding of these three questions is critical to risk mitigation and risk management 
planning. Question 1 addresses the available risk response options, which are presented in the 
following section. An understanding of questions 2 and 3 is necessary for risk planning 
because they determine the impact of both the immediate mitigation decisions and the 
flexibility of risk mitigation and planning on future events.  
 
 
4.1  Risk Response Options 
 
Risk identification, assessment, and analysis  
exercises form the basis for sound risk  
response options. A series of risk response actions can help agencies and their industry partners 
avoid or mitigate the identified risks.  

CHAPTER 4   RISK MITIGATION 

Risk mitigation response planning is 
conducted once project risks, including their 
frequency and severity, have been identified 
and analyzed.
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Wideman, in the Project Management Institute Standard Project and Program Risk 
Management: A Guide to Managing Risks and Opportunities, states that a risk may be the 
following: 

• Unrecognized, unmanaged, or ignored (by default). 
• Recognized, but no action taken (absorbed by a mater of policy). 
• Avoided (by taking appropriate steps). 
• Reduced (by an alternative approach). 
• Transferred (to others through contract or insurance). 
• Retained and absorbed (by prudent allowances). 
• And led by a combination of the above. 

 
The above categorization of risk response options helps formalize risk management planning. 
The Caltrans Project Risk Management Handbook suggests a subset of strategies from the 
categorization defined by Wideman above. The Caltrans handbook states that the project 
development team must identify which strategy is best for each risk and then design specific 
actions to implement that strategy. The strategies and actions in the handbook include the 
following:  
 
Avoidance—The team changes the project plan to eliminate the risk or to protect the project 
objectives from its impact. The team might achieve this by changing scope, adding time, or 
adding resources (thus relaxing the so-called triple constraint). 
 
Transference—The team transfers the financial impact of risk by contracting out some aspect 
of the work. Transference reduces the risk only if the contractor is more capable of taking steps 
to reduce the risk and does so. (This strategy is discussed in depth in Chapter 6). 
 
Mitigation—The team seeks to reduce the probability or consequences of a risk event to an 
acceptable threshold. It accomplishes this via many different means that are specific to the 
project and the risk. Mitigation steps, although costly and time consuming, may still be 
preferable to going forward with the unmitigated risk.  
 
Acceptance—The project manager and team decide to accept certain risks. They do not 
change the project plan to deal with a risk or identify any response strategy other than agreeing 
to address the risk if it occurs. 
 
Given a clear understanding of the risks, their magnitude, and the options for response, an 
understanding of project risk will emerge. This understanding will include where, when, and to 
what extent exposure will be anticipated.  The understanding will allow for thoughtful risk 
planning.   
 
 

Risk mitigation explores risk response strategies for the high risk items identified in the 
qualitative and quantitative risk analysis. The process identifies and assigns parties to 
take responsibility and accountability for each risk response. The project manager, 
project team and all necessary stakeholders should participate in risk mitigation 
response planning and actions. 
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4.2. Risk Mitigation Documentation 
 
Each risk management plan should provide appropriate documentation with the understanding 
that the level of detail will vary with the unique aspects associated with each project.  Large 
projects or projects with high levels of uncertainty will benefit from greater detail and formal 
risk management plans that record all aspects of risk identification, risk assessment, risk 
analysis, risk planning, risk allocation, documentation and risk reporting.  Simple projects that 
likely contain minimal uncertainties may require only limited documentation such as red flag 
item list that can be updated at critical milestones throughout the project development and 
construction. 
 
 
4.3. ‘Red Flag’ Item Lists 
 
Red flag items are unique or unusual risks that may have high negative or ‘fatal flaw’ potential 
which warrant special management attention.  A red flag item list should be created at the 
earliest stages of project development and maintained as a checklist through out project 
development.  It is perhaps the simplest form of risk identification and risk management.  Not 
all projects will require a comprehensive and quantitative risk management process. A red flag 
item list can be used in a streamlined qualitative risk management process. 
 
A ‘red flag’ item list is a technique to identify risks and focus attention on critical items that 
can impact the project’s objectives, cost and schedule. Issues and items that can potentially 
impact project objectives, cost or schedule in a significant way are identified in a list, or in 
other words ‘red flagged’, and the list is kept current as the project progresses through 
development and construction build out.  By listing items that can potentially impact a 
project’s objectives, cost or schedule and by keeping the list current, the project team has a 
better perspective for setting proper contingencies and controlling risk. Occasionally, items 
considered risky are mentioned in planning but soon forgotten.  The red flag item list facilitates 
communication among planners, engineers, designers and construction managers about these 
items.  By maintaining a running list, red flag items will be less likely to disappear from 
consideration only to cause problems later on.  
 
Caltrans also uses this approach.  Likewise, this document includes a ‘Potential Risk Factors 
List’ developed as a sample list of risks (Appendix B).    While this sample list can be used to 
create a list of red flag items for a project, it is quite comprehensive and any single project’s 
list of red flag items should not include all of these elements.  The next section discusses risk 
charters, which is a more formalized and typically more quantitative extension of a red flag 
list. 
 
 
 
 
               
 
 
 

The risk charter is used as a management 
tool to identify, communicate, monitor, and 
control risks.
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4.4. Risk Registry 
 
The risk charter is synonymous with the risk register, which is updated regularly as part of the 
risk management process and report capable at each successive project major milestone. The 
risk charter provides project managers with the list of all significant risks identified and 
includes information about the cost, schedule and quality impacts of these risks and their 
likeliness to occur or probability. It is used as a tool to record and continuously track changes 
in the magnitude of potential risk and their impacts as the project progresses through the 
development process and as the risks are resolved. 
 
A risk charter is a document containing the results of a qualitative or quantitative risk analysis. 
It is similar to a list of red flag items, but typically contains more detailed information about 
the potential impact of the risks and the mitigation planning. The risk charter contains a list of 
identified risks, including description, category, and cause.  It may contain measurements of 
magnitude such as the probability and impact of occurrence. It may also include proposed 
mitigation responses, “owners” of the risk, and current status. This method may be more 
effective than simply listing potential problem areas through red flagging because it integrates 
with the risk monitoring and control processes.  The terms “risk charter” and “risk register” are 
synonymous in the highway industry. 
 
The risk charter is used as a management tool to identify, communicate, monitor, and control 
risks.  It provides assistance in setting appropriate contingencies and equitably allocating risks. 
As part of a comprehensive risk management plan, the risk charter can help control cost 
escalation. It is appropriate for large or complex projects that have significant uncertainty.  The 
charter organizes risks that can impact cost estimates and project delivery. A risk charter is 
typically based on either a qualitative or quantitative assessment of risk, rather than simple 
engineering judgment. The identified risks are listed with relevant information for quantifying, 
controlling, and monitoring.  
 
The risk charter includes relevant information such as the following: 

• Risk type and description 
• Status 
• Date identified 
• Project phase 
• Functional assignment 
• Risk trigger 
• Probability of occurrence  
• Impact affect 
• Response actions 
• Responsibility (allocation) 

 
The Risk Registry serves as the risk charter and is described in more detail in the following 
pages. 
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4.5. Risk Registry Table 
 

 Excel Format View (screen capture) 

 
Figure 17 
NYSDOT



 
 

Access Format Views (screen captures) 
 
Main Screen 
 

 
Figure 18 

Source: NYSDOT 
 
Project Selector 
 

 
Figure 19 

Source: NYSDOT 
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Project Information 
 

 
Figure 20 

Source: NYSDOT 
 
Risk Identification 
 

 
Figure 21 

Source: NYSDOT 



              RRiisskk  MMaannaaggeemmeenntt  ffoorr  PPrroojjeecctt  DDeevveellooppmmeenntt 
 

- 42 -

Risk Selection 
 

 
Figure 22 

Source: NYSDOT 
 
Risk Assessment 
 

 
Figure 23 

Source: NYSDOT 
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Risk Tolerances 

 

 
Figure 24 

Source: NYSDOT 
 

Risk Management Plan 
 

 
Figure 25 

Source: NYSDOT 
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Risk Reporting Formats 
 

 
Figure 26 

Source: NYSDOT 
 

 
The risk registry provides a structured approach in identifying, analyzing, ranking, mitigating, 
tracking and documenting project risks.  The model provides a systematic methodology to 
organize and track all identified risks, including their description, cause, probability of 
occurrence, impact(s) control, responsible owners, and current status.  Figures 17- 26 illustrate 
the risk registry and the information it may contain. 
 
Use of the risk management registry should be continuous from the beginning of the pre-IPP 
Phase through to Construction completion.  In this way, project teams and managers can be 
better assured that project risks that have been identified throughout the project will be 
managed appropriately.  
 
 
Risk Registry Model, Applications and Use 
 
The risk registry ‘model’ is the term given to the Excel spreadsheet or Access data base. It is 
the tool used to capture and document risks.  The risk registry model should be used 
throughout the project life-cycle, concluding with construction completion.  In this way, 
project teams and managers can be better assured that project risks can be monitored and 
managed appropriately throughout the project. 
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Other examples are available such as Caltrans spreadsheet.  The spreadsheet forms the basis of 
the agency’s risk management plan.  The spreadsheet contains columns for identification, 
analysis, response strategy, and monitoring and control.  Another example can be found in the 
FTA report on risk assessment, which uses the term risk register synonymously with risk 
charter.  The FTA risk register contains more quantitative risk assessment information than the 
Caltrans example, but the goal of the documentation is similar.  The FTA also adds issues such 
as correlation among dependent components, type of distribution used to model the risk, and 
expected value of the risks. 
 
 
4.6.  Risk Avoidance and Mitigation Plans 
 
The project development team’s strategy to manage risk provides the project team with 
direction and a basis for planning and action.  A formal risk management plan should be 
developed during the initial planning (IPP) and carried, as mentioned earlier, into the scoping 
process.  The risk management plan must be updated at subsequent project development 
phases.  Since the agency and contractor team’s ability to plan and build the facility affects the 
project’s risks, industry can provide valuable insight into this area of consideration. 
 
The risk management plan is the road map that tells the agency and contractor team how to get 
from where the project is today to where the public wants it to be in the future. Since it is a 
map, it may be specific in some areas, such as the assignment of responsibilities for agency and 
contractor participants and definitions, and general in other areas to allow users to choose the 
most efficient way to proceed. The following is a sample risk management plan outline.  See 
Appendix B for a more complete outline. 

1. Introduction 
2. Summary 
3. Definitions 
4. Project Description   
5. Risk management strategy  
6. Risk identification 
7. Risk assessment and analysis 
8. Risk planning 
9. Risk allocation 
10. Risk charter and risk monitoring 
11. Risk management information system, documentation, and reports 

 
Appendix B provides a sample format for use by NYSDOT.    
 
 
4.7. Risk Allocation 
 
This guidance provides only a brief discussion on risk allocation.  The purpose of providing 
this information is to assist project planners, developers and managers with a better, more 
complete understanding of risk allocation so as to apply this knowledge as necessary in the 
project development process. 
 

The Risk Avoidance and Mitigation Plan 
must provide sufficient information on 
what actions will be taken in what time 
frame to address each identified risk and 
who is responsible for what. 
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The contract is the vehicle for risk allocation.  Whether the contract is for development, 
construction, construction engineering and inspection, design, design-build, or some other 
aspect of transportation development, it is important to define the roles and responsibilities for 
managing identified risks and who is responsible for what actions and controls. Risk allocation 
in any contract affects cost, time, quality, and the potential for disputes, delays, and claims.  
Contractual misallocation of risk has been found to be one of the leading causes of 
construction disputes in the United States (CIS, 1990)  
 
In a 1990 study, the Construction Industry Institute, a group of construction industry owners, 
contractors, and academics who study the industry and create best practices, state the 
following: 

 
‘The goal of an optimal allocation of risk is to minimize the total cost of risk on a project, 
not necessarily the costs to each party separately. Thus, it might sometimes seem as if one 
party is bearing more of the risk costs than the other party. However, if both owners and 
contractors take a long-term view and take into consideration the benefit of consistently 
applying an optimal method to themselves and to the rest of their industry, they will realize 
that over time optimizing risk allocation reduces everyone’s cost and increases the 
competitiveness of all parties involved.’ 

 
Highway agencies have arrived at a somewhat standard set of risk allocation principles for 
highway projects in the traditional design-bid-build process. Most highway agencies follow the 
risk allocation principles suggested in the AASHTO Guide Specifications for Highway 
Construction.  For example, highway agencies have discovered over time that maintaining the 
risk of differing site conditions (Guide Specifications for Highway Construction, Section 
104.02) with the agency will result in lower bid prices and lower costs to the public in the 
long term. While this practice for the allocation of differing site conditions in the industry has 
undoubtedly resulted in an optimal risk allocation strategy, other traditional risk allocation 
principles have resulted in adversarial relationships between agencies and the contracting 
community. 
 
The risk allocation principles embedded in the industry’s guide specifications are tested and 
well established in case law. However, their use can promote a one-size-fits-all process of risk 
allocation.  The rigorous process of risk identification, assessment, analysis, and mitigation 
described in this document allows for a more transparent and informed understanding of 
project risk. When risks are understood and their consequences are measured, decisions can be 
made to allocate risks in a manner that minimizes costs, promotes project goals, and ultimately 
aligns the construction team (agency, contractor, and consultants) with the needs and 
objectives of the traveling public. 
 
The objectives of risk allocation can vary depending on unique project goals, but four 
fundamental tenets of sound risk allocation should always be followed:  

1. Allocate risks to the party best able manage them. 
2. Allocate the risk in alignment with project goals. 
3. Share risk when appropriate to accomplish project goals. 
4. Ultimately seek to allocate risks to promote team alignment with customer-oriented 

performance goals. 
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The rigorous process of risk identification, assessment, analysis, and mitigation described in 
this document provides for a more transparent and informed determination and allocation of 
project risks.  When identified risks and their potential consequences are measured and fully 
understood, more effective decisions can be made to best address the risk in a manner that 
minimizes impacts while maximizing project goals. 
 
 
4.9. Risk Mitigation Procedures, Outputs and Conclusions 
 
Risk mitigation, planning and allocation uses information derived from the risk identification, 
assessment, and analysis processes to formulate appropriate response strategies for all 
identified, appropriate and necessary risks.  Common strategies include avoidance, 
transference, mitigation, or acceptance.  Mitigation and planning must be documented in an 
organized and comprehensive fashion that clearly assigns responsibilities and delineates 
procedures for appropriate mitigation and allocation of identified potential project risks.  
 
Common documentation procedures frequently include the creation of red flag item lists, risk 
charters, and formal risk management planning documentation.  Risk mitigation and planning 
efforts may necessitate that agencies set policies, procedures, goals, and responsibility 
standards. Formalizing risk mitigation and planning throughout the agency will help establish a 
risk management culture that should result in better cost management from planning through 
construction and better allocation of project risks. 
 
 
 
 
 
 
 
SUMMARY 
 

1) Determining the most appropriate response to all identified risks will depend on the 
analysis and conclusions made for each potential risk factor, the complexity of the 
project, the circumstances involved and the options available. 

2) Risk response strategies include: avoidance; transference; mitigation; and acceptance. 
Each response has various options and actions necessary for successful management to 
be achieved. 

3) Risk response strategies, range of options and determinations of specific actions shall 
identify the appropriate owner and their role and responsibility in managing the 
assigned risk.   

4) When identified risks and their potential consequences are measured and fully 
understood, more effective decisions can be made to best address the risk in a manner 
that minimizes impacts while maximizing project goals.  

5) Each response strategy has specific actionable tasks which shall be determined and 
included with the risk registry. 

 

Formalizing risk planning, management 
and mitigation throughout project 
development will improve performance 
while establishing a risk management 
culture  
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5.0. RISK MONITORING AND CONTROL 
 
The objectives of risk management and monitoring are to (1) systematically track the identified 
risks, (2) identify any new risks, (3) effectively manage the contingency reserve, and (4) 
capture lessons learned for future risk assessment and allocation efforts. The risk monitoring 
and updating process occurs after the risk mitigation, planning, and allocation processes. It 
must continue for the life of the project because risks are dynamic. The list of risks and 
associated risk management strategies will likely change as the project matures and new risks 
develop or anticipated risks disappear. 
 
Periodic project risk reviews repeat the tasks of identification, assessment, analysis, mitigation, 
planning, and allocation.  Regularly scheduled project risk reviews can be used to ensure that 
project risk is an agenda item at all project development and construction management 
meetings.  If unanticipated risks emerge or a risk’s impact is greater than expected, the planned 
response or risk allocation may not be adequate.  At this point, the project team must perform 
additional response planning to control the risk.   
 
Risk monitoring and updating tasks can vary depending on unique project goals, but three tasks 
should be integrated into design and construction management plans: 

1. Develop consistent and comprehensive reporting procedures. 
2. Monitor risk and contingency resolution. 
3. Provide feedback of analysis and mitigation for future risk assessment and allocation. 

 
 
5.1.  Risk Reporting 
 
Risk reporting involves recording, maintaining, and reporting assessments. Monitoring results 
and assessing the adequacy of existing plans are critical. The Department of Energy’s Office of 
Engineering and Construction Management, states that the primary criterion for successful 
management is formally documenting the ongoing risk management process.  This is important 
for the following reasons: 

• It provides the basis for program assessments and updates as the project progresses. 
• Formal documentation tends to ensure more comprehensive risk assessments than 

undocumented efforts. 
• It provides a basis for monitoring mitigation and allocation actions and verifying the 

results. 
• It provides project background material for new personnel. 
• It is a management tool for the execution of the project. 
• It provides the rationale for project decisions. 

 
A comprehensive risk charter can form the basis of documentation for risk monitoring and 
updating. The Caltrans risk charter/risk management plan in Appendix D provides 
documentation for risk monitoring and updating. Table 12 (see page 38) provides a summary 
of the risk monitoring items in the Caltrans risk charter.  

CHAPTER 5    RISK MONITORING and CONTROL 
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Table 12 provides a communication tool for managers.  The first two columns communicate if 
the risk is active and who “owns” the risk. The risk trigger helps management know when to 
implement a response strategy. The assessment quantifies the magnitude of the risk. The final 
column for monitoring and control summarizes the ongoing risk management activities.  Status 
reports can also be more graphically oriented.  Table 13 (see page 38) provides one example of 
a status presentation of top-level risk information that can be useful to management as well as 
others external to the program. An example has been adapted by the DOE’s Office of 
Engineering and Construction Management and populated with risks from the example risk 
lists (See Case Study, Appendix D). 
 
WSDOT has developed a top-level risk status report, shown in Appendix D, figure 12, on page 
64.  The “What’s Changed” section also acts as a high-level monitoring report. The status 
report uses a one-page format to communicate important cost and risk issues to both agency 
personnel and external stakeholders. It communicates key project information, benefits, and 
risks.  It reports cost and schedule in a range rather than a single point. It also communicates 
the project design status. In some high-profile projects, the report is done annually and updates 
information from the previous report. While the example shown is for a large corridor-level 
program, this format can be implemented successfully on smaller projects as well. 
 
 
5.2.  Risk Management Metrics  
 
The development of performance metrics for risk management is essential to risk monitoring 
success.  The establishment of performance indicators that provides accurate, timely, and 
relevant risk information in a clear, easily understood manner will be an important tool for 
effective risk management.  Early in the planning phase of the process, the team should 
identify potential specific indicators to be monitored and information to be collected, compiled, 
and reported. Specific procedures and details for risk reporting should be included in the risk 
management plans prepared by the agency and the contractor.  
 
Caltrans utilizes performance measures for its risk management program. Caltrans measures: 
(1) percentage of projects with risk management plans during the project initiation document 
(PID) phase (is it happening?), and (2) percentage of project change requests (PCRs) due to 
unidentified risks (demonstrating project quality). These measures will be tracked and reported 
by division headquarters of project management (for the measure on PCRs) and planning (for 
the measure on PIDs)  
 
Performance measures can also be project specific rather than program wide. These project risk 
performance measures can deal with the number or magnitude of risks that have been 
successfully mitigated. The project risk performance measures can also resemble traditional 
construction management performance measures, such as cost variance, schedule variance, 
estimate at completion, design schedule performance, management reserve, or estimate to 
complete. 
The risk monitoring and updating process must address the management and resolution of any 
project contingencies.  This process involves a system for identifying, tracking and managing 
contingencies and their expense.   
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5.3. Risk Monitoring and Control Procedures, Outputs and Conclusions  
 
Monitoring and controlling risks are the final stages of effective risk management.  A 
successful risk monitoring and updating process will systematically track risks, invite the 
identification of new risks, and effectively manage the contingency reserve. The system will 
help ensure successful completion of the project objectives. If documented properly, the 
monitoring and updating process will capture lessons learned and feed risk identification, 
assessment, and quantification efforts on future projects. 
 
 
SUMMARY 
 

1) Appropriately managing risk requires: (1) systematically tracking all identified risks, 
(2) identification of any new or emerging risks throughout project development, (3) 
effectively managing contingencies, and (4) capturing lessons learned for future risk 
assessment and allocation performance improvement. 

 

2) Determining the most appropriate response to all identified risks will depend on the 
analysis (and rigor) required and conclusions made for each potential risk factor, the 
complexity of the project, the circumstances involved and the range of options 
available. 

 

3) Monitoring and control decisions should be made collaboratively. 
 

4) Performance measures for risk provide numbers of, types of, and magnitude of risks 
being experienced on projects statewide.  What risks are being successfully mitigated? 
What trends and patterns can be identified?  

 
  

The primary criterion for successful management is formally documenting the ongoing 
risk management process.  This is important for the following reasons: 

• It provides the basis for program assessments and updates as the project progresses. 
• Formal documentation tends to ensure more comprehensive risk assessments than 

undocumented efforts. 
• It provides a basis for monitoring mitigation and allocation actions and verifying 

the results. 
• It provides project background material for new personnel. 
• It is a management tool for the execution of the project. 
• It provides the rationale for project decisions. 



 

              RRiisskk  MMaannaaggeemmeenntt  ffoorr  PPrroojjeecctt  DDeevveellooppmmeenntt 
 

- 51 -

 
 

 
Risk - A defined uncertainty that can impact the outcome of a project including cost, schedule, 
scope or quality. 
 
Risk Management - The systematic process of planning for, identifying, analyzing, 
responding to, and monitoring project risk. Risk management involves people, processes, tools, 
and techniques that will help the project manager maximize the probability and consequences 
of positive events and minimize the probability and consequences of adverse events. Project 
risk management is most effective when first performed early in the life of the project and is a 
continuing responsibility throughout the project. 
 
Risk Assessment  - A component of risk management that bridges risk identification and risk 
analysis in support of risk allocation. 
 
Risk Documentation - Recording, maintaining, and reporting assessments; handling analysis 
and plans; and monitoring results. It includes all plans, reports for the project manager and 
decision authorities, and reporting forms that may be internal to the project manager. (DOE) 
 
Risk Event - A discrete occurrence that may affect a project in either a positive or negative 
way. 
 
Probability - Likelihood of the occurrence of any event. 
 
Risk Identification - Determining which risks might affect the project and documenting their 
characteristics. Tools used include brainstorming and checklists. 
 
Risk Management Plan - Documents how the risk processes will be carried out during the 
project. This is the output of risk management planning. (PMI) 
 
Risk Mitigation - Seeks to reduce the probability and/or impact of a risk to below an 
acceptable threshold. (PMI) 
 
Risk Register - A document detailing all identified risks, including description, cause, 
probability of occurrence, impact(s) on objectives, proposed responses, owners, and current 
status. 
 
Risk Allocation - Placing responsibility for a risk to a party through a contract. The 
fundamental tenets of risk allocation include allocating risks to the party best able manage 
them, allocating risks in alignment with project goals, and allocating risks to promote team 
alignment with customer-oriented performance goals. 
 

Appendix A   Glossary of Terms 
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Risk Avoidance - Changing the project plan to eliminate the risk or to protect the project 
objectives from its impact.  It is a tool of the risk response planning process. (PMI) 
 
Qualitative Risk Analysis - Performing a qualitative analysis of risks and conditions to 
prioritize their effects on project objectives. It involves assessing the probability and impact of 
project risk(s) and using methods such as the probability and impact matrix to classify risks 
into categories of high, moderate, and low for prioritized risk response planning. (PMI) 
 
Quantitative Risk Analysis - Measuring the probability and consequences of risks and 
estimating their implications for project objectives. Risks are characterized by probability 
 
Contingency Plan - A set of predefined actions to be taken when a negative risk occurs.  
 
Contingency Reserve - The amount of money or time needed above the estimate to reduce the 
risk of overruns of project objectives to a level acceptable to the organization.  
Decision Tree - A diagram used to select the best course of action in uncertain situations.  
 
Environmental Document - The National Environmental Policy Act (NEPA) and the 
California Environmental Quality Act (CEQA) require certain environmental documentation 
for transportation projects. Types of documents include a negative declaration (ND) finding of 
no significant impact (FONSI), or an environmental impact study (EIS)/environmental impact 
report (EIR).  
 
Impact - Effect or consequence of an action or the failure to take action.  
 
Milestone - A significant event in the project, usually completion of a major deliverable.  
 
Mitigation - The act of alleviating a harmful circumstance. Risk mitigation seeks to reduce the 
probability and/or impact of a risk to below an acceptable threshold.  
 
Opportunity - A risk that will have a positive impact on a project objective if it occurs.  
 
Probability - Likelihood of the occurrence of any event. 
 
Program Change Request - Any significant changes to the scope, cost, or schedule of a 
programmed project (STIP, SHOPP, or TCRP) or special program project (toll seismic retrofit, 
soundwall) require a revision to the delivery commitment. 
 
Project Development Team - An interdisciplinary team composed of key members of the 
project team as well as external stakeholders, that acts as a steering committee in directing the 
course of studies required to evaluate the various project alternatives during the early 
components of the project lifecycle.  
 
Project Objective - A particular goal of a project. All projects have these four objectives:  

• Scope  
• Schedule  
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• Cost  
• Quality  

Project Risk - An uncertain event or condition that, if it occurs, has a positive or negative 
impact on at least one project objective.   A risk has a cause and, if it occurs, a consequence. 
 
Residual Risk - Risks that remain even after developing responses to the project's original 
risks. 
 
Risk Interaction - The combined effect of two or more risks occurring simultaneously greater 
than the sum of the individual effects of each free standing risk. 
 
Risk Owner - A person assigned to monitor the risk(s) and inform the project manager of any 
changes in the status of the risk. 
 
Secondary Risks - Secondary risks are caused by responses to the project's original risks. 
 
Scope - Encompasses the work that must be done to deliver a product with the specified 
features and functions.  
 
Threat - A risk that will have a negative impact on a project objective if it occurs. 
 
Risk Register - A document detailing all identified risks, including description, cause, 
probability of occurrence, impact(s) on objectives, proposed responses, owners, and current 
status. (PMI) 
 
Risk Trigger - Symptoms and warning signs that indicate whether a risk is becoming a near-
certain event and a contingency plan/response plan should be implemented. 
 
Value Analysis - 
A multi-disciplined team systematically applies recognized techniques to:  

• Identify the function of a product or service  
• Establish a worth for that function  
• Generate alternatives through the use of creative thinking  
• Reliably provide the needed functions at the lowest overall cost  

The term is often interchanged with Value Engineering.  
 
Value Analysis Team - A team that performs value engineering.  
 
Work Plan - A resourced schedule. The work plan identifies the project-specific WBS 
elements and defines the cost, timeline, and requirements for each. The current work plan 
guides the day-to-day operations of project execution and project control. 
 
Empirical data - data that are produced and verifiable by experiment or observation. 
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1.  Introduction  
 

Project Background Information  
Project Name 
Project Location  

 
2. Project Description  

 
Provide a brief summary overview discussion of the project purpose and need, context, 
public issues (if any), potential macro-level risk issues and any considerations for 
mitigation/minimization.  Any detailed information will be included within the Project 
Report. 

 
3. Risk Management Strategy and Approach 

 
Provide a brief summary overview of the strategy that will be used to manage, mitigate and 
minimize potential macro and micro-level risk issues (if any), involved with the particular 
project macro-level risk issues and any considerations for.   

 
4. Risk Identification (Reference Risk Model/Register) 

 
Using the guide, procedures and risk register model, identify all potential risks  

 
5. Risk Assessment and Analysis 
 7A. Qualitative (used for simple and moderate project types) 
   Use the techniques outlined in the guide to perform and determine. Techniques 

include: (list) 
 
 7B. Quantitative (complex project types) 
   When necessary, use the techniques outlined in the guide to perform and 

determine. Techniques include: (list) 
 
6. Risk Response Planning (Reference Risk Model/Register) 
 
 
7. Risk Allocation  
 

 Determining who, what group or groups will have responsibility for avoiding or mitigating 
identified risks.  

 
8. Risk Charter and Risk Monitoring 
 
9. Risk Management Information System, Documentation, and Reporting 

Appendix B  Sample Risk Management Plan Outline 
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POTENTIAL RISKS LIST 

 Key: When multiple checkmarks apply, red √ indicates highest priority 
 

PROJECT DEVELOPMENT RISKS     
RISK FACTOR POTENTIAL FOR IMPACT ON 

  COST SCHEDULE SCOPE QUALITY 
Design incomplete at PS&E       √ 
Unexpected geotechnical or groundwater issues √ √     
Changes to materials/geotechnical/foundation    √     
Foundation and geotechnical tasks (foundation drilling and 
material testing) not identified and included in project workplan   √     
Inaccurate assumptions on technical issues in planning stage     √   
Additional survey required    √     
Bridge site data incomplete to DES    √     
Existing structures planned for modification not evaluated for 
seismic retrofit, scour potential and structural capacity √ √     
Condition of the bridge deck unknown √       
For projects involving bridge replacement, bridge carries traffic 
during staging causing traffic delay       √ 
Design changes to alignment, profile, typical cross section, stage 
construction between Advance Planning Study and the Bridge Site 
Submittal   √     
Unforeseen design exceptions required    √     
Consultant design not up to Department standards        √ 
Unresolved constructability review items  √       
Complex hydraulic features        √ 
Incomplete quantity estimates  √       
New or revised design standard  √       
RR Agreements not obtained on time   √     
Special railroad requirements not identified during preliminary 
design   √     
Utility Agreements not obtained on time   √     
Construction staging more complex than anticipated √ √     
Unforeseen aesthetic requirements √       
Contextual Assessment incomplete     √   
Unresolved Public Involvement Issues   √ √   
Other Design Risks         
 
 
     

APPENDIX C   POTENTIAL RISK FACTORS LISTING  
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EXTERNAL RISKS     
RISK FACTOR POTENTIAL FOR IMPACT ON 

  COST SCHEDULE SCOPE QUALITY 
Local communities pose objections      √   
Unreasonably high expectations from stakeholders      √   
Political factors or support for project changes    √ √   
Stakeholders request late changes      √   
New stakeholders emerge and request changes      √   
Threat of lawsuits    √     
Increase in material cost due to market forces  √       
Reviewing agency requires longer than expected review time    √     
Pressure to deliver project on an accelerated schedule    √   √ 
Limited Number of Bidders expected √ √     
Changes in funding availability   √     
Other External Risks         

     
ENVIRONMENTAL RISKS     

RISK FACTOR POTENTIAL FOR IMPACT ON 
  COST SCHEDULE SCOPE QUALITY 
Environmental analysis incomplete        √ 
Environmental regulations change  √ √     
Additional Information required for permits   √     
Hazardous waste site analysis incomplete  √       
TE or PE in a DEC hazardous waste remediation site √ √     
TE or PE in a DEC hazardous waste remediation site √ √     
Hazardous materials in existing structure or surrounding soil; lead 
paint, contaminated soil, asbestos pipe, asbestos bearings and 
shims √       
Potential for lowering water table that is a public water source    √     
Water quality regulations or requirements change  √       
Available project data and mapping at the beginning of the 
environmental study is insufficient      √   
New information after Environmental Document is completed 
may require re-evaluation or a new document (i.e. utility 
relocation beyond document coverage)    √     
New alternatives required to avoid, mitigate or minimize impact    √     
Acquisition, creation or restoration of on or off-site mitigation  √ √     
Environmental clearance for staging or borrow sites required    √     
Historic site, endangered species, riparian areas, wetlands and/or 
public park present, flood plain   √     
Design changes require additional Environmental analysis    √     
Controversy on environmental grounds expected   √     
Unforeseen formal NEPA/404 consultation is required    √     
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Unforeseen formal Section 7 (Endangered Species Act) 
consultation or specialized staff required    √     
Unexpected Section 106 issues (Historic Preservation)   √     
Unexpected Native American concerns    √     
Unforeseen Section 4(f) resources affected      √   
Project within area with Local Waterfront Revitalization Plan 
(LWRP) and/or Greenway Plan     √   
Project may encroach onto a Scenic Highway      √   
Project may encroach to a Wild and Scenic River    √     
Unanticipated noise impacts  √       
Construction or pile driving noise and vibration impacting 
adjacent businesses or residents   √     
Project causes an unanticipated barrier to wildlife  √       
Bridge is a habitat to bats or other species requiring mitigation or 
seasonal construction         
Project may encroach into a floodplain or a regulatory floodway    √     
Project does not conform to the state implementation plan for air 
quality at the program and plan level     √   
Unanticipated secondary or cumulative impact issues   √     
Environmental justice issue   √     
Other Environmental Risks         

     

PROJECT MANAGEMENT RISKS     
RISK FACTOR POTENTIAL FOR IMPACT ON 

  COST SCHEDULE SCOPE QUALITY 
Project scope and objectives are not clearly defined or understood     √   
Project cost estimate or constraints are not clearly defined √       
Project schedule and deliverables are not clearly defined or 
understood   √     
No control over staff priorities   √     
Inexperienced staff assigned       √ 
Losing critical staff at crucial point of the project   √     
Insufficient time to plan 

    √   
Internal “red tape” causes delay getting approvals, decisions   √     
Consultant or contractor delays   √     
Potential cost estimating errors √       
Potential scheduling errors   √     
Unplanned work that must be accommodated   √     
Lack of coordination/communication       √ 
Underestimated support resources or overly optimistic delivery 
schedule   √     
Scope creep √       
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Overlapping of one or more project limits, scope of work or 
schedule     √   
Lack of specialized staff (biology, anthropology, geotechnical, 
archeology, etc.)       √ 
Unresolved project conflicts not elevated in a timely manner   √     
Delay in earlier project phases jeopardizes ability to meet 
programmed delivery commitment   √     
Added workload or time requirements because of new direction, 
policy, or statute   √     
Public awareness/campaign not planned or inadequate     √   
Risk Management Plan incomplete √ √ √ √ 
Public Involvement Plan incomplete   √ √ √ 
Lack of clear roles and responsibilities and authority     √     
Scheduling changes made to critical path  √   

     

RIGHT-OF-WAY RISKS     
RISK FACTOR POTENTIAL FOR IMPACT ON 

  COST SCHEDULE SCOPE QUALITY 
Insufficient ROW available for all operations   √     
ROW Clearance not received in time for advertising         
Unanticipated need for public hearing due to ROW acquisition not 
deemed “di minimus”         
Unforeseen railroad involvement √ √     
Resolving objections to Right of Way appraisal takes more time 
and/or money √ √     
Unanticipated escalation in right of way values or construction 
cost √       
Need for “Permits to Enter” not considered in project schedule 
development   √     
Condemnation process takes longer than anticipated   √     
Access to adjacent properties is necessary to resolve 
constructability requirements √ √ √ √ 
Acquisition of parcels controlled by a State or Federal Agency 
may take longer than anticipated   √     
Discovery of hazardous waste in the right of way phase √ √     
Inadequate pool of qualified appraisers   √     
Landowners unwilling to sell  √ √ √   
Other Right-of-Way Risks         

     

CONSTRUCTION RISKS     
RISK FACTOR POTENTIAL FOR IMPACT ON 

  COST SCHEDULE SCOPE QUALITY 
Unreasonable contract time requirements,  constraints or incentive 
provisions   √     
Permit work window time is insufficient   √     
Change orders due to differing site conditions √       
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Temporary excavation and shoring system design is not adequate √       
Unidentified utilities encountered √ √     
Utility relocation not completed within the time specified in utility 
agreements √ √     
Utility company workload, financial condition or timeline   √     
Buried unidentified hazardous waste discovered √       
Overhead electrical power lines in conflict with construction √       
Street or ramp closures not coordinated with local community       √ 
Insufficient or limited construction or staging areas √     √ 
Unanticipated weather delays    √     
Changes during construction require additional coordination with 
resource agencies/possible permit modification   √     
Unexpected archeological findings   √     
Delay due to unanticipated sensitive habitat requirements or other 
reasons    √     
Construction or pile driving noise and vibration impacting 
adjacent businesses or residents   √     
Extensive shop drawing review/approval time requirements   √     
Railroad agreements not in place   √     
Other Construction Risks   √     
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The following is a case study developed to best understand the information, concepts and 
techniques described in this guidance. In this example QDOT has embarked on the creation of 
a risk management policy and guidance for application during project development.  
 
The case study walks through the process of how QDOT applied risk management on a pilot 
project. The first section describes the pilot project and the second section describes the risk 
identification process, which follows the tools and techniques outlined in each chapter. 

 

 
Figure 1 

Source: FHWA 
 
 
 
 
 
 

APPENDIX D    CASE STUDY  
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Project Information and Description 
 

 
Figure 2 

Source: FHWA 
 
Risk Identification 
 

 
Figure 3 

Source: FHWA 
 

RISK CHARACTERISTICS POSSIBLE CONDITIONS MAGNITUDE 
Knowns  Moderate 
known-unknowns  High 
unknown-unknowns  High 
Risk triggers  High 
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Risk versus opportunity events  Low 
Risk Identification 
 

 
Figure 4 

Source: FHWA 
 
Risk Assessment 
 

 
Figure 5 

Source: FHWA 
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Sample Risk Matrix 
 

1 2 3 4 5 
Risk 

Identification 
Probability 
Rating (1) 

Impact 
Rating (2) 

Overall Risk 
Rating  (1)x(2) Mitigation/Allocation 

Risk Item 1     
Risk Item 2     

 
RISK ANALYSIS MATRIX 

 
Figure 6 

Source: FHWA 
 

Use of the Risk Management Model, detailed in Chapter 6, provides a structured approach for 
identifying and categorizing project risks early in the process and documenting their 
mitigation. 
 
The following matrix provides an intermediate step to better assist the determination of, 
quantifying and assessing identified project related risks. 
 

RISK IDENTIFICATION, ASSESSMENT, AND ALLOCATION WORKSHEET 
Risk area and definition Discussion Applies (Y/N) 
Issue(s)   
Options (Department, Design-Builder, or Sharing)   
How can risk be shared?   
Who can best manage the risk?   
Resources   
Challenges   
Recommended allocation   
Steps for mitigation   

 
Likelihood-Impact Matrix (FHWA) 

 
Figure 7 

Source: FHWA 
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Figure 8 

Source: FHWA 
Note: Sample Distribution of Year-of-Expenditure Costs, with an 80% Probability Range. 

 
Monte Carlo Simulation 
Figure 5 shows the result of the simulation for the Project.  This simulation iteratively 
combined the occurrence of various project threats and opportunities, as discussed above, and 
depicts the Total Project Cost in year-of-expenditure dollars.  The blue shaded area in the 
figure represents an 80% likelihood that the total cost for the Project will be between $1.38-
1.73 billion, which is considerably higher than the 2005/2006 estimate of $739 million.   As 
such, it should be noted that risks such as extreme inflation, the impact of world events, or 
other unforeseen circumstances, were not considered. 
 
Sensitivity Analysis 
The sensitivity chart in Figure 6 shows how the variation in the cost estimate components 
impact the variation of the total cost estimate for the Project.  Those components at the top of 
the chart have greater impact on the variation in total project costs while those at the bottom 
have less impact.  As shown, the escalation threat is the significant driver in the variation of 
total year-of-expenditure costs.  This one item accounted for almost 90% of the total project 
variability.  
 

 
Figure 9 

Source: FHWA 
Figure 6 - Sensitivity Chart for Year-of-Expenditure Costs 
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Risk Registry Model (screen capture) 
 

 
Figure 10  

Source: NYSDOT
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Risk Registry Model - Caltrans Example 
 

 
Figure 11 

Source: FHWA 
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Risk Analysis 
 

 
Figure 12 

Source: FHWA 
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Risk Mitigation Planning 
 
The following is an example of the risk mitigation and planning strategies for the illustrative 
project.  It shows the portion of the overall risk charter used to manage the risks on the project. 
It also shows a sample of the risks and their associated mitigation strategy and mitigation 
actions. The columns for responsibility and interval or milestone check enable monitoring and 
control, as described in Chapter 7. 
 

 
Figure 13 

Source: FHWA 
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Risk Allocation 
 

 
Figure 14 

Source: FHWA 
 

Risk Monitoring and Control 
 

 
Figure 15 

Source: FHWA 
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WSDOT Risk Status Report 
 

 
Figure 16 

Source: FHWA  
Note: The “What’s Changed” section also acts as a high-level monitoring report. 



 

              RRiisskk  MMaannaaggeemmeenntt  ffoorr  PPrroojjeecctt  DDeevveellooppmmeenntt 
 

- 65 -

 
As mentioned in Chapter 3, Quantitative risk analysis is the process of numerically analyzing 
the effects of  each identified risk on overall project objectives.  These procedures employ 
numeric estimates of the probability that a project will meet its cost and time objectives. It is 
common to simplify a risk analysis by calculating the expected value or average of a risk. The 
expected value provides a single quantity for each risk that is easier to use for comparisons. 
While this is helpful for comparisons and ranking of risks, estimators must take care when 
using the expected value to calculate project costs or contingencies.  For example, if there is a 
20% chance that a project will need a $1 million storm water upgrade, the estimator will 
include $200,000 in contingency using the expected value. If the storm water upgrade is 
required, this value will not be enough.  
 
Unfortunately, a great deal of information may be missed or lost in this oversimplified 
contingency analysis. More comprehensive quantitative analysis is based on a simultaneous 
evaluation of the impact of all identified and quantified risks. The result is a probability 
distribution of the project’s cost and completion date based on the risks in the project. 
Quantitative risk analysis involves statistical simulations and other techniques from the 
decision sciences. Tools commonly employed for these analyses include first-order second-
moment (FOSM) methods, decision trees, and/or Monte Carlo simulations.  The Department’s, 
and FHWA’s, de-facto standard tool for performing Monte Carlo simulations is Chrystal Ball. 
 
A key purpose of quantitative risk analysis is to combine the effects of the various identified 
and assessed risk events into an overall project risk estimate. This overall assessment of risks 
can be used by the transportation agency to make go/no-go decisions about a project. It can 
help agencies view projects from the contractor’s perspective through a better understanding of 
the contractor’s risks. More commonly, the overall risk assessment is used to determine cost 
and schedule contingency values and to quantify individual impacts of high-risk events. 
 
The ultimate purpose of quantitative analysis, however, is not only to compute numerical risk 
values, but also to provide a basis for evaluating the effectiveness of risk management or risk 
allocation strategies.  Many methods and tools are available for quantitatively combining and 
assessing risks. The selected method will involve a tradeoff between sophistication of the 
analysis and its ease of use. There are at least five criteria to help select a suitable quantitative 
risk technique: 

1. The methodology should be able to include the explicit knowledge of the project team 
members about the site, design, political conditions, and project approach. 

2. The methodology should allow quick response to changing market factors, price levels, 
and contractual risk allocation. 

3. The methodology should help determine project cost and schedule contingency. 
4. The methodology should help foster clear communication among the project team 

members and between the team and higher management about project uncertainties 
and their impacts. 

5. The methodology should be easy to understand and use. 
 

APPENDIX E    QUANTITATIVE ASSESSMENT  
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Cost Risk Assessment Diagram 
 

 
Figure 1 

Source: DOE 
 

Three basic risk analyses can be conducted during a project risk analysis: 
• Technical performance analysis (will the project work; will it provide the planned 

benefits?)  
• Schedule risk analysis (when will the project be completed?) 
• Cost risk analysis (what will the project cost?) 
 
 

Risk Parameter Inputs 
 
Risk Probability Matrix  
 
A probability/impact matrix can be used to associate identified potential risks with their 
probability and severity levels.  Each identified potential risk can be assigned a possible range 
based on past trends or other references and supporting details.  Acceptable tolerance levels 
can be established to help manage possible risks.  The emerging risk position is defined by the 
acceptable tolerances established for the project.  Risk tolerances can be outlined using a 
matrix which illustrates the desired acceptable risk levels for the project.  The position of the 
risk tolerance line would depend on the project and the degree of acceptable risk (see figure 2).  
The risk probability matrix is another tool to help analyze and determine possible risk 
tolerances. 
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Figure 2 

Source: DOE 
 
Risk Analysis Methodology 
 
The intent of this guide is to provide an overview of risk analysis methodologies, not an in-
depth explanation or step-by-step procedural account.  For an in-depth explanation and step-
by-step procedural accounting refer to the specific references listed in the glossary including 
the Chrystal Ball handbook.     
 
Typically, quantitative risk analysis requires the development of a risk model (see Appendix 
E).  Once the model is developed, quantitative risk analysis can be performed to the extent 
necessary to achieve a certain confidence level and degree of certainty based on the data and 
the parameters around the assumptions made.  Scenario analysis can be performed to help 
further improve the probability and degree of confidence in the analysis.  The degree of 
certainty will depend primarily on the data available, the range of distribution and its statistical 
significance.  Software programs such as Chrystal Ball are used to calculate      
 
 
Outputs of Quantified Risk Analyses 
 
The type of output various techniques produce is an important consideration when selecting a 
risk analysis method.  Generally speaking, techniques that require greater rigor, demand stricter 
assumptions and need greater and more refined input data.  Reliable, accurate and relevant 
data is necessary for performing extensive quantitative analysis with a high degree of 
certainty.   
 
Results from risk analyses may be divided into  
three groups according to their primary output: 

1. Single parameter output measures  
2. Multiple parameter output measures 
3. Complete distribution output measures 

Reliable, accurate and relevant data is 
necessary for performing extensive 
quantitative analysis with a high degree of 
certainty. 
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The type of output required for an analysis is a function of the objectives of the analysis.  If, for 
example, an agency needs approximate measures of risk to help in project selection studies, 
simple mean values (a single parameter) or a mean and a variance (multiple parameters) may 
be sufficient.  On the other hand, if an agency wishes to use the output of the analysis to aid in 
assigning contingency to a project, knowledge about the model, assumptions used and 
distribution or the cumulative distribution is needed (complete distribution measures).  These 
are advanced techniques.  Finally, when identification and subsequent management of the key 
risk drivers are the goals of the analysis, the techniques used, such as sensitivity analyses, 
become very important selection criterion. 
         
Tornado Diagram 
 

 
Figure 3 

Source: FHWA 
 
Risk Analysis Methods 
 
The selection of a risk analysis method requires an analysis of what input risk measures are 
available and what types of risk output measures are desired. The following sections describe 
some of the more frequently used quantitative risk analysis methods and an explanation of the 
input requirement and output capabilities. These methods range from simple, empirical 
methods to computationally complex, statistically based methods. 
 
 
Traditional Analysis Methods 
 
Traditional methods for risk analysis often focus on empirical procedures that concentrate 
primarily on developing a range of cost contingencies for projects.  Risk factors for various 
project elements are based on historical knowledge of past trends.  For example, pavement 
material costs may have remained constant over an extended period of time exhibiting a low 
degree of cost risk, whereas acquisition of rights-of-way may have shown continuous or even 
erratic increases in cost over time which would indicate a higher degree of cost risk.  Project 
contingencies are determined by multiplying the estimated cost of each element by its 
respective risk factor.   
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One of the benefits of this method is its degree of simplicity.  Project staff will need to possess 
an ability and skill to effectively track and analyze data in order for this method to be 
successful.  However, one of the risks in using this methodology is the potential difficulty in 
being able to accurately project trends to determine future possible cost scenarios.  One of the 
drawbacks from this method is the degree of difficulty in directly associating potential project 
risk drivers and their possible range, or distribution, of their effects on cost or schedules.    
 
 
Analytical Methods 
 
Analytical methods, sometimes called second-moment methods, use statistical calculation of 
probability to determine mean values and standard deviation of outputs and project costs.  
Analytical methods are relatively easy to understand and apply.  They use mean values of the 
input variables to plug into formulas for calculating standard deviation which then is used to 
determine projected project costs.  This method is most appropriate when the output is a simple 
sum or is the product of the various input values being analyzed (FHWA). They provide basic 
capability for estimating cost contingencies, but are not as effective for determining schedules.   
  
 
Analytical Modeling 
 
Simulation models, also called Monte Carlo methods, are based on computerized, probabilistic 
calculations using random number generators to draw samples from probability distributions. 
The objective of the simulation is to determine the effect multiple complex uncertainties of a 
particular indicator of interest will potentially have on the outcome.   More details on 
Quantitative Analysis are provided in Appendix E.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Qualitative analysis range from simple, 
empirical methods to computationally complex, 
statistically based, methods. 
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Figure 4 illustrates examples of simulation models of probability distributions. 
 

 
Figure 4 

Source: FHWA 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The appropriate risk analysis technique to 
use for a project will depend on the 
complexity of the project, its context, 
proposed cost and expected schedule. 

If a quantitative risk analysis is deemed 
necessary, it will require specialized skills 
and software.  Contact Phil Bell in the 
Office of Design for further information.



 

              RRiisskk  MMaannaaggeemmeenntt  ffoorr  PPrroojjeecctt  DDeevveellooppmmeenntt 
 

- 71 -

At a computational level there are two considerations about quantitative risk analysis methods. 
First, for a given method, what input data are required to perform the risk analysis? Second, 
what kinds of data, outputs, and insights does the method provide to the user?  Figure 1, 
adapted from the Department of Energy’s (DOE) Project Management Practices for Risk 
Management, illustrates the relationship between the computational method (the model) and its 
required inputs and available outputs. 
 
The most stringent methods are those that require as inputs probability distributions for the 
various performance, schedule, and costs risks. Risk variables are differentiated based on 
whether they can take on any value in a range (continuous variables) or, whether they can 
assume only certain distinct values (discrete variables). Whether a risk variable is discrete or 
continuous, two primary considerations are important in defining an input probability: its 
central tendency; and, its range or dispersion.   
 
An input variable’s mean and mode are alternative measures of central tendency; the mode is 
the most likely value across the variable’s range. The mean is the value when the variable has a 
50 percent chance of taking on a value that is greater and a 50 percent chance of taking a value 
that is lower. The mode and the mean of two examples of continuous distributions are 
illustrated in figure 5-7. 
 

 
Figure 5 

Source: FHWA 
Mean and mode in normal and lognormal distributions 

 
The other key consideration when defining an input variable is its range or dispersion. The 
common measure of dispersion is the standard deviation, which is a measure of the breadth of 
values possible for the variable. Normally, the larger the standard deviation, the greater the 
relative risk. Probability distributions with different mean values and different standard 
deviation values are illustrated in figure 2. 
 
Technical elements and performance analysis can provide important insights into technology-
driven cost and schedule growth for projects that incorporate new and unproven technology. 
Reliability analysis, failure modes and effects analysis (FMEA), and fault tree analysis are just 
a few of the technical performance analysis methods commonly used. However, this discussion 
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of quantitative risk analysis will concentrate on cost and schedule risk analysis only. The 
following section will discuss the various alternative methods that can be used for quantitative 
risk analysis.  
 

 
Figure 6 

Source: FHWA 
Mean and mode in normal and lognormal distributions 

 
 
Finally, its shape or the type of distribution may distinguish a probability variable. Distribution 
shapes that are commonly continuous distributions used in project risk analysis are the normal 
distribution, the lognormal distribution, and the triangular distribution. These three 
distributions and a typical discrete distribution are shown in figure 3. 
 

 
Figure 7 

Source: FHWA 
Probability distributions for high, medium, and low dispersions 
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Risk Analysis Methodology 
 
All four distributions have a single high point (the mode) and a mean value that may or may 
not equal the mode. Some of the distributions are symmetrical about the mean while others are 
not. Selecting an appropriate probability distribution is a matter of which distribution is most 
like the distribution of actual data. For transportation projects this is a difficult choice because 
historical data on unit prices, activity durations, and quantity variations are often difficult to 
obtain. In cases where insufficient data is available to completely define a probability 
distribution, one must rely on a subjective assessment of the needed input variables. 
 
Sensitivity analysis is a primary modeling tool that can be used to assist in valuing individual 
risks, which is extremely valuable in risk management and risk allocation support.  A “tornado 
diagram” as shown in figure 16 is a useful graphical tool for depicting risk sensitivity or 
influence on the overall variability of the risk model. Tornado diagrams graphically show the 
correlation between variations in model inputs and distribution of the outcomes; in other 
words, they highlight the greatest contributors to the overall risk and may include technical or 
other risk categories.  The length of the bars on the tornado diagram corresponds to the 
influence each item contributes to the overall risk.  
 
 
Analytical Modeling 
 
A simulation model, called Monte Carlo methods, is a set of computerized probabilistic 
calculations that use random number generators to draw samples from probability distributions. 
The objective of the simulation is to find the effect of multiple uncertainties on a value quantity 
of interest (such as the total project cost or project duration). Monte Carlo methods have many 
advantages.  They can determine risk effects for cost and schedule models that are too complex 
for common analytical methods. They can explicitly incorporate the risk knowledge of the 
project team for both cost and schedule risk events. They have the ability to reveal, through 
sensitivity analysis, the impact of specific risk events on the project cost and schedule.  
 

 
Figure 8 

Source: FHWA 
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However, Monte Carlo methods require knowledge and training for their successful 
implementation. Input to Monte Carlo methods also requires the user to know and specify 
exact probability distribution information, mean, standard deviation, and distribution shape.  
Nonetheless, Monte Carlo methods are the most common for project risk analysis because they 
provide detailed, illustrative information about risk impacts on the project cost and schedule.  
 
Figure 14 shows typical probability outputs from a Monte Carlo analysis. The histogram 
information is useful for understanding the mean and standard deviation of analysis results.  
The cumulative chart provides information for determining project budgets and contingency 
values at specific levels of certainty or confidence.   
 

Example probability outputs from a Monte Carlo analysis 

 
Figure 9 

Source: FHWA 
 
In addition to graphically conveying information, Monte Carlo methods produce numerical 
values for common statistical parameters, such as the mean, standard deviation, distribution 
range, and amount of skew.   
 
Typical Monte Carlo output for total costs. 

 
Figure 10 

Source: FHWA 



 

              RRiisskk  MMaannaaggeemmeenntt  ffoorr  PPrroojjeecctt  DDeevveellooppmmeenntt 
 

- 75 -

Other analysis techniques include ‘probability’ trees are simple diagrams showing the effect of 
a sequence of multiple events. Probability trees can also be used to evaluate specific courses of 
action (i.e., decisions), in which case they are known as decision trees.  Probability trees are 
especially useful for modeling the interrelationships between related variables by explicitly 
modeling conditional probability conditions among project variables. Historically, probability 
trees have been used in reliability studies and technical performance risk assessments. 
 
Probability trees can be adapted to cost and schedule risk analysis quite easily.  However, they 
do require rigorous standards for input data.  Yet, they are powerful methods that allow the 
examination of both data (aleatory) and model (epistemic) risks. Their implementation requires 
a significant amount of expertise; therefore, they are used only on the most difficult and 
complex projects. Figure 15 illustrates a typical probability tree analysis. 
 

 
Figure 11 

Source: FHWA 
 
The risk analysis process can be complex because of the complexity of the modeling required 
and the often subjective nature of the data available to conduct the analysis. However, the 
complexity of the process is not overwhelming and the benefits of the outcome can be 
extremely valuable. Many methods and tools are available for quantitatively combining and 
assessing risks. The selected method will involve a tradeoff between sophistication of the 
analysis and its ease of use. Adherence to sound risk analysis techniques will lead to more 
informed decision making and a more transparent allocation of project risk. 
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Other State Departments of Transportation Project Examples  
 
The following cost risk analysis examples illustrated below are from projects the other State 
Departments of transportation have prepared.  Cost risk analysis a key factor for determining 
accurate and reliable cost estimates which is an important component of risk management.   
 
FHWA Cost Estimate Quantitative Risk Review 

 TOTAL 
PROJECT  
All Segments  Prior 2007 2008 2009 2010 2011 2012 2013 2014 TOTAL 
PA&ED $3,382 $0 $0 $0 $0 $0 $0 $0 $0 $3,382 
PS&E $40,015 $0 $0 $0 $0 $0 $0 $0 $0 $40,015 
R/W and UT $0 $0 $53,765 $0 $0 $27,991 $0 $0 $0 $81,756 
R/W Support $8,112 $0 $0 $0 $0 $0 $0 $0 $0 $8,112 
Construction $0 $0 $0 $114,795 $0 $278,483 $0 $0 $0 $393,278 
Construction 
Support $39,944 $0 $0 $0 $0 $0 $0 $0 $0 $39,944 
TOTAL $91,453 $0 $53,765 $114,795 $0 $306,474 $0 $0 $0 $566,486,849 

 
Assumption:  
Segment 3 Temp K Rail Quantity 
Triangular distribution with 
parameters: 
Minimum 24,000
Likeliest 30,000
Maximum 35,000

      Figure 12 
       Source: FHWA 

 
The example above is taken from CalTrans I-10 Corridor analysis.  The information illustrates 
Monte Carlo analysis performed using Chrystal Ball.  Probability ranges shown are based on 
the triangular distribution method.   
 
The type of distribution method selected depends on the conditions surrounding the variables.  
Analysis is performed on each risk factor and the sum total of costs, schedules or other factors 
are then determined.   
 
Monte Carlo analysis using Chrystal Ball depends on spreadsheet models.  A spreadsheet 
model incorporates combinations of data, variables, formulas and functions.  The more 
accurate and reliable the data will determine the level of certainty of the model.  When the 
certainty of the data is not absolute, which is often the case, the use of ranges is appropriate.    
 
Certainty levels are based upon the probability of any particular value being used in a risk 
assessment.  The certainty is the percent chance that a particular forecast value will fall within 
a specified range6. 
                                                 
6 Chrystal Ball® User Manual, 2000 
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Contingency Profiling (Draft) 
 
Another analysis and management control technique used to for risks associated with certain 
activities is the contingency profile.  The contingency profile identifies risks associated with 
various project activities and requirements and assigns potential risk contingency factors.  
 
Assumptions  
• Project Contingency is the sum of individual estimates for each category 
• Total Project Budget is the sum of estimated Baseline Project Cost plus estimated 

Contingency Budget. 
• Baseline Project Cost is defined as the estimated cost of completing the project on time and 

within budget. 
• Contingency is calculated using Risk Factors that reflect project various unknowns and 

unanticipated expense. 
 
 

 
Figure 13 

Source: FHWA 
 
 
 
 
NYSDOT Risk Status Report 
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CONTINGENCY FACTORS FOR PROJECT DEVELOPMENT ESTIMATES 

 
 
Cost escalation of a project from the conceptual stage to the final project acceptance has a 
severe detrimental effect on the Department's ability to efficiently deliver the capital program.  
There are several factors that contribute to cost escalation including project complexity, scope 
changes and scheduling changes.  
 
Proper estimating requires risk management techniques to minimize the effects that risks may 
have on a project.  Risk Management has long been a requirement of our project Management 
process7 and the basic steps in any risk management process should be followed when 
generating estimates throughout project development.  Risk Management is the continuing 
process of planning, qualifying, handling, and controlling future events that may have an 
impact on the project success.  Each time a new estimate is generated throughout project 
development, the potential risks to the project need to be reevaluated and the risk management 
strategy should be updated. 
 
Contingency is included in the estimate to account for substantial uncertainties in quantities 
and unit costs and the possibility of currently unforeseen risk events related to quantities, work 
elements, or other project requirements.  Contingency is recognized as a risk cost8. 
 
The purpose of this guidance is to establish contingency factor ranges to be considered by the 
estimator when estimates are developed at IPP, Scoping, Design Phase I to Design Approval 
and at ADP.  The following table includes the suggested ranges: 

 
 

PROJECT PHASE 
CONTINGENCY FACTOR RANGE 

% of Estimate 
IPP 25-40 

SCOPING 20-25 
Design Phase 1 to Design Approval 15-20 

ADP 5-10 
 
These ranges are provided as suggestions.  It is important that the estimator be cognizant of the 
definition of estimate in determining the contingency factor for a particular project.  An 
estimate is the most probable cost for a project, consisting of normal costs, contingencies, and 
the probable cost of risk events2.  Thus, an estimator will be justified in using a higher 
contingency in the estimate if the risk potential to the project can warrant the higher 
contingency. 
 

                                                 
7 Procedure for Managing Projects, Third Working Draft, pp. 81, 82, September 3, 1991  
8 NCHRP Report 574 Guidance for Cost Estimation and Management for Highway Projects During Planning, 
Programming, and Preconstruction, p A-155, A-156, and C-2 

APPENDIX F    COST RISK ANALYSIS 
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Regardless of the phase of project development, the estimator needs to first perform a risk 
analysis in order to establish the contingency.  Estimators need to be familiar with preparing 
estimates of the project type and complexity and they should draw on experience needed to 
sufficiently qualify the risks.  Understanding project complexity will allow for the 
determination of appropriate risk and contingency factors.  The contingency should not account 
for items that should be known and detailed at the given project phase.  Known miscellaneous 
items that may reasonably be estimated should not be included in the contingency.  The 
estimator's focus needs to be on arriving at the most probable cost of the project.  It is 
imperative that the estimator recognize the importance of the estimate at the time of its 
development, appropriately detail the estimate and establish a reasonable contingency 
commensurate with the risk to the project. 
 
This guidance is not applicable to projects with an estimated total cost of $100M or more (cost 
in "year of expenditure" dollars).  Such projects require an annual Financial Plan and all 
contingencies should be sufficiently detailed and managed9. 
 
Estimating Risks:  
When preparing initial cost estimates during the  
NEPA process, all potential risks should be  
identified, analyzed, and quantified in the estimate. 
However, if this is not possible, because sufficient 
information is unavailable, a "worst-case" analysis 
may be appropriate to estimate costs. Existing facilities thought to be adequate may become 
inadequate because of changes to standards, new data, further deterioration prior to 
construction, etc. For example, full reconstruction of existing features, including structures, 
should be considered, as well as rehabilitation. Consider structure lengths that span entire 
floodplains and wetlands. It may be appropriate to assume worst-case geotechnical conditions 
as a basis for design if there is limited information available. A worst-case scenario should 
only be used after analyzing the project and the available information carefully. Again, if there 
is considerable unknown information regarding the project, it may be suitable to attach a range 
to the cost estimate at this stage. 
 
Projects From $100 million up to $500 million 
SAFETEA-LU required that Projects in this dollar range have Financial Plans and Annual 
Updates prepared by the Project Owner.  It is expected that these projects will be less complex 
than Major Projects and will be completed in a shorter timeframe. There will often only be one 
main construction contract associated with this category of projects. The estimated total cost 
will be based on the full scope of the project for the limits defined by the environmental 
process or for the limits that are considered operationally independent. The financial plan 
content should address the same five sections as those for Major Projects (see Content of the 
Financial Plan). It is anticipated that the level of detail will be more straightforward for these 
plans. Also, optional reporting formats for these projects that present multiple projects within 
                                                 
9 FHWA, Fed Aid Program Adm., Major Projects Guidance, Financial Plans, Contingency Fund Mgmt. 
http://www.fhwa.dot.gov/ipd/project_delivery/resources/financial_plans/contingency_fund.aspx 
 

For specific project cost risk 
information or assistance, contact the 
Design Quality Assurance Bureau, 
Office of Design. 
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the Project Owners' geographical area will be considered on a case-by-case basis. FHWA will 
not approve these financial plans but they will be subject to review. As part of its ongoing 
stewardship and oversight responsibilities, FHWA will need to assure that they were completed 
in accordance with Title 23 requirements for content and timeliness. 
 
Cost Estimate Review of Financial Plans (as per SAFETEA-LU) 
  

• Threshold Costs include all costs, (preliminary engineering, construction, right-of-way, 
utilities, construction engineering, etc.) 

• Greater than $500 Million - Major Project - Required concurrence from Headquarters 
prior to Construction or Right-of-Way authorization 

• $100 to $500 Million – authorization is required, however review is at each Division's 
discretion 

• Costs to complete estimates must be based on reasonable assumptions as determined by 
the Secretary (of FHWA). 

• Reasonable assumptions are dependent upon Risk Based Analysis and procedures 
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