Detailed Device Report

CHAPTER

Inventory Reports

Inventory Reports include the following device reports.

e Detailed Device Report
e Device Attributes Reports

e Generating a 24-Hour Inventory Change Report

e Hardware Reports

e Management Status Reports

¢ Software Reports

e User Tracking Reports

e Generating End-of-Sale or End-of-Life Report

The device selector for this task displays all devices in the Normal and Pre-Deployed states. You can
select a set of devices for a detailed report. The application uses local states to determine the display
format of the details for each device. Those devices that have no details collected will display No

Details Available.

Partial data is displayed in appropriate locations for devices with partial data.

You can display complete inventory information for selected devices.

The Detailed Device report displays:

e Detailed hardware,

e Software characteristics,

which includes

System
Port Interface
Bridge
Memory Pool
Flash Devices

Image
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Detailed Device Report

Note

Step 1

Step 2

e Physical containment information, such as
- Stack
— Chassis

— Module

Processor information
for one or more selected devices.

Device information is obtained by polling the class-specific MIB objects on the devices that you select.
You can view interface administrative status and slot details for some device classes.

The information shown in this report is based on:

e Physical inventory information (all physical components on the device containment such as Stack,
Back Plane, Chassis, Module, Power Supplies, Fan, and Processor).

¢ Flash and Memory information.

e Logical Inventory Information (logical aspects such as Interfaces, Bridge Interface, Application
Information).

e System Information (RFC 1213 system information).
e Asset Information (information on Asset Tracking).

The Detailed Device report also displays the Unique Device Identifier (UDI) for all components of a
device. UDI is unique to each component of a device. It is a combination of Product Identifier (PID),
Version Identifier (VID) and Serial Number (SN).

Total Memory in the Memory Information table of the Detailed Device report is computed as follows:
e For routers that query for processorRam value from Old-Cisco-Chassis-Mib:
Total Memory = Processor memory + I/O memory (buffer memory)
e For all other devices, whenever available from the MIB:

Total Memory = Processor memory.

Some data is not displayed, if you have not yet run inventory collection.

You need to click the device name from the Go to the device box to see the details for that device. The
Go to the device box is available on the left side of the Detailed Device Report page and lists all devices
in the generated report.

To generate a Detailed Device report

Select Reports > Inventory > Detailed Device.

The Inventory Detailed Device Report page appears.

Select a device from the Device Selector or group from the Group Selector.

If you select more than 500 devices the following message appears:

You have selected more than 500 devices. The job might not execute correctly. Do you want to proceed?

Select Yes to continue or No to cancel the job.
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Step 3

Step 4

Step 5
Step 6

Step 7

Device Attributes Reports

Select the Scheduling Type.
The default scheduling type is Immediate.

You can set the time and date if you select any of the following scheduling types: Once, Daily, Weekly,
Monthly.

Enter a description of the job in the Job Description field and enter the e-mail address to which the details
has to be sent.

Check the Attachment Option for all Scheduling Types other than Immediate.
Select the Local Publish Path and enter a location on the LMS server, where the report will be saved.

If you select Run type Immediate, the Date, Job Description, e-mail attachment option, and Use Local
Publish Path will be disabled for you.

If you select any other run type, then you can specify the start date and time and also provide the job
description (mandatory) and the e-mail ID for notification after the report is generated. You can also
download the generated report in your local folder using the Use Local Publish Path option.

S

Note  Cisco Prime LMS does not support Japanese characters and special characters such as, \/: * ?
“<>.!% in the file or folder name.

Click Submit.

Device Attributes Reports

The following topics describe how to view status information about devices in your network
e Displaying Device Attributes

e Interpreting Device Attributes Report

Displaying Device Attributes

Step 1

Step 2
Step 3

Step 4

Step 5

To display information about a specific device.

Select Reports > Inventory > Device Attributes Report.
The Device Attributes page appears.

Select a device or domain from the list.

Select the Scheduling Type.

The default scheduling type is Immediate.

You can set the time and date if you select any of the following scheduling types: Once, Daily, Weekly,
Monthly.

Enter a description of the job in the Job Description field and enter the e-mail address to which the details
has to be sent.

Enter the Report Publish Path for any Run Type other than Immediate.

| oL-24373-01
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B Device Attributes Reports

~

Note  Cisco Prime LMS does not support Japanese characters and special characters such as, \/: * ?
“<>.!% in the file or folder name.

Step6  Select the attachment option if you want to receive the generated report in the job notification mail.
Either select:
e (CSV if you want the attachment in CSV format.
Or
e PDF if you want the attachment in PDF format. PDF is the default format.

The CSV and PDF radio options will be enabled only if the Attachment check box is selected. The
Attachment option is disabled for a report scheduled as Immediate . For all other types it is enabled.

Step7  Click Submit.
For any Run Type other than Immediate, the report is created as a job.
A message is displayed:
The Report Job ID has been created.
The Job ID is listed in the Job Browser at the bottom of the page.
You can click Reset to clear the values you entered.

For more information on Device Attributes, see Interpreting Device Attributes Report.

Interpreting Device Attributes Report

To view the device attributes report for a device, select the device from the Go To: list. The Go To: list
contains the device name, device IP address, and the device type.

Report for each device is displayed in a table with the Device Name, Device IP Address, and Device
Type as the table heading.

Alternatively, you can scroll the page to view the report for the selected devices.

The device attributes report contains the following information for a device:

Table 2-1 Device Attributes Report Fields

Field Description

Module Name of the module

Slot Number Slot in which the module is connected.

Sub Module ID Sub module id of the device.

#Ports Number of ports in the module.

Version(s) Hardware and software version of the module.
Example:
hw:1.2 sw:12.2(25)EWfw:12.1(12r)EW
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Generating a 24-Hour Inventory Change Report ||

Table 2-1 Device Attributes Report Fields

Field Description

Status Shows the status of the module.

Daughter Card Daughter cards in the module. Empty means daughter cards are not
available for the module.

Generating a 24-Hour Inventory Change Report

Step 1

Step 2

Step 3

The 24-Hour Inventory Change Report shows the details of all inventory changes made during the last
24 hours. This report displays the changes in attribute values, and time stamp of devices that have
undergone a change in the last 24 hours.

To view changes made beyond the last 24 hours, use the Change Audit application, which displays all
application changes.

To refer to the 24-Hour Inventory Change Report on a regular basis, you must schedule inventory
collection to run every 24 hours. For details on scheduling inventory collection see Creating and Editing
an Inventory Collection or Polling Job in Administration of Cisco Prime Management Solution 4.1.

To generate the report

Select Reports > Inventory > 24-hour Inventory Change.
The Inventory Change Report page appears.

Select the required devices using the Device Selector or groups from the Group Selector. (See the topic,
Using Device Selector in the section Administration with Cisco Prime Management Solution 4.1, for
more details.)

Enter the information required to generate the report:

| oL-24373-01
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I Generating a 24-Hour Inventory Change Report

Table 2-2 Fields in 24-hour Inventory Change report
Field Description
Scheduling

Run Type Specifies the type of schedule for the job:
¢ Immediate—Runs the report immediately.
e 6 - hourly—Runs the report every 6 hours, starting from the specified time.
e 12 - hourly—Runs the report every 12 hours, starting from the specified time.
¢ Once—Runs the report once at the specified date and time.
e Daily—Runs the report daily at the specified time.
e Weekly—Runs the report weekly on the specified day of the week and at the specified time.
¢ Monthly—Runs the report monthly on the specified day of the month and at the specified time.
For periodic jobs, the subsequent instances of jobs will run only after the earlier instance of the job is complete.

For example, if you have scheduled a daily job at 10:00 a.m. on November 1, the next instance of this job will
run at 10:00 a.m. on November 2, only if the earlier instance of the November 1 job has been completed. If the
10.00 a.m. November 1 job is not completed before 10:00 a.m. November 2, then the next job will start only
at 10:00 a.m. on November 3.

If you select Immediate, all other options are disabled.

If you select any option other than Immediate, then you can specify the start date and time and also provide
this information:

e Job Description—Enter the description of the job. A mandatory field. Enter up to 256 characters (alpha-
numeric).

e E-mail ID—Enter e-mail addresses to which the job sends notification messages that have to be sent after
the report is run. An optional field.

You can enter multiple e-mail addresses, separated by commas.

Configure the SMTP server to send e-mails in the View / Edit System Preferences dialog box (Admin >
System > System Preferences).

We recommend that you configure the Cisco Prime E-mail ID in the View/Edit System Preferences dialog
box (Admin > System > System Preferences). When the job starts or completes, an e-mail is sent with
the Cisco Prime e-mail ID as the sender address.

e Use Local Publish Path—This is the location in the LMS server where an HTML version of the report will
be saved. An optional field.

If you select Run type Immediate, the Date, Job Description, e-mail attachment option, and Use Local
Publish Path will be disabled for you.

If you select any other run type, then you can specify the start date and time and also provide the job
description (mandatory) and the e-mail ID for notification after the report is generated. You can also
download the generated report in your local folder using the Use Local Publish Path option.

~

Note  Cisco Prime LMS does not support Japanese characters and special characters such as,
\/:*7%“<>.!% in the file or folder name.
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Generating a 24-Hour Inventory Change Report ||

Table 2-2 Fields in 24-hour Inventory Change report
Field Description
Date Click on the calendar icon and select the date.

If Run Type is Immediate, the system date is automatically selected.

Select the hours and minutes from the drop-down lists. If the Run Type is Immediate, the system time is auto-
matically selected.

Job Info

Job Descrip- |Enter a description for the report that you are scheduling.

tion The Job Description field is enabled only if you have selected an option other than Immediate in the Run Type
field. This is a mandatory field. Accepts alphanumeric values. The field is restricted to 256 characters.

E-mail Enter valid e-mail IDs of the users who should be notified when the report job has run. You can enter multiple

e-mail addresses, separated by commas.

Configure the SMTP server to send e-mails in the View/Edit System Preferences dialog box (Admin > System
> System Preferences).

We recommend that you configure the Cisco Prime e-mail ID in the View / Edit System Preferences dialog
box (Admin > System > System Preferences). When the job starts or completes, an e-mail is sent with the
Cisco Prime e-mail ID as the sender's address.

The e-mail field is enabled only if you have selected an option other than Immediate, in the Run Type field.

Reports Management with Cisco Prime LAN Management Solution 4.1
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Table 2-2 Fields in 24-hour Inventory Change report
Field Description
Attachment |Select the attachment option if you want to recieve the attachments in the job notification mail. .
Either select:
e CSV if you want the attachment in CSV format.
Or
e PDF if you want the attachment in PDF format. PDF is the default format.
The CSV and PDF radio options will be enabled only if the Attachment check box is selected.
If the Attachment option is disabled, change the settings. For more information on configuring attachment
settings, and the maximum size of attachments allowed in notification mails, see Administration of Cisco
Prime Management Solution 4.1
Use Local Enter a location on the LMS server, where an HTML version of the report will be saved. Casuser should have
Publish Path |write permissions to the given folder.

The following message appears if an invalid file name is specified or the casuser is unable to create file in given
folder:

Failed to create filename. Check directory permission for casuser and/or provide a valid file
name.

Alternatively, to select a location, click Browse.
The Server Side File Browser dialog box appears.
In the Server Side File Browser dialog box:
1. Select the directory content.
2. Select the drive.
The location appears in the File field.
3. Click OK.
The specified location appears in the Local Publish Path in the reports dialog box.

S

Note  Cisco Prime LMS does not support Japanese characters and special characters such as,
\/:*7%“<>.!% in the file or folder name.

Step 4 Click Finish.

The specified report appears in a separate browser window.

You can click Reset All to reset your selections for all groups. This resets all previous values to blanks.

In the generated report you can perform the following tasks:

e Use the Export Current Report icon to export the generated report to a PDF or a comma separated
values (CSV) format.

e Use the Printer Friendly Format icon to generate a printer-friendly format of the displayed report.

Reports Management with Cisco Prime LAN Management Solution 4.1
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Hardware Reports

Use the Export Device List to Device Selector icon to export the list of devices for which the report
has been generated, to the Device Selector. You can use this list to perform specific tasks or perform
an action based on the report.

Sort the contents of any table, by clicking on the table heads.

The 24-Hour Inventory Change Report displays:

The following device details:

Total number of submitted devices
Number of devices with data

Devices with change

Information about the following:

Attribute

Type of change

Time change detected
Previous value

Current value

Hardware Reports

This section explains the following hardware reports in LMS 4.1:

Generating Chassis Slot Details

Generating a Chassis Slot Summary

Generating a Chassis Summary Graph

Generating a Hardware Report

Generating Device Statistics Report

EOS/EOL Hardware Report

Generating a Hardware Component Summary Report

Generating a Hardware Summary Graph

Generating MultiService Port Details

| oL-24373-01
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Generating Chassis Slot Details

Step 1

Step 2

Step 3

Step 4

The Chassis Slot Details report has details of all the devices that support Chassis capacity. The report
displays the number of free slots or the available capacity for the selected devices.The devices that
support capacity planning include Catalyst Switch, L2L3 Switch, and Router.

To generate the report

Select Reports > Inventory > Hardware > Chassis Slot Details.
The Inventory Chassis Slot Details page appears.

Select the required devices using the Device Selector or groups from the Group Selector. (See the topic,
Using Device Selector in the section Administration with Cisco Prime Management Solution 4.1, for
more details.)

Enter the information required to generate the report:

The fields in the Chassis Slot Details report dialog box are the same as those in 24-hour Inventory
Change Report. Please see Table 2-2 for more details.

Click Finish.

The specified report appears in a separate browser window.

You can click Reset All to reset your selections for all groups. This resets all previous values to blanks.

This report displays the device name, the total slots, the available slots, location of the device, and user
defined information for each device, based on the Cisco MetaData Framework (MDF)
categorization.The report also displays a summary of the devices submitted for the report, the number
of devices that are without data and the devices that do not support capacity planning.

To go to the Device Center click on a device name. (For details about Device Center, see the Monitoring
and Troubleshooting with Cisco Prime Management Solution 4.1 or the Online help).

Generating a Chassis Slot Summary

For each device category that supports capacity planning, the Chassis Slot Summary shows the total
number of devices and the number of devices with free slots.

You can view the number of available slots for the following device classes:
e (Cisco Catalyst Switch
¢ (Cisco Router
¢ Cisco Aironet
* Cisco LS1010 Switch
e Cisco Catalyst L2L3 Switch

The report also displays a summary of the devices submitted for the report, the number of devices that
are without data, and the devices that do not support capacity planning.

Reports Management with Cisco Prime LAN Management Solution 4.1
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Step 1

Step 2

Step 3

Step 4

Hardware Reports

To generate the report

Select Reports > Inventory > Hardware > Chassis Slot Summary.
The Inventory Chassis Slot Summary page appears.

Select the required devices using the Device Selector or groups from the Group Selector. (See the topic,
Using Device Selector in the section Administration with Cisco Prime Management Solution 4.1, for
more details.)

Enter the information required to generate the report:

The fields in the Chassis Slot Summary report dialog box are the same as those in 24-hour Inventory
Change Report. Please see Table 2-2 for more details.

Click Finish.
The specified report appears in a separate browser window.

You can click Reset All to reset your selections for all groups. This resets all previous values to blanks.

Generating a Chassis Summary Graph

Step 1

Step 2

Step 3

You can generate a pie graph to show the distribution of all Cisco devices in the inventory. The graph
plots the percentage count of devices, based on the Cisco MetaData Framework (MDF) categorization
of devices (Level 2 and Level 3 categorization).

To generate the report

Select Reports > Inventory > Hardware > Chassis Summary Graph.
The Inventory Chassis Summary Graph page appears.

Select the required devices using the Device Selector or groups from the Group Selector. (See the topic,
Using Device Selector in the section Administration with Cisco Prime Management Solution 4.1, for
more details.)

Click Finish.

The Chassis Summary Graph appears in a separate browser window. You cannot schedule the generation
of this graph.

You can click Reset All to reset your selections for all groups. This resets all previous values to blanks.

The Chassis Summary Graph displays information about the devices categories, their percentage, and
the count. Click Count to view the Hardware Report for that device category (see Generating a Hardware
Report.)

| oL-24373-01
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Generating a Hardware Report

Step 1

Step 2

Step 3

Step 4

You can generate a report to view detailed hardware information for selected devices. The Hardware
Report includes user-specified information for each device, if any.

To generate the report

Select Reports > Inventory > Hardware > Detailed Hardware.
The Inventory Hardware Report page appears.

Select the required devices using the Device Selector or groups from the Group Selector. (See the topic,
Using Device Selector in the section Administration with Cisco Prime Management Solution 4.1, for
more details.)

Enter the information required to generate the report:

The fields in the Detailed Hardware report dialog box are the same as those in 24-hour Inventory Change
Report. Please see Table 2-2 for more details.

Click Finish.

The specified report appears in a separate browser window.

You can click Reset All to reset your selections for all groups. This resets all previous values to blanks.

This report displays:
e The following information about hardware characteristics:
— Total number of devices
— Devices with Report Data
- Devices without Report Data

e Details of hardware information including system, processor, chassis information, based on the
Cisco MetaData Framework (MDF) categories of devices, with a separate table for each device
category.

Each table displays the hardware information obtained by polling the class-specific MIB objects on
the devices.

The flash size that appears in the Hardware Report is the total size of all the flash devices on that
particular device.

For example, if you have a Catalyst 4503 device that contains flash devices such as Boot Flash
(61000000 bytes), Slot0 Compact Flash (128000000 bytes), and Cat4000 Private Flash (500000 bytes),
the Hardware Report for this Catalyst device will display the total of all the flash devices, that is, the
sum of the Boot Flash, Slot0 Compact Flash, and Cat4000 Private Flash (189500000 bytes).

You can also use Custom Reports (see Generating Custom Report under Performance Reports) to
generate more specific information, such as RAM size, flash size, port count, hardware version, or card
type.

Within the report, you can access any table in the report using the Go to Device category drop-down list.
This list displays all the device categories in the generated report.

For more information about a device in the report, click on the device name or IP address. You will be
directed to the Device Center.

Reports Management with Cisco Prime LAN Management Solution 4.1
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Generating Device Statistics Report

A Device Statistics Report is a system report. You can generate this report to view the count of one or
more components available for the selected devices. The output tables are categorized based on the
devices.

For example, assume that you want to generate a Device Statistics Report for two devices and you want
to display the number of sensors and processors in each device.

To generate the Device Statistics Report for the above example:

Step 1 Select Reports > Inventory > Hardware > Device Statistics.
The Inventory Device Statistics Report page appears.
Step2  Select the required devices using the Device Selector or groups from the Group Selector. (See the topic,
Using Device Selector in the section Administration with Cisco Prime Management Solution 4.1, for
more details.)
Step3  Enter the information required to generate the report:
Field Description
Scheduling
Run Type Specifies the type of schedule for the job:
¢ Immediate—Runs the report immediately.
e 6 - hourly—Runs the report every 6 hours, starting from the specified time.
¢ 12 - hourly—Runs the report every 12 hours, starting from the specified time.
e Once—Runs the report once at the specified date and time.
e Daily—Runs the report daily at the specified time.
e Weekly—Runs the report weekly on the specified day of the week and at the specified time.
¢ Monthly—Runs the report monthly on the specified day of the month and at the specified time.
For periodic jobs, the subsequent instances of jobs will run only after the earlier instance of the job is complete.
For example, if you have scheduled a daily job at 10:00 a.m. on November 1, the next instance of this job will
run at 10:00 a.m. on November 2, only if the earlier instance of the November 1 job has been completed. If the
10.00 a.m. November 1 job is not completed before 10:00 a.m. November 2, then the next job will start only
at 10:00 a.m. on November 3.
If you select Immediate, all other options are disabled.
Reports Management with Cisco Prime LAN Management Solution 4.1
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Field Description

Run Type If you select any option other than Immediate, then you can specify the start date and time and also provide
(continued) |this information:

¢ Job Description—Enter the description of the job. A mandatory field. Enter up to 256 characters (alpha-
numeric).

e E-mail ID—Enter e-mail addresses to which the job sends notification messages that have to be sent after
the report is run. An optional field.

You can enter multiple e-mail addresses, separated by commas.

Configure the SMTP server to send e-mails in the View / Edit System Preferences dialog box (Admin >
System > System Preferences).

We recommend that you configure the Cisco Prime E-mail ID in the View/Edit System Preferences dialog
box (Admin > System > System Preferences). When the job starts or completes, an e-mail is sent with
the Cisco Prime e-mail ID as the sender address.

If you select Run type as Immediate, the Date, Job Description, e-mail attachment option, and Use Local
Publish Path will be disabled for you.

e Local Publish Path—This is the location the HTML version of the report will be saved. An optional field.

~

Note  Cisco Prime LMS does not support Japanese characters and special characters such as,
\/:*7%“<>.!% in the file or folder name.

Date Click on the calendar icon and select the date.
If Run Type is Immediate, the system date is automatically selected.

Select the hours and minutes from the drop-down list. If the Run Type is Immediate, the system time is auto-
matically selected.

Job Info

Job Descrip- |Enter a description for the report that you are scheduling.

tion The Job Description field is enabled only if you have selected an option other than Immediate in the Run Type
field. This is a mandatory field. Accepts alphanumeric values. The field is restricted to 256 characters.

E-mail Enter a valid e-mail IDs of the users who should be notified when the report job has run. You can enter multiple

e-mail addresses, separated by commas.

Configure the SMTP server to send e-mails in the View/Edit System Preferences dialog box (Admin > System
> System Preferences).

We recommend that you configure the Cisco Prime e-mail ID in the View / Edit System Preferences dialog
box (Admin > System > System Preferences). When the job starts or completes, an e-mail is sent with the
Cisco Prime e-mail ID as the sender's address.

The e-mail field is enabled only if you have selected an option other than Immediate, in the Run Type field.

Reports Management with Cisco Prime LAN Management Solution 4.1
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Field Description

Attachment |Select this option if you want to recieve the attachments in the job notification mail.
Either select:
e CSV if you want the attachment in CSV format.
Or
e PDF if you want the attachment in PDF format. PDF is the default format.
The CSV and PDF radio options will be enabled only if the Attachment check box is selected.

If the Attachment option is disabled, change the settings. For more information on configuring attachment
settings, and the maximum size of attachments allowed in notification mails, see Administration of Cisco
Prime Management Solution 4.1

Use Local Enter a location on the LMS server, where an HTML version of the report will be saved. Casuser should have
Publish Path |write permissions to the given folder.

The following message appears if an invalid file name is specified or the casuser is unable to create file in given
folder:

Failed to create filename. Check directory permission for casuser and/or provide a valid file
name.

Alternatively, to select a location, click Browse.
The Server Side File Browser dialog box appears.
In the Server Side File Browser dialog box:
1. Select the directory content.
2. Select the drive.
The location appears in the File field.
3. Click OK.
The specified location appears in the Use Local Publish Path in the reports dialog box.
This field does not appear while scheduling PSIRT Summary Report and EoSale/EoL Report.

~

Note  Cisco Prime LMS does not support Japanese characters and special characters such as,
\/:*?2%“<>.!1% in the file or folder name.

Reports Management with Cisco Prime LAN Management Solution 4.1
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Field Description

Choose Components

Choose Check one or more components that you require in your report.
Components

The available components are:
e Module/Card
e Chassis/Frame
e Backplane
e Processor
e Fan
¢ Container/Slot
e Power Supply
e Stack
e Sensor

The Choose Component option is available only for Device Statistics Report and Hardware Statistics Report.

Stepd  Click Finish.
The specified report appears in a separate browser window.

You can click Reset All to reset your selections for all groups. This resets all previous values to blanks.

See Table 2-3 for the output of the report.

Table 2-3 Fields in Device Statistics Report
Field Description
Summary

Total number of submitted devices |Number of devices selected for this report.

This displays 2 since two devices were selected for this report.

Devices with Report Data Number of devices out of the selected devices for which the
report is generated.

For instance, if the report is generated for one device out of the
two selected devices, then this field displays 1.

This report is generated for those devices for which the
Inventory collection has been successful.

Devices without Report Data Number of devices out of the selected devices for which the
report is not generated.

For instance, if the report is not generated for one devices out
of the two selected devices, then this field displays 1.

The report is not generated for a device if the Inventory collec-
tion has not happened for the device or the inventory collection
has failed for the device.

Reports Management with Cisco Prime LAN Management Solution 4.1
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Table 2-3 Fields in Device Statistics Report

Field Description

Device Name

Device Name Device Display Name of the device as entered in DCR.

The component, model, and count details for this device is
provided below.

Sensor Count

Sensor Sensor Vendor type
Model Name Model name for each sensor.
Count Number of sensors for each model and for each device.

Processor Count

Processor Processor Vendor type.
Model Name Model name of each processor.
Count Number of processors for each model and for each device.

Table 2-4 displays the other options in the Device Statistics Report.

Table 2-4 Other Options in Device Statistics Report

Field/Option Description

Go to Use this list box to display the required component table.

Export device list to Device |Export the list of devices for which the report has been generated to the

Selector Device Selector.

(Icon) You can view this exported list of devices in the Saved device list folder
of the Device Selector.

Export to File Export this report in either PDF or CSV format.

(Icon)

Print Generates a format that can be printed.

(Icon)

EOS/EOL Hardware Report

See EOS/EOL Hardware Report in Generating End-of-Sale or End-of-Life Report for information on
generating this report.

Generating a Hardware Component Summary Report

A Hardware Statistics Report is a system report. You can generate this report to view the count of one
or more components in the selected devices. The output tables are categorized based on the components.

Reports Management with Cisco Prime LAN Management Solution 4.1
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Step 1

Step 2

Step 3

Step 4

For example, assume that you need to generate a Hardware Statistics Report, for four devices, that
displays:

e Module/Card
e Chassis/Frame
e Processor

e Fan

To generate the Hardware Component Summary report:

Select Reports > Inventory > Hardware > Hardware Component Summary.
The Inventory Hardware Statistics Report page appears.

Select the required devices using the Device Selector or groups from the Group Selector. (See the topic,
Using Device Selector in the section Administration with Cisco Prime Management Solution 4.1, for
more details.)

Enter the information required to generate the report:

The fields in the Inventory Hardware Statistics Report dialog box are the same as those in 24-hour
Inventory Change report. Please see Table 2-2 for more details.

Click Finish.
The specified report appears in a separate browser window.

You can click Reset All to reset your selections for all groups. This resets all previous values to blanks.

The report is generated. See Table 2-5 for the output of this example.

Table 2-5 Fields in Hardware Statistics Report

Field Description

Summary

Total number of submitted Number of devices selected for this report.

devices

Devices with Report Data Number of devices, out of the selected devices, for which the report

is generated.

For instance, if the report is generated for three devices out of the
four selected devices, then this field displays 3.

Devices without Report Data Number of devices, out of the selected devices, for which the report
is not generated.

For instance, if the report is not generated for one device out of the
four selected devices, then this field displays 1.

The report is not generated for a device if the selected component
does not exist for that device. This occurs when the Inventory col-
lection has not happened for the device or if the Inventory collec-
tion has failed for the device.

Module/Card Count

Module/Card Module/Card vendor type.

Model Name Model name for each module/card.
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Hardware Reports

Table 2-5 Fields in Hardware Statistics Report
Field Description
Count Count of modules/cards for each model of the devices selected for

the report.

Chassis/Frame Count

Chassis/Frame Chassis/Frame vendor type.
Model Name Model name for each chassis/frame.
Count Count of chassis/frames for each model of the devices selected for

the report.

Processor Count

Processor Processor vendor type.

Model Name Model name for each processor.

Count Count of processors for each model in the devices selected for the
report.

Fan Count

Fan Fan vendor type.

Model Name Model name for each fan.

Count Count of fans for each model of the devices selected for the report.

Table 2-6 displays the other options in the Hardware Statistics Report:

Table 2-6 Other Options in Hardware Statistics Report
Field/Option Description
Go to Use this list box to display the required component table.

Export device list to Device
Selector

(Icon)

Export the list of devices for which the report has been generated, to the
Device Selector.

You can view this exported list of devices in the Saved device list folder
of the Device Selector.

Export to File

(Icon)

Export this report in either PDF or CSV format.

Print
(Icon)

Generates a format that you can print.

Generating a Hardware Summary Graph

You can view a pie graph showing the distribution of all managed Cisco devices in the inventory. The
graph plots the percentage count of devices, based on the Cisco MetaData Framework (MDF)
categorization of devices (Level 2 categorization).

Each section represents the device category, the device count and percentage of the total devices.
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Hardware Reports

Step 1

Step 2

Step 3

To generate the report

Select Reports > Inventory > Hardware > Hardware Summary Graph.
The Inventory Hardware Summary Graph page appears.

Select the required devices using the Device Selector or groups from the Group Selector. (See the topic,
Using Device Selector in the section Administration with Cisco Prime Management Solution 4.1, for
more details.)

Click Finish.

The Hardware Summary Graph appears in a separate browser window. You cannot schedule the
generation of this graph.

You can click Reset All to reset your selections for all groups. This resets all previous values to blanks.

This graph displays:
e The device category and the percentage of its distribution in the network.
e The Count.

To view the Hardware report pertaining to each device category click the corresponding count value
(see Generating a Hardware Report.)

e The hardware summary, which identifies each section of the graph.

Generating MultiService Port Details

You can view information about multiservice ports on selected switches. Multiservice ports are specially
designed to supply inline power while supporting voice traffic.

This report displays information such as devices, the number of free slots, and the multi-service ports
available, device name, domain name, total slots, available slots, location, power supply, multi-service
port modules, module port count, powered port count, and user-defined fields.

This report is applicable for modular devices such as Catalyst 4000, Catalyst 6000.
If you want your system to support voice traffic, use this report to determine:

e  Whether your switch has empty slots into which you can install multiservice modules (Available
Slots).

e  Whether you have to upgrade your power supply wattage to support the multiservice modules
installed in your switch (Power Supply and Multiservice Modules).

e  Whether any multiservice modules require submodule installation (Module Port Count vs. Powered
Port Count).

e The number of ports that are ready to provide in-line power (Powered Port Count).

To go to the device center click on the device name. (For details about Device Center, see the Monitoring
and Troubleshooting with Cisco Prime Management Solution 4.1 or the Online help).

The information in the MultiService Port Details report is updated during the regular inventory
collection. You can manually update:

e User fields with Change Device Credentials.

e The Location field with the CLI as described in the device configuration guide.
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Step 2

Step 3

Step 4

Management Status Reports Il

To generate the report

Select Reports > Inventory > Hardware > Multi Service Port.
The Inventory Multi Service Port Details page appears.

Select the required devices using the Device Selector or groups from the Group Selector. (See the topic,
Using Device Selector in the section Administration with Cisco Prime Management Solution 4.1, for
more details.)

Enter the information required to generate the report:

The fields in the Inventory Multi Service Port Details report dialog box are the same as those in 24-hour
Inventory Change Report. Please see Table 2-2 for more details.

Click Finish.
The specified report appears in a separate browser window.

You can click Reset All to reset your selections for all groups. This resets all previous values to blanks.

Management Status Reports

This section explains the following Management Status reports in LMS 4.1:
e Generating Device Credentials Report
e Unreachable Devices Report
e Generating Device and Credential Admin Reports

e Inventory and Config Collection Status Report

Generating Device Credentials Report

Step 1
Step 2
Step 3
Step 4

Step 5

You can generate the following Device Credentials Report:
¢ Credential Verification Report
¢ Credential Error Report

To generate the report:

Select Reports > Inventory > Management Status.

Select Credential Verification Errors or Credential Verification.

Select the required devices using the device selector.

Select the credentials that you want to verify from the Device Credentials Options pane.
You can select one or many credentials.

Click Finish.

The generated report appears.

Or

| oL-24373-01
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Click Reset to clear the selections, and select again.

The following buttons are available in the Credential Verification Report and Credential Error Report:

Button Description

Export to File Export this report in either PDF or CSV format.
(Icon)

Print Generates a format that can be printed.

(Icon)

Export device list |Export the list of devices for which the report has been generated, to the Device Selector. You can use
to Device Selector |this list to perform specific tasks such as editing the device credentials.

(Icon) You can view this exported list of devices in the Saved device list folder of the Device Selector.

You can edit the device credentials by clicking the Edit Device Credentials button. This is displayed only
if the job has failed devices.

When you click Edit Device Credentials, the Edit Credentials page in DCR is launched. Any changes to
the credentials is updated in all the failed devices. A confirmation message is shown before updating
credentials in all failed devices.

Credential Verification Report
The Credential Verification Report displays the names and the credential status for each device. This
report can be used to view the static device credentials

The report displays the number of devices that were selected for credential verification, and lists the
devices for which the report is not available.

Table 2-7 describes the Credential Verification Report Status messages:

Table 2-7 Understanding Credential Verification Report
Status Message Description
OK Check for device credentials completed. The device credentials data in the Device and Cre-

dential Repository matches the physical device credentials.

The status of SNMP(V1/V2/V3) Credential Verification(RO,RW) if shown as Successful,
does not necessarily mean that access to all MIBs in the device was successful.

It only reflects the validity of SNMP Community strings, Username and password through
RFC 1213 MIB.

No authentication configured |Device was not configured with authentication mechanism (Telnet/LocalUser-
name/TACACS).

LMS was able to use Telnet and log into the device successfully without using the values
entered in the Device and Credential Repository.
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Table 2-7 Understanding Credential Verification Report (continued)
Status Message Description
Incorrect Check for device credentials completed.

The device credentials data in the Device and Credential Repository does not match with
the physical device credentials for one or more of the following reasons:

e The device credentials data in the Device and Credential Repository is not correct.
e The device is unreachable or offline.

¢ One of the interfaces of the device is down.

Did Not Try Check for device credentials is not performed for either of the following reasons:
e A Telnet password does not exist, so could not log into the device.

e Device Telnet login mode failed, so enable mode login is not attempted.

No Value To Test Check for device credentials is not performed because you have not entered the device cre-
dentials data.

Not Supported Check for Telnet passwords is not performed because Telnet credential checking is not
supported on this device.

Failed Check failed as a Telnet session could not be established because of a device that was not
responding.

Click on the Failed link to view the error message.

Credentials not Verified Specific credentials were not verified because they were not selected for verification.

The device credentials verification result displays No Value To Test for the AUS-managed devices (PIX
devices). This is because LMS communicates with the AUS using username and password through http
protocol.

The SNMP and Telnet/SSH credentials are not required. Any communication to an AUS-managed device
(PIX devices) does not happen directly, but only through AUS.

Credential Error Report

This is a static device credential verification report. This report lists only those devices where the
credentials verification status shows either Failed or Incorrect.

Unreachable Devices Report

Step 1 Select Reports > Inventory > Management Status > Unreachable Devices.
The Unreachable Device Report page appears.
Step2 Do either one of the following:
¢ Select Show All Unreachable Devices to display all the devices which are not reachable.
Or
a. Select Show Devices Not Reachable For.

b. Enter the number of days in the text field to see a list of devices that are unreachable during the
corresponding time period.

Reports Management with Cisco Prime LAN Management Solution 4.1
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A list of unreachable devices contains the following details:

Field Name Description

Last Accessed Time Date and time when the device was last reached.

IP Address Management IP Address of the device.

Display Name Device name, as you want it to be represented in graphical
displays and other reports.

Hostname Hostname of the device.

Device Type Category, Series, and Model information of devices in DCR.

For example, Device Type displays Cisco 3000 Router, Cisco
Catalyst 8150 CSR Switch and so on.

Generating Device and Credential Admin Reports

You can use this feature to generate and view Device and Credential Admin reports. Reports includes a
Report Generator that provides detailed reports on device lists in DCR.

The following reports are available:
e Known Device List Report
e Excluded Devices Report

e Imported Device Status Report

Known Device List Report

The Device List Report displays the complete list and information of all devices in the repository.

To generate the Device List Report:

Step1  Select Reports > Inventory > Management Status > Known Device List.
The Report Generator page appears.

Step2  Select one or more of the following options available in the Information pane on the right. This is
optional.

¢ Include All Identity Attributes — Displays the information about the identity of all devices in
DCR.

¢ Include User Defined Attributes — Displays the information about UDFs defined for devices.

If you do not select either of these options, the generated report displays only the Display Name and
Device Type.

Step3  Click Generate Reports to view the selected report.

The Report window contains the following details:
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Type of Attributes In the
Report

Item

Description

Mandatory Display
Attributes

Display Name

Device name, as you want it to be
represented in graphical displays and other
reports.

Device Type

Category, Series, and Model information of
devices in DCR.

For example, Device Type displays Cisco
3000 Router, Cisco Catalyst 8150 CSR
Switch and so on.

Identity Attributes

IP Address

Management IP Address used to access the
devices.

Domain Name

Domain name of the device.

Host Name

Hostname of the device.

AUS Device ID

Device ID of the devices managed by Auto
Update Server.

User Defined Attributes

All User Defined Fields
(UDF).

Displays the information of all user-defined
data in separate columns.

Excluded Devices Report

The Excluded Devices Report displays the list of devices that should not be added in DCR.

During the Add or Import operations, DCR ensures that the device being added or imported is not listed

in the Excluded Device List.

To generate the Excluded Devices Report:

Step 1 Select Reports > Inventory > Management Status > Excluded Devices.

The Report Generator page appears.

Step2  Click Generate Reports to view the selected report.

The Report window contains the following device information:

e JP Address

e Hostname

Imported Device Status Report

The Imported Device List Report displays the information about the devices that are imported into DCR
from any one of the following import sources:
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e Import File
e Local NMS
e Remote NMS

See Importing Devices and Credentials in Inventory Management with Cisco Prime Management
Solution 4.1 for more information.

To generate the Imported Device List Report:

Step 1 Go to the Cisco Prime home page and select Reports > Inventory > Management Status >
Imported Device Status.

The Report Generator page appears.
Step2  Click Generate Report to view the selected report.

The Report window contains the following details.

Item Description

Display Name Device name, as you want it to be represented in graphical
displays and other reports.

Host Name Hostname of the device.

IP Address Management IP Address used to access the devices.

AUS Device ID Device ID of the devices managed by Auto Update Server.

Device Type Category, Series, and Model information of devices in DCR.

For example, Device Type displays Cisco 3000 Router, Cisco
Catalyst 8150 CSR Switch and so on.

Inventory and Config Collection Status Report

You can verify device manageability status using Device Manageability Status option. This option
enables you to generate a Device Manageability Status report to identify possible causes for Inventory
and Configuration collection failure and take timely corrective action.

This section also explains Understanding Inventory and Config Collection Status Report

To generate a Device Manageability Status Report:

Step 1 Select Reports > Inventory > Management Status > Inventory and Config Collection Status
The Device Manageability Status dialog box appears.
Step2  Select the required devices using the Device Selector.

Step3  Click Generate Report to generate a Device Manageability Status Report.
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Understanding Inventory and Config Collection Status Report

Table 2-9 describes the various fields that constitute a Inventory and Config Collection Status Report.

Table 2-9 Fields in a Inventory and Config Collection Status

Field Description

Device Name Device Display Name of the device as entered in Device and Credential Repository.
Sys Object 1d sysObjectID of the device.

sysObjectID is an authoritative identification of the network management subsystem contained in the
entity. This value is allocated within the SMI enterprises subtree (1.3.6.1.4.1) and provides an easy and
unambiguous means for determining the kind of box that is managed.

Model Model of the device.

Device Status Device status are categorized as Contacted , Alias or Not Contacted.

Inventory Collection |Inventory Collection status of a device can be either Success or Failed.

Status e The collection is considered successful, if all the required information about the device is received
by the server.

e The collection is considered as Failed, if all the required information about the device is not
received by the server. If the status of Inventory Collection is Failed, then the possible causes as
well as the recommended corrective actions are provided for the device.

Inventory Last Time at which the Inventory Collection was last run.
Updated time
Config Status The Configuration collection status of a device can be either Success or Failed.

e The collection is considered Successful, if all required information about the device is received by
the server.

e The collection is considered as Failed, if all required information about the device is not received
by the server.

Click on the Success or Failed link against each device to get detailed information of the reasons for
Config collection success or failure.

Config Last Updated |The time at which the Configuration collection was last run.
time

Type of Support The type of support can be either Complete or Generic.
e The type of support is complete if the device is completely supported by LMS 4.1.
e The type of support is generic if the divice is not being supported by LMS 4.1.

~

Note  During Upgrade or Restore, the generated Inventory and Config Collection Status report may not display
data for some devices. You need to run a fresh Inventory or Configuration collection for those devices
and generate the report again.
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Software Reports

This section explains the following Software reports in LMS 4.1:
e Generating a Software Report
e Generating a Software Version Graph

e EoS/EoL Software Report

Generating a Software Report

Step 1

Step 2

Step 3

Step 4

You can generate this report to view the software information including system details, image details and
processor details for selected devices. User-specified information is also displayed in this report, when
it is available.

The report contains a different table for each device category based on the Cisco MetaData Framework
(MDF) categorization. Each table summarizes the software information obtained by polling the
class-specific MIB objects on the devices.

To generate the report

Select Reports > Inventory > Software > Detailed Software.
The Inventory Software Report page appears.

Select the required devices using the Device Selector or groups from the Group Selector. (See the topic,
Using Device Selector in the section Administration with Cisco Prime Management Solution 4.1, for
more details.)

Enter the information required to generate the report:

The fields in the Inventory Software Report report dialog box are the same as those in 24-hour Inventory
Change Report. Please see Table 2-2 for more details.

Click Finish.

The specified report appears in a separate browser window.

You can click Reset All to reset your selections for all groups. This resets all previous values to blanks.

From within the report, you can access any table in the report using the Go to Device category drop-down
list. This list displays all the device categories in the generated report.

For more information about a device in the report, click on the device name or IP address. You will be
directed to Device Center. For details about Device Center, see the Monitoring and Troubleshooting with
Cisco Prime Management Solution 4.1 or the Online help.

Generating a Software Version Graph

You can generate a pie graph to show the distribution of major and minor Cisco software versions
running on the devices in a network. The graph plots the percentage count of selected devices from
Inventory, based on the Cisco MetaData Framework (MDF) categorization of devices.

To generate the report
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Select Reports > Inventory > Software > Software Version Graph.

The Inventory Software Version Graph page appears.

Select the required devices using the Device Selector or groups from the Group Selector. (See the topic,
Using Device Selector in the section Administration with Cisco Prime Management Solution 4.1, for
more details.)

Click Finish.

The Inventory Software Version Graph appears in a separate browser window.. You cannot schedule the
generation of this graph.

You can click Reset All to reset your selections for all groups. This resets all previous values to blanks.

This graph displays:

The Software Version and the percentage.
The Count.
To view the Hardware report pertaining to each device category click the corresponding count value.

The software version summary, which identifies each section of the graph.

EOS/EOL Software Report

See EoS/EoL Software Report in Generating End-of-Sale or End-of-Life Report for information on

generating this report.

User Tracking Reports

The Reports section displays various options to view, create, and schedule various reports that User

Tracking provides. This section contains:

Viewing Quick Reports

Operator Values and Date Formats for Last Seen Column

Viewing Duplicates Report

Viewing All Hosts Entries Reports and End Hosts History Reports
Generating IP Phones Entries Reports

Interpreting IP Phones Entries Reports

Viewing Reports on Wireless End Hosts

Interpreting Reports on Wireless End Hosts

Viewing MAC Reports

Interpreting MAC Reports

Inventory Custom Reports
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Viewing Quick Reports

You can view the reports on end hosts or IP phones, based on the filter criteria for which you want to
generate the report.

To view the reports:

Step 1 Select Reports > Inventory > User Tracking > Quick Report.
The Quick Report dialog box appears.

Step2  Enter the required information as given in Table 2-10.

Table 2-10 Viewing Quick Reports
Field Description Usage Notes
Select a type Select the type of report that you wish to | The two types of reports that are available are:
view. e End Hosts
e [P Phones
QueryExpression
Column Select a query expression based on To view a list of valid query expressions, click the drop-down

which you want to generate the report. |arrow.

The information on the other query expressions are available
in the corresponding report.

Operator Logical operator for the query To view a list of valid operators click the drop-down arrow.
expression.

Pattern Pattern for the selected query Enter the pattern for the selected query expression.
expression.

The Pattern field is mandatory for all other Operator options
except for is null and is not null.

In the pattern field to search the pattern for MAC Address
Column, you can use the following separators: dot (.), hyphen
(-) or colon (:). You can also search the pattern for MAC
Address without any separator.

For example: String for pattern FF:FF:FF:FF:FF:FF can be
replaced with continuous string FFFFFFFFFFFF.

For details on date formats and operator values, see Operator
Values and Date Formats for Last Seen Column.

Step3  Click Submit.

The selected type of report is appears in the standard layout. The data displayed depends on the query
expression specified. For details on the report, see Interpreting All Hosts Reports.

You can also view all end hosts or IP phones in your network using User Tracking. For more details, see
Viewing All Hosts Entries Reports and End Hosts History Reports and Generating IP Phones Entries
Reports.
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Operator Values and Date Formats for Last Seen Column

Table 2-11 lists the operators available for the Last Seen column and their corresponding values for

Pattern field.

Table 2-11 Operators Available and Their Values
Operator Pattern
Contains yyyy/mm/dd

Does not contain
Begins with

Does not begins with
Ends with

Does not end with

yyyy/mm/dd hh:mm:ss

dd mmm yyyy, hh:mm:ss GMT
dd mmm yyyy hh:mm:ss GMT
dd mmm yyyy, hh:mm:ss

dd mmm yyyy hh:mm:ss

dd mmm yyyy

hh:mm:ss GMT

hh:mm:ss

Matches

Does not match

yyyy/mm/dd hh:mm:ss

dd mmm yyyy, hh:mm:ss GMT
dd mmm yyyy hh:mm:ss GMT
dd mmm yyyy, hh:mm:ss

dd mmm yyyy hh:mm:ss

Less than

Greater than

yyyy/mm/dd hh:mm:ss

dd mmm yyyy, hh:mm:ss GMT
dd mmm yyyy hh:mm:ss GMT
dd mmm yyyy, hh:mm:ss

dd mmm yyyy hh:mm:ss

dd mmm yyyy

Is between

Is not between

yyyy/mm/dd hh:mm:ss,yyyy/mm/dd hh:mm:ss

dd mmm yyyy, hh:mm:ss GMT,dd mmm yyyy, hh:mm:ss GMT
dd mmm yyyy hh:mm:ss GMT,dd mmm yyyy hh:mm:ss GMT
dd mmm yyyy, hh:mm:ss ,dd mmm yyyy, hh:mm:ss

dd mmm yyyy hh:mm:ss ,dd mmm yyyy hh:mm:ss

dd mmm yyyy ,dd mmm yyyy

Is in

Is not in

yyyy/mm/dd hh:mm:ss,yyyy/mm/dd hh:mm:ss

dd mmm yyyy, hh:mm:ss GMT,dd mmm yyyy, hh:mm:ss GMT
dd mmm yyyy, hh:mm:ss GMT,dd mmm yyyy, hh:mm:ss GMT
dd mmm yyyy, hh:mm:ss ,dd mmm yyyy, hh:mm:ss

dd mmm yyyy hh:mm:ss ,dd mmm yyyy hh:mm:ss
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Viewing Duplicates Report

Note

Duplicate report helps you to identify possible network discrepancies related to MAC Address or IP
Address of the end hosts. Network Administrators can either correct them or ignore them, if they feel
that these discrepancies will not affect the network.

For example,
¢ Single MAC address may be detected in more than one port
¢ Single IP address assigned to more than one end host
You need to take appropriate action based on the network condition.

You can generate the following reports to get the details of all duplicate IP addresses, duplicate MAC
addresses, duplicate VLANS, or ports with multiple MAC addresses.

e Duplicate IP addresses

e Duplicate MAC addresses

e Duplicate MAC and VLANSs

e Ports with multiple MAC addresses.

Running Immediate Report on a large amount of data will take a long time to complete. We recommend
that you run it as a Scheduled Job.

This section explains the following:
e Generating Duplicate Reports

e Interpreting Duplicates Reports

Generating Duplicate Reports

Step 1
Step 2

Step 3

Step 4
Step 5

To view reports on duplicates:

Select Reports > Inventory > User Tracking.
Select the Report that you want to view.
The duplicate reports available are:

¢ Duplicate IP Report

¢ Duplicate MAC report

e Duplicate MAC and VLAN report

e Ports with multiple MAC

Schedule the report by selecting the report type and the date on which you want the report to be
generated.

Enter Job Description and e-mail address, if any.

Enter the Report Publish Path for any Run Type other than Immediate.

~

Note  Cisco Prime LMS does not support Japanese characters and special characters such as, \/: * ?
“<>.! % in the file or folder name.
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Step6  Select the attachment option if you want to receive the attachments in the job notification mail.
Either select:
e (CSV if you want the attachment in CSV format.
Or
e PDF if you want the attachment in PDF format. PDF is the default format.

The CSV and PDF radio options will be enabled only if the Attachment check box is selected. The
Attachment option is disabled for a report scheduled as Immediate . For all other types it is enabled.

Step7  Click Submit to generate the report.
The report is generated.
For any Run Type other than Immediate, the report is created as a job.
A message is displayed:
The Report Job ID has been created.
The Job ID is listed in the Job Browser at the bottom of the page.

You can click Reset to clear the values you entered.

Interpreting Duplicates Reports

Table 2-12 displays details of the columns in the duplicates report.

Table 2-12 Duplicate Reports Column Description

Field Description

UserName Discovered username or the username that you have entered. You can edit
this field.
You can configure the Asynchronous Network Interface (ANI) Server to
collect user names. See the ANI Server online help for further information.

MACAddress Media Access Control (MAC) address of network interface card in
end-user node.
For Ethernet topology the MAC address is displayed in the format,
XX-XX-XX-XX-XX-XX.
Clicking on the value launches the Host Center page for that endhost.

HostName Name of host. Clicking on the value launches the Host Center page for that
endhost.

IPAddress IP address of host. Clicking on the value launches the Host Center page for
that endhost.

Subnet Subnet of IP address.

IPv6 Address IPv6 address of the host, if any

Prefix Length Length of the IPv6 address prefix.

Prefix IPv6 address prefix

DeviceName Name corresponding to IP address of device. Clicking on the value
launches the Troubleshooting page for that device.
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Table 2-12 Duplicate Reports Column Description (continued)

Field Description

Device IP address of device to which the end user node is attached. Clicking on
the value launches the Troubleshooting page for that device.

Port Port name in device to which a host is connected.

Port Name User assigned port name (port label)

Port State Configured port mode

Port Duplex Operational duplex

Port Speed Operational speed

VTP Domain VTP Domain the port is associated with.

VLAN VLAN name associated with port.

VLAN ID VLAN identifier associated with the MAC address or port

VLAN Type Ethernet, FDDI, unassigned, or unknown

Parent VLAN Parent VLAN of the host.

Secondary VLAN Secondary VLAN of the host.

Last Seen Date and time when User Tracking last found an entry for this user or host
in a switch. Last Seen is displayed in the format dd mon yyyy hh:mm:ss.

Notes Notes on this entry, that you enter.

dot1xEnabled Status of Dot 1x authentication on the device. Two status are:

e True—When authentication is enabled on the device.

e False—When authentication is disabled on the device.

Associated Routers

IP addresses of the routers associated with the host.

Discrepancies Found

Number of discrepancies found associated with the port.

Best Practice Deviations
Found

Number of best practice deviations found associated with the port.

Viewing All Hosts Entries Reports and End Hosts History Reports

End hosts report also displays all active wireless clients, which are connected to your network.

This section explains :

e Generating All Hosts Report

¢ Interpreting All Hosts Reports

e End Host History Report

e Interpreting End Host History Reports

e Interpreting Active All Hosts Report
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Generating All Hosts Report

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

To view report on end hosts:

Select Reports > Inventory > User Tracking > All Host Entries.
Select the Endhost for which you want to generate the report.
The endhosts available are:

e Active : Lists all the ports that are active

e Inactive : Lists all the ports which are currently down

e Connected : Lists all the ports, MAC entries of which are not available in the CAM table but are in
active state.

Select the Layout : Standard or All columns or Connected.

Schedule the report by selecting the report Type and the date on which you want the report to be
generated.

Enter a description in the Job Description field of the Job Info area.
Enter the Report Publish Path for any Run Type other than Immediate.

~

Note  Cisco Prime LMS does not support Japanese characters and special characters such as, \/: * ?
“<>.!% in the file or folder name.

Select the attachment option if you want to recieve the attachments in the job notification mail.

The CSV radio option will be enabled only if the Attachment check box is selected. The Attachment
option is disabled for a report scheduled as Immediate . For all other types it is enabled. Enter a valid
e-mail ID in the Email field of the Job Info area, to receive the report through mail.

Click Submit to generate the report.

The report is generated.

For any Run Type other than Immediate, the report is created as a job.
A message is displayed:

The Report Job ID has been created.

The Job ID is listed in the Job Browser at the bottom of the page.

You can click Reset to clear the values you entered.

Interpreting All Hosts Reports

This section contains the following topics:
¢ Duplicate MAC Entries in End Host Reports
e Handling Disconnected End Host entries in the Report
e Printing End Host Reports
e Filters in All Host Reports
e All Hosts Report—Standard Layout Columns

| oL-24373-01
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e All Hosts Report—All Columns Layout

Duplicate MAC Entries in End Host Reports

Cisco Prime LMS 4.1 lists endhosts, whose MAC address is seen in any of the managed devices at the
time of running User Tracking Major Acquisition.

It merges CAM table and ARP table entries from multiple switches and routers to gather information on
end hosts.

An endhost creates multiple ARP/CAM entries in different devices if the endhost:
e Isin DHCP environment and the IP Address changes often
e Moves from one port to another
e Moves from one VLAN to another

The entries are removed from the device if ARP timeout/CAM timeout happens.

Cisco Prime LMS 4.1 treats the end host as a distinct entity, if any of the following information about
the end host does not match:

e [P Address

e VLAN

e Port

e Device Name
e MAC Address

For example, end hosts with same MAC Address but two different IP address are listed as two different
entities in the end hosts report.

Handling Disconnected End Host entries in the Report

Cisco Prime LMS 4.1 lists end hosts that are discovered during User Tracking Acquisition in the end
hosts report. If any of these end hosts are found disconnected during subsequent acquisitions, their data
is moved from End Host reports to History reports. This is the case with User Tracking Major
Acquisition with no subnets configured.

In case of all other Acquisitions, data about disconnected end hosts are moved from end host reports to
history reports only if the device is reachable through SNMP, at the time of acquisition.

For example,

Assume there are five end hosts connected to device X, which have been discovered previously and data
is available in End host reports. You start a device based UT Acquisition for that device X.

At the time of UT Acquisition assume that:
e Three end hosts are disconnected
e The device is unreachable through SNMP

In this case, since the CAM table of that device is not read at the time of acquisition, data about the
disconnected end hosts will remain in the End Host reports. They are not moved to History reports.

Printing End Host Reports

You can print only 10,000 records at a time. If you want to print more than 10,000 records, do it in
batches of 10,000.

Reports Management with Cisco Prime LAN Management Solution 4.1
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Comma separated values are not accepted in the print range. For example, specifying the range as 10-40,
70-80 will not work. Specify the range as 10-40 to print from the 10th record to the 40th record. Repeat
it for the 70-80 range.

Filters in All Host Reports

Filters in the report operate on the selected column and fetch records containing the user input value.

In the pattern field to search the pattern for MAC Address Column, you can use the following separators:
dot (.), hyphen (-) or colon (:). You can also search the pattern for MAC Address without any separators.

For example: String for pattern FF:FF:FF:FF:FF:FF can be replaced with continuous string
FFFFFFFFFFFF.

Table 2-13 displays details of the columns in End Hosts Report—Standard Layout.

Table 2-13 All Hosts Report— Standard Layout Columns

Column Description

User Name Discovered username or the username that you have entered. You can edit this
field.

MAC Address Media Access Control (MAC) address of network interface card in end-user
node.

For Ethernet topology the MAC address is displayed in the format,
XX-XX-XX-XX-XX-XX.

If you click on the value it launches, the Host Center page for that endhost.

Host Name Name of host. If you click on the value it launches, the Host Center page for
that endhost.

IP Address IP address of host. If you click on the value it launches, the Host Center page
for that endhost.

Subnet Subnet of IP address, which is displayed in the format String,
XXX.XXX.XXX.XXX/n where XxXX.XXX.XXX.XxX is the subnet and n is the mask.

The string used for filtering will apply only to the subnet and not to the mask.

Device Name Name corresponding to the IP address of device. If you click on the value it
launches, the Troubleshooting page for that device.

Port Port in device to which a host is connected.

VLAN VLAN name associated with port.

Status Displays status as Active for the end hosts that are detected as connected to

the network.

Displays status as Inactive for the end hosts that are detected as disconnected
from the network.

LastSeen Date and time when User Tracking last found an entry for this user or host in
a switch. Last Seen is displayed in the format dd mon yyyy hh:mm:ss.

Notes Notes on this entry, that you enter.

Reports Management with Cisco Prime LAN Management Solution 4.1
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Table 2-14 displays details of the columns in End Hosts Report—All Columns Layout.

Table 2-14

All Hosts Report—All Columns Layout

Field

Description

UserName

Discovered username or the username that you have entered. You can edit
this field.

You can configure the Asynchronous Network Interface (ANI) Server to

collect user names. See the ANI Server online help for further information.

MACAddress

Media Access Control (MAC) address of network interface card in
end-user node.

For Ethernet topology the MAC address is displayed in the format,
XX-XX-XX-XX-XX-XX.

Clicking on the value launches the Host Center page for that endhost.

HostName

Name of host. Clicking on the value launches the Host Center page for that
endhost.

IPAddress

IP address of host. If you click on the value it launches, the Host Center
page for that endhost.

Subnet

Subnet of IP address, which is displayed in the format String,
XXX.XXX.XXX.XXX/n where XXX.XXX.XXX.XXX is the subnet and n is the mask.

The string used for filtering will apply only to the subnet and not to the
mask.

IPv6 Address

IPv6 address of the host, if any

Prefix Length

Length of the IPv6 address prefix.

Prefix IPv6 address prefix

DeviceName Name corresponding to IP address of device. If you click on the value it
launches, the Troubleshooting page for that device.

Device IP address of device to which end user node is attached. If you click on the
value it launches, the Troubleshooting page for that device.

Port Port name in device to which a host is connected.

Port Name User assigned port name (port label)

Port State Configured port mode

Port Duplex Operational duplex

Port Speed Operational speed

VTP Domain VTP Domain the switch is associated with.

VLAN VLAN name associated with port.

VLAN ID VLAN identifier associated with the MAC address or port

VLAN Type Ethernet, FDDI, unassigned, or unknown

Parent VLAN Parent VLAN of the host.

Secondary VLAN

Secondary VLAN of the host.

Last Seen Date and time when User Tracking last found an entry for this user or host
in a switch. Last Seen is displayed in the format dd mon yyyy hh:mm:ss.
Notes Notes on this entry, that you enter.
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Table 2-14 All Hosts Report—All Columns Layout (continued)

Field Description
dot1xEnabled

Status of Dot 1x authentication on the device. Two status are:
e True—When authentication is enabled on the device.

¢ False—When authentication is disabled on the device.

Associated Routers IP addresses of the routers associated with the host.

Discrepancies Found Number of discrepancies found associated with the port. If you click on the

number it launches, the Discrepancies report.

Best Practice Deviations |Number of best practice deviations found associated with the port. If you
Found click on the value it launches, the Best Practice Deviations report.

Table 2-14 displays details of the columns in All Hosts Report—Connected Layout.

Table 2-15 All Hosts Report—Connected Layout

Field Description

UserName Discovered username or the username that you have entered. You can edit
this field.
You can configure the Asynchronous Network Interface (ANI) Server to
collect user names. See the ANI Server online help for further information.

DeviceName Name corresponding to IP address of device. If you click on the value it
launches, the Troubleshooting page for that device.

Port Port name in device to which a host is connected.

Port Name User assigned port name (port label)

Port Speed Operational speed

VLAN VLAN name associated with port.

VLAN ID VLAN identifier associated with the MAC address or port

VLAN Type Ethernet, FDDI, unassigned, or unknown

Last Seen Date and time when User Tracking last found an entry for this user or host
in a switch. Last Seen is displayed in the format dd mon yyyy hh:mm:ss.

Notes Notes on this entry, that you enter.

Interpreting Active All Hosts Report

The End hosts that are currently connected to the network are termed as Active End Hosts.

Active end hosts reports can be launched from the User Tracking Summary portlet in the Cisco Prime

LMS 4.1 view.

Filters in Active All Hosts Reports

Filters in the report operate on the selected column and fetch records containing the user input value.

The pattern field to search pattern for MAC Address Column is enhanced to include the following
separators: dot (.) or colon (:). You can also search the pattern for MAC Address without any separators.

| oL-24373-01
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For example: String for pattern FF:FF:FF:FF:FF:FF can be replaced with continuous string
FFFFFFFFFFFF.

Active End Hosts report can be displayed in two formats:
¢ All Hosts Report—Standard Layout
e All Hosts Report—AIll Columns Layout
¢ All Hosts Report—Connected Layout
Table 2-16 displays details of the columns in All Hosts Report—Standard Layout.

Table 2-16 All Hosts Report— Standard Layout

Column Description

User Name Discovered username or the username that you have entered. You can edit this
field.

MAC Address Media Access Control (MAC) address of network interface card in end-user
node.

For Ethernet topology the MAC address is displayed in the format,
XX-XX-XX-XX-XX-XX.

If you click on the value it launches, the Host Center page for that endhost.

Host Name Name of host. If you click on the value it launches, the Host Center page for
that endhost.

IP Address IP address of host. If you click on the value it launches, the Host Center page
for that endhost.

Status Active or inactive.

Subnet Subnet of IP address, which is displayed in the format String,

XXX.XXX.XXX.XXX/n where XxXX.XXX.XXX.Xxx is the subnet and n is the mask.

The string used for filtering will apply only to the subnet and not to the mask.

Device Name Name corresponding to IP address of device. If you click on the value it
launches, the Device Center page for that device.

Port Port in device to which a host is connected.

VLAN VLAN name associated with port.

LastSeen Date and time when User Tracking last found an entry for this user or host in

a switch. Last Seen is displayed in the format dd mon yyyy hh:mm:ss.

Notes Notes on this entry, that you enter.
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Table 2-17 displays details of the columns in All Hosts Report—All Columns Layout.

Table 2-17 All Hosts Report—All Columns Layout

Field

Description

UserName

Discovered username or the username that you have entered. You can edit
this field.

You can configure the Asynchronous Network Interface (ANI) Server to
collect user names. See the ANI Server online help for further information.

MACAddress

Media Access Control (MAC) address of network interface card in
end-user node.

For Ethernet topology the MAC address is displayed in the format,
XX-XX-XX-XX-XX-XX.

Clicking on the value launches the Host Center page for that endhost.

HostName

Name of host. Clicking on the value launches the Host Center page for that
endhost.

IPAddress

IP address of host. If you click on the value it launches, the Host Center
page for that endhost.

Status

Active or inactive.

Subnet

Subnet of IP address, which is displayed in the format String,
XXX.XXX.XXX.XXX/n where XxX.XXX.XXX.XXX is the subnet and n is the mask.

The string used for filtering will apply only to the subnet and not to the
mask.

IPv6 Address

IPv6 address of the host, if any.

Prefix Length

Length of the IPv6 address prefix.

Prefix IPv6 address prefix.

DeviceName Name corresponding to IP address of device. If you click on the value it
launches, the Device Center page for that device.

Device IP address of device to which end user node is attached. If you click on the
value it launches, the Device Center page for that device.

Port Port name in device to which a host is connected.

Port Name User assigned port name (port label).

Port State Configured port mode.

Port Duplex Operational duplex.

Port Speed Operational speed.

VTP Domain VTP Domain the switch is associated with.

VLAN VLAN name associated with port.

VLAN ID VLAN identifier associated with the MAC address or port.

VLAN Type Ethernet, FDDI, unassigned, or unknown.

Parent VLAN Parent VLAN of the host.

Secondary VLAN

Secondary VLAN of the host.

| oL-24373-01
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Table 2-17 All Hosts Report—All Columns Layout (continued)

Field Description

Last Seen Date and time when User Tracking last found an entry for this user or host
in a switch. Last Seen is displayed in the format dd mon yyyy hh:mm:ss.

Notes Notes on this entry, that you enter.

dot1xEnabled Status of Dot 1x authentication on the device. Two status are:

e True—When authentication is enabled on the device.

e False—When authentication is disabled on the device.

Associated Routers

IP addresses of the routers associated with the host.

Discrepancies Found

Number of discrepancies found associated with the port. If you click on the
number it launches, the Discrepancies report.

Best Practice Deviations

Found

Number of best practice deviations found associated with the port. If you
click on the value it launches, the Best Practice Deviations report.

Table 2-14 displays details of the columns in All Hosts Report—Connected Layout.

Table 2-18

All Hosts Report—Connected Layout

Field

Description

UserName

Discovered username or the username that you have entered. You can edit
this field.

You can configure the Asynchronous Network Interface (ANI) Server to
collect user names. See the ANI Server online help for further information.

DeviceName

Name corresponding to IP address of device. If you click on the value it
launches, the Troubleshooting page for that device.

Port

Port name in device to which a host is connected.

Port Name

User assigned port name (port label)

Port Speed

Operational speed

VLAN

VLAN name associated with port.

VLAN ID

VLAN identifier associated with the MAC address or port

VLAN Type

Ethernet, FDDI, unassigned, or unknown

Last Seen

Date and time when User Tracking last found an entry for this user or host
in a switch. Last Seen is displayed in the format dd mon yyyy hh:mm:ss.

Notes

Notes on this entry, that you enter.

End Host History Report

Step 1

You can view the log in and log out information of the end hosts, by querying the database. To do this
use username, MAC address, IP address, or device name. Running Immediate Report on a large amount
of data will take a long time to complete. We recommend that you run it as a Scheduled Job.

To generate the reports on the log in and log out:

Select Reports > Inventory > User Tracking > End Host History.

g1 Reports Management with Cisco Prime LAN Management Solution 4.1
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Step 6
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Step 8
Step 9
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Select the filter value from the Column drop down menu.
The filter can be any one of the following:
e Username

e MAC Address can filtered using only a hyphen as a separator. It does not support dot (.) or colon (:)
as a separator.

e P Address
e Device Name

Select the variable option from the Operator drop down menu, to link the device credential with the
value you want to enter.

Enter the filter value in the Value text box field, for which you want to generate the report.
Apart from specific values, blank space and * can also be given.
Specify the period for which you need the report in the Selection Criteria area.

You must specify the start date, start time and end date, end time. These dates define the period for which
User Tracking must generate the report.

Select Run Type from the drop down menu, in the Scheduling area to schedule the report generator
according to your requirement.

You can schedule it for generating the report immediately, once, daily, weekly, monthly or quarterly. If
you choose to generate the report immediately, go to Step 10.

Set the date and time for generating the report, in the Scheduling area.

Enter a description to identify this job, in the Job Description field, of the Job Info area.
Enter a valid e-mail ID in the Email field, of the Job Info area.

Enter the Report Publish Path for any Run Type other than Immediate.

~

Note  Cisco Prime LMS does not support Japanese characters and special characters such as, \/: * ?
“<>.! % in the file or folder name.

Select the attachment option if you want to recieve the attachments in the job notification mail.
Either select:

e (CSV if you want the attachment in CSV format.
Or

e PDF if you want the attachment in PDF format. PDF is the default format.

The CSV and PDF radio options will be enabled only if the Attachment check box is selected. The
Attachment option is disabled for a report scheduled as Immediate . For all other types it is enabled.

Click Submit to generate the report or click Reset to modify the values that you have entered.
For any Run Type other than Immediate, the report is created as a job.

A message is displayed:

The Report Job ID has been created.

The Job ID is listed in the Job Browser at the bottom of the page.

| oL-24373-01
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Interpreting End Host History Reports

Table 2-19 describes the entries in the History Report.

Table 2-19 End Host History Report Field Description

Column Description

User Name Discovered username or the username that you have entered.
MAC Address Media Access Control (MAC) address of network interface card in

end-user node.

For Ethernet topology the MAC address is displayed in the format,
XX-XX-XX-XX-XX-XX.

IP Address IP address of the host.

Device IP address of the device to which the host was connected.

Port Port name in device to which the host was connected.

VLAN VLAN name associated to the port

Port Connect Date and time when the host or user was connected to the port. Port
Connect is displayed in the format dd mon yyyy hh:mm:ss.

Port Disconnect Date and time when the host or user was disconnected from the
port. Port Disconnect is displayed in the format dd mon yyyy
hh:mm:ss.

Printing End Host History Reports

You can print only 30,000 records at a time. If you want to print more than 30,000 records, do it in
batches of 30,000.

Comma separated values are not accepted in the print range. For example, specifying the range as 10-40,
70-80 will not work. Specify the range as 10-40 to print from the 10th record to the 40th record. Repeat
it for the 70-80 range.

Generating IP Phones Entries Reports

You can view a report on all IP phones in the network using the IP Phones option of the Report Generator
dialog box.

To view a report on IP phones:

Step 1 Select Reports > Inventory > User Tracking > All IP Phone Entries.
Step2  Select the Layout : Standard or All columns.

Step3  Schedule the report by selecting the report type and the date on which you want the report to be
generated.

Stepd  Enter Job Description and e-mail address, if any.

Step5  Enter the Report Publish Path for any Run Type other than Immediate.
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~

Note  Cisco Prime LMS does not support Japanese characters and special characters such as, \/: * ?
“<>.!% in the file or folder name.

Step6  Select the attachment option if you want to recieve the attachments in the job notification mail.
Either select:
e (CSV if you want the attachment in CSV format.
Or
e PDF if you want the attachment in PDF format. PDF is the default format.

The CSV and PDF radio options will be enabled only if the Attachment check box is selected. The
Attachment option is disabled for a report scheduled as Immediate . For all other types it is enabled.

Step7  Click Submit.
The report is generated.
For any Run Type other than Immediate, the report is created as a job.
A message is displayed:
The Report Job ID has been created.
The Job ID is listed in the Job Browser at the bottom of the page.

Interpreting IP Phones Entries Reports

Filters in IP Phone Reports
Filters in the report operate on the selected column and fetch records containing the user input value.

The pattern field to search pattern for MAC Address Column is enhanced to include the following
separators: dot (.) or colon (:). You can also search the pattern for MAC Address without any separators.

For example: String for pattern FF:FF:FF:FF:FF:FF can be replaced with continuous string
FFFFFFFFFFFF.

Table 2-20 gives details of the columns in IP Phones Report—Standard Layout.

Table 2-20 IP Phones Report— Standard Layout Columns

Column Description

PhoneNumber Phone number.

MACAddress Media Access Control (MAC) address of network interface card on the phone.

For Ethernet topology the MAC address is displayed in the format,
XX-XX-XX-XX-XX-XX.

Clicking on the value launches the Host Center page for that endhost.

IPAddress IP address of phone.
CCM Address IP address of the Cisco CallManager.
Status Status of the phone, as known to Cisco Call Manager

Reports Management with Cisco Prime LAN Management Solution 4.1
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Table 2-20 IP Phones Report— Standard Layout Columns (continued)

Column Description

PhoneType Can be SP30, SP30+, 1285, 12SP, 12SPplus, 30SPplus, 30VIP, SoftPhone, or
unknown.

PhoneDesc Description of the phone.

DeviceName Name corresponding to IP address of device.

LastSeen Date and time when User Tracking last found an entry. Last Seen is displayed
in the format dd mon yyyy hh:mm:ss.

Table 2-21 gives details of the columns in the IP Phones Report—All Columns Layout.

Table 2-21 IP Phones Report—All Columns Layout

Field Description

PhoneNumber Phone number.

MACAddress Media Access Control (MAC) address of network interface card on the phone.
For Ethernet topology the MAC address is displayed in the format,
XX-XX-XX-XX-XX-XX.
Clicking on the value launches the Host Center page for that endhost.

IPAddress IP address of the phone, which appears in the format String, XXX.XXX.XXX.XXX.

CCM Address Cisco CallManager IP address.

Status Status of the phone, as known to Cisco Call Manager

PhoneType Can be SP30, SP30+, 128, 12SP, 12SPplus, 30SPplus, 30VIP, SoftPhone, or
unknown.

PhoneDescr Description of the phone.

DeviceName Name corresponding to IP address of device.

Device IP address of the device to which IP phone is attached in the format String,
XXX.XXX.XXX.XXX.

Port Port name in device to which the IP Phone is connected.

Port Name User assigned port name (port label)

LastSeen Date and time when User Tracking last found an entry. Last Seen appears in
the format dd mon yyyy hh:mm:ss.

Printing IP Phones Reports

You can print only 30,000 records at a time. If you want to print more than 30,000 records, do it in

batches of 30,000.
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Viewing Reports on Wireless End Hosts

You can view the User Tracking Wireless report for the devices managed by Campus with WLSE
integrated. The report is viewed using the Wireless End Hosts option in the Reports Generator dialog
box.

To view report on wireless end hosts:

Step1  Select Reports > Inventory > User Tracking > Wireless End Hosts.

Step2  Schedule the report by selecting Run Type and the date on which you want the report to be generated.
Step3  Enter a description to identify this job, in the Job Description field, of the Job Info area.

Step 4 Enter a valid e-mail ID in the Email field, of the Job Info area, to receive the report through mail.
Step5  Enter the Report Publish Path for any Run Type other than Immediate.

S

Note  Cisco Prime LMS does not support Japanese characters and special characters such as, \/: * ?
“<>.!% in the file or folder name.

Step6  Select the attachment option if you want to recieve the attachments in the job notification mail.
Either select:
e (CSV if you want the attachment in CSV format.
Or
e PDF if you want the attachment in PDF format. PDF is the default format.

The CSV and PDF radio options will be enabled only if the Attachment check box is selected. The
Attachment option is disabled for a report scheduled as Immediate . For all other types it is enabled.

Step7  Click Submit to generate the report or Reset to modify the values that you have entered.
If you click Submit, the Wireless LAN Report window appears.
For any Run Type other than Immediate, the report is created as a job.
Amessage is displayed:
The Report Job ID has been created.
The Job ID is listed in the Job Browser at the bottom of the page.

Interpreting Reports on Wireless End Hosts

Table 2-22 displays details of the columns in Wireless LAN Report.

Table 2-22 Wireless End Hosts report Field Description

Column Description

User Name Discovered username or the username that you have entered.
Host Name Name of end host.

Reports Management with Cisco Prime LAN Management Solution 4.1
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Table 2-22 Wireless End Hosts report Field Description (continued)
Column Description
MAC Address Media Access Control (MAC) address of network interface card in

end-user node.

For Ethernet topology the MAC address is displayed in the format,
XX-XX-XX-XX-XX-XX.

Host Address IP address of the end host.

AP Name Name of the access point.

AP Address IP address of the access point.

VLAN VLAN to which the end host belongs.

SSID Service Set Identifiers (SSIDs) on the access point
Client Role Type of role of a wireless client.

Client station, repeater access point, access point, bridge host,
bridge, root bridge, and ethernet client are the different types of
roles.

Dotlx Authenticated State of the 802.1x authentication. Shows whether the device is
802.1x authenticated or not.

802.11 Associated State of the 802.11 association. Shows whether the device is 802.1x
associated or not.

Last Seen Date and time when User Tracking last found an entry for this user
or host. Last Seen is displayed in the format dd mon yyyy hh:mm:ss.

Viewing MAC Reports

You can generate reports to get information on new end-hosts, unauthorized endhosts, and idle end hosts
in the network. To do that:

Step1  Select Reports > Inventory > User Tracking.
Step2  Select one of the following from the list:
e Dormant MAC
MAC Addresses that are inactive for the specified number of days.
e New MAC
MAC Addresses that are newly added to your network.
e Rogue MAC
MAC Addresses that are not authorized to exist in your network.
Step3  Either:
¢ Specify the number of days from the drop-down list.
Or
¢ Specify the date from which you want to generate the report.

For example, select 30 from the Date Since drop-down list, to generate reports for the new, dormant,
or rogue MACs found in the network for the past 30 days.
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Step 4

Step 5
Step 6
Step 7
Step 8

User Tracking Reports Il

Note  The data in the Dormant MAC report depends on your Purge policy. If you have set the Purge
policy to 30 days, the report lists the MACs that were dormant for the past 30 days.
If the purge policy is set to 20 days, and you generate the report for 30 days, the Dormant MAC
report will not contain any data.

Select the Run Type. It represents the periodic interval at which the report is generated. It can be one of
the following:

e Immediate

e Once

e Daily

e Weekly

e Monthly

e Quarterly
If you have selected Immediate report, go to Step 8.
Select the date and time at which the report is scheduled to run.
Enter Job Description which is a required field.
Enter e-mail address if any, to send notification, when the scheduled job is completed.
Click Submit.
If the Run Type is Immediate, the report is generated.

For other Run Types the Report Job number is displayed. You can view the list of jobs in the Report Jobs
page.
Click Reset, to bring back the default settings.

Interpreting MAC Reports

The columns in New MAC, Dormant MAC and Rogue MAC reports are explained in Table 2-23.

Table 2-23 Column description for MAC Report

Field Description

User Name Name of the user logged into the end host.

MACAddress Media Access Control (MAC) address of network interface card on the end
host.

For Ethernet topology the MAC address is displayed in the format,
XX-XX-XX-XX-XX-XX.

Host Name Host Name of the end host.

IP Address IP address of the end-host, which appears in the format String,
XXX.XXX.XXX.XXX.

| oL-24373-01
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Step 1
Step 2

Step 1
Step 2

Table 2-23 Column description for MAC Report

Field Description

DeviceName Name of the device to which the end host is connected. Clicking on the value
launches the Troubleshooting page for that endhost.

Device IP address of device to which the end-host is connected in the format String,
xxx.xxx.xxx.xxX. Clicking on the value launches the Troubleshooting page for
that endhost.

Port Port name in device to which the end-host is connected.

VLAN ID VLAN ID to which the device belongs.

First Seen (For New
MAC Report)

Date and time when User Tracking first found the end host. First Seen date
appears in the format dd mon yyyy hh:mm:ss.

Last Seen (For Rogue
MAC and Dormant
MAC Report).

Date and time when User Tracking last found the end host. Last Seen date
appears in the format dd mon yyyy hh:mm:ss.

Mark As Non-Rogue

This button is available in the Rogue MAC Report page.

Mark As Rogue

This button is available in the New MAC Report page.

New MAC Report

To mark a MAC as a Rogue MAC

In the New MAC Report page, select the New MAC

Click Mark As Rogue

After the selected MAC is marked as Rogue, you cannot make any changes to the MAC selection as the
check box used to select the MAC is disabled.

Rogue MAC Report

To mark a MAC as a Acceptable MAC

In the Rogue MAC Report page, select the MAC
Click Mark As Non-Rogue
After the selected MAC is marked as Non-Rogue, the MAC is deleted from the Rogue MAC Report page.

Inventory Custom Reports

g1 Reports Management with Cisco Prime LAN Management Solution 4.1

Step 1

You can generate Custom Inventory Reports using the Inventory Custom Report Templates. For more
information on Custom Templates see Using Syslog and Inventory Custom Report Designer.

Select Reports > Inventory.

The Inventory Custom Reports dialog box appears.

0L-24373-01



| Chapter2 Inventory Reports

User Tracking Reports Il

Step2  Select the required devices using the Device Selector.

Step3  Enter the information required to generate the required report:

Field Description

Scheduling

Run Type Specifies the type of schedule for the job:
e Immediate—Runs the report immediately.
e 6 - hourly—Runs the report every 6 hours, starting from the specified time.
¢ 12 - hourly—Runs the report every 12 hours, starting from the specified time.
¢ Once—Runs the report once at the specified date and time.
e Daily—Runs daily at the specified time.
e Weekly—Runs weekly on the day of the week and at the specified time.
e Monthly—Runs monthly on the day of the month and at the specified time.
For periodic jobs, the subsequent instances of jobs will run only after the earlier instance of the job is complete.

For example, if you have scheduled a daily job at 10:00 a.m. on November 1, the next instance of this job will
run at 10:00 a.m. on November 2 only if the earlier instance of the November 1 job has completed. If the 10:00
a.m. November 1 job has not completed before 10:00 a.m. on November 2, the next job will start only at 10:00
a.m. on November 3.

If you select Immediate, all other options are disabled.

Run Type If you select any of the other run type then you can specify the start date and time and also provide the
(continued) |following information:

e Job Description—Enter the description of the job. This is a mandatory field. Enter up to 256 characters
(alphanumeric).

e E-mail ID—Enter e-mail addresses to which the job sends messages for notification that has to be sent
after the report is run. This is an optional field.

You can enter multiple e-mail addresses, separated by commas.

e Use Local Publish Path—This is the location on the LMS server where an HTML version of the report
will be saved. This is an optional field.

~

Note  Cisco Prime LMS does not support Japanese characters and special characters such as,
\/:*7%“<>.!% in the file or folder name.

Date Click on the calendar icon and select the date.
The Date field is enabled only if you have selected an option other than Immediate in the Run Type field.

Select the hours and minutes from the drop-down lists.

Job Info

Job Enter a description for the report that you are scheduling.

Description The Job Description field is enabled only if you have selected an option other than Immediate in the Run Type

field. This is a mandatory field. Accepts alphanumeric values. The field is restricted to 256 characters.

Reports Management with Cisco Prime LAN Management Solution 4.1
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Field

Description

E-mail

Enter a valid e-mail ID of the users who should be notified when the report job has run. You can enter multiple
e-mail addresses, separated by commas.

Configure the SMTP server to send e-mails in the View/Edit System Preferences dialog box (Admin > System
> System Preferences).

We recommend you to configure the Cisco Prime E-mail ID in the View / Edit System Preferences dialog box
(Admin > System > System Preferences). When the job starts or completes, an e-mail is sent with the Cisco
Prime E-mail ID as the sender's address.

The E-mail field is enabled only if you have selected an option other than Immediate, in the Run Type field.

Attachment

Check this option if you want the job notification mail to consist of attachments in either CSV or PDF format.

Either select:
e CSV if you want the attachment in CSV format.
Or
e PDF if you want the attachment in PDF format. This is the default format.
The CSV and PDF radio options will be enabled only if the Attachment checkbox is checked.

If the Attachment option is disabled, go to Admin to change the settings. For more information on configuring
attachment settings as well as the maximum size of attachments allowed in notification mails, see Admin
Online Help.

Use Local
Publish Path

Enter a location on the LMS server (file path with a valid file name), where an HTML version of the report
will be saved. The file name that you specify can be a new file in an existing folder or a new file in a new folder.
But the Causer should have write permissions to the given folder.

The following message appears if an invalid file name is specified or the casuser is unable to create file in given
folder:

Failed to create filename. Check directory permission for casuser and/or provide a valid file
name.

Alternatively, to select a location, click Browse.
The Server Side File Browser dialog box appears.
In the Server Side File Browser dialog box:
1. Select the directory content.
2. Select the drive.
The location appears in the File field.
3. Click OK.
The specified location appears in the Report Publish Path in the RME reports dialog box.

~

Note  Cisco Prime LMS does not support Japanese characters and special characters such as,
\/:*7%“<>.!% in the file or folder name.

Report Display Format

Reports Management with Cisco Prime LAN Management Solution 4.1
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Field Description

Attributes in |Select this option to view all the attributes that you chose while creating the custom report, in a single table.
a Single

Tabl This option is only available for a Inventory custom report.
able

This field does not appear while scheduling PSIRT Summary Report and EoSale/EoL Report.

Attributes in |Select this option to view the report, grouped by the attributes that you chose while creating the custom report.
Multiple

This option is only available for a Inventory custom report.
Tables

This field does not appear while scheduling PSIRT Summary Report and EoSale/EoL Report.

Stepd  Click Finish.
The specified report appears in a separate browser window.

You can click Reset All to reset your selections for all groups. This resets all previous values to blanks.

In the generated report you can perform the following tasks:

e Use the Export Current Report icon to export the generated report to a PDF or a comma separated
values (CSV) format.

e Use the Printer Friendly Format icon to generate a printer-friendly format for the displayed report.

e Use the Export Device List to Device Selector icon to export the list of devices for which the report
has been generated, to the Device Selector. You can use this list to perform specific tasks or perform
an action based on the report.

e Sort the contents of any table by clicking on the table heads.

Generating End-of-Sale or End-of-Life Report

You can generate an End-of-Sale or End-of-Life report for hardware and software images based on the
End-of-Sale or End-of-Life information retrieved from Cisco.com at regular intervals. This report helps
you to ascertain the End-of-Sale or End-of-Life information for devices and modules of the devices in
your network.

You can also generate the End-of-Sale, End-of-Life, and End-of-Engineering dates for the software
image versions running in the devices in your network. This report provides a summary of the
End-of-Sale or End-of-Life alerts based on the selected devices.

You can generate the following End-of-Sale or End-of-Life Reports:
e EoS/EoL Hardware Report
e EoS/EoL Software Report

EoS/Eol Hardware Report

The generated EoS/EoL Hardware Report shows:
¢ Count of the total number of devices selected for report generation.
e Count of devices with End-of-Sale or End-of-Life announcements.

¢ Count of modules with End-of-Sale or End-of-Life announcements.

Reports Management with Cisco Prime LAN Management Solution 4.1
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e Last Cisco.com Fetch Date

e Three tables categorized based on:
— End-of-Sale or End-of-Life announcements
— Modules with End-of-Sale/End-of-Life announcements
— Devices with End-of-Sale/End-of-Life announcements

Table 2-24 lists and describes the fields in the End-of-Sale/End-of-Life Announcements for Devices
table.

Click on a specific field ID to sort the information based on this field.

Table 2-25 lists and describes the fields in the End-of-Sale/End-of-Life Announcements per Module
table.

Click on a specific field ID to sort the information based on this field.

Table 2-26 lists and describes the fields in the Devices that have End-of-Sales / Support Announcements
table

Click on a specific field ID to sort the information based on this field.

For more information on the fields in the End-of-Sale/End-of-Life report tables see Fields in the End of
Sale/End of Life Report Tables.

Fields in the End of Sale/End of Life Report Tables

Table 2-24 provides descriptions for the fields in the End-of-Sales / End-of-Life Announcements for
Devices table.

Table 2-24 Fields in the End-of-Sales / End-of-Life Announcements for Devices
Field Description
Bulletin Number Bulletin number of End-of-Sale/End-of-Life Announcement for a device in Cisco.com.

Click on the bulletin number link for more information of End-of-Sale/End-of-Life Announcement
for that device in Cisco.com. There may be multiple announcements for a device.

Device Model Model of the device. For instance, the device model can be Cisco Catalyst 4507R Switch.
Number of devices Count of the number of affected devices.
EOS Date Last date to order the product through Cisco point-of-sale mechanisms. The product is no longer

available for sale after this date.

EOL Date Date of the document that announces the End-of-Sale and End-of-Life of a product, and that is dis-
tributed to the general public.

SME Notes Additional information about the End-of-Sale/End-of-Life Announcements.

The End-of-Sale/End-of-Life Announcement may not be accurate for some devices. See the SME
Notes field against the announcements for additional information.

For example, a WS-C6506-E chassis is flagged as End-of-Sale against the bulletin for WS-C6506
chassis. This is because the sysobjectid for both these chassis are the same. SME Notes is a field
where such additional information is provided.
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Table 2-25 provides descriptions for the fields in the End-of-Sales / End-of-Life Announcements Per
Module table.

Table 2-25 End-of-Sales / End-of-Life Announcements Per Module
Field Description
Bulletin Number Bulletin number of End-of-Sale/End-of-Life Announcement for a module in Cisco.com.

Click on the bulletin number link for more information of End-of-Sale /End-of-Life Announcement
for that module in Cisco.com. There maybe multiple announcements for a module.

Module Type Module type information consisting of the End-of-Sale product part number.

Number of Modules Count of the number of affected modules.

EOS Date Last date to order the product through Cisco point-of-sale mechanisms. The product is no longer
available for sale after this date.

EOL Date The date of the document that announces the End-of-Sale and End-of-Life of a product, and that is
distributed to the general public.

SME Notes Additional information about the End-of-Sale/End-of-Life Announcements.

The End-of-Sale/End-of-Life Announcement may not be accurate for some devices. See the SME
Notes field against the announcements for additional information.

For example, a WS-C6506-E chassis is flagged as End-of-Sale against the bulletin for WS-C6506
chassis. This is because the sysobjectid for both these chassis are the same. SME Notes is a field
where such additional information is provided.

Table 2-26 provides descriptions for the fields in the Devices that have End-of-Sales/Support
Announcements table.

Table 2-26 Devices that have End-of-Sales / Support Announcements

Field Description

Device Name Name or IP address of the device. Click on the device name for more information about the device.
Device Model Model of the device. For instance, the device model can be Cisco Catalyst 4507R Switch.
Module Type Module type information consisting of the End-of-Sale product part number.

Location Physical location of the devices in the network.

Bulletin Number Bulletin number of End-of-Sale/End-of-Life Announcement in Ciso.com for a device or module.

Click on the bulletin number link for more information of the End-of-Sale/End-of-Life Announce-
ment for that device or module in Cisco.com. There maybe multiple announcements for a device
or module.

SME Notes Additional information about the End-of-Sale/End-of-Life Announcements.

The End-of-Sale/End-of-Life Announcement may not be accurate for some devices. See the SME
Notes field against the announcements for additional information.

For example, a WS-C6506-E chassis is flagged as End-of-Sale against the bulletin for WS-C6506
chassis. This is because the sysobjectid for both these chassis are the same. SME Notes is a field
where such additional information is provided.

Reports Management with Cisco Prime LAN Management Solution 4.1
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Note Any End-of-Sale or End-of-Life report job, which was scheduled using LMS 3.2, after upgrade and
restore to LMS 4.1 will only follow the method of retrieving information from Cisco.com

To generate the report:

Step1  Select Reports > Inventory > Hardware > EoS/EoL Hardware.
The EoS/EoL Hardware Report page appears.

Step2  Select the required devices using the Device Selector or groups from the Group Selector. (See the topic,
Using Device Selector in the section Administration with Cisco Prime Management Solution 4.1, for
more details.)

Step3  Enter the information required to generate the report:

The fields in the EoS/EoL Hardware Report dialog box are the same as those in 24-hour Inventory
Change Report. Please see Table 2-2 for more details.

Step 4 Click Finish.
The specified report appears in a separate browser window.

You can click Reset All to reset your selections for all groups. This resets all previous values to blanks.

EoS/EolL Software Report

The generated EoS/EoL Software Report shows:
¢ Count of the total number of devices selected for report generation.
¢ Count of devices with End-of-Sale/End-of-Life Software announcements.
e End-of-Sale/End-of-Life announcements for Software Images

Table 2-27 lists and describes the fields in the End-of-Sale/End-of-Life Announcements for Software
Images table.

Click on a specific field ID to sort the information based on this field.

Table 2-27 Fields in the End-of-Sales / End-of-Life Announcements for Software Images

Field Description

Device Name Name or IP address of the device. Click on the device name for more information about the device.

Product Family Product family to which the device belongs. For instance, the product family can be Cisco Catalyst
4000 Series Switches.

OS Type Operating System running in the device. For example, 10S.

Image Version Latest version of the image running in the device.

EOS Date Date of the document that announces the end-of-sale of a product, which is distributed to the general
public.

EOL Date Date of the document that announces the end-of-life of a product, which is distributed to the general
public.

Reports Management with Cisco Prime LAN Management Solution 4.1
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Field Description
EOE Date Date of the document that announces the end-of-engineering of a product, which is distributed to the
general public.
Details Click More Info to view the End-of-Sale / End-of-Life Announcements for Software Images for the
device in Cisco.com.
To generate the report:
Step 1 Select Reports > Inventory > Software > EoS/EoL Software.
The EoS/EoL Software Report page appears.
Step2  Select the required devices using the Device Selector or groups from the Group Selector. (See the topic,
Using Device Selector in the section Administration with Cisco Prime Management Solution 4.1, for
more details.)
Step3  Enter the information required to generate the report:
The fields in the EoS/EoL Software Report dialog box are the same as those in 24-hour Inventory Change
Report. Please see Table 2-2 for more details.
Stepd  Click Finish.
The specified report appears in a separate browser window.
You can click Reset All to reset your selections for all groups. This resets all previous values to blanks.
Reports Management with Cisco Prime LAN Management Solution 4.1
[ oL-24373-m .m



Chapter2  Inventory Reports |

M Generating End-of-Sale or End-of-Life Report

Reports Management with Cisco Prime LAN Management Solution 4.1
mﬂ 0L-24373-01 |



| Chapter2 Inventory Reports

Generating End-of-Sale or End-of-Life Report W

Reports Management with Cisco Prime LAN Management Solution 4.1
[ oL-24373-m .m



Chapter2  Inventory Reports |

M Generating End-of-Sale or End-of-Life Report

Reports Management with Cisco Prime LAN Management Solution 4.1
mﬂ 0L-24373-01 |



| Chapter2 Inventory Reports

Generating End-of-Sale or End-of-Life Report W

Reports Management with Cisco Prime LAN Management Solution 4.1
[ oL-24373-m .m



Chapter2  Inventory Reports |

M Generating End-of-Sale or End-of-Life Report

Reports Management with Cisco Prime LAN Management Solution 4.1
mﬂ 0L-24373-01 |



| Chapter2 Inventory Reports

Generating End-of-Sale or End-of-Life Report W

Reports Management with Cisco Prime LAN Management Solution 4.1
[ oL-24373-m .m



Chapter2  Inventory Reports |

M Generating End-of-Sale or End-of-Life Report

Reports Management with Cisco Prime LAN Management Solution 4.1
mﬂ 0L-24373-01 |



| Chapter2 Inventory Reports

Generating End-of-Sale or End-of-Life Report W

Reports Management with Cisco Prime LAN Management Solution 4.1
[ oL-24373-m .m



Chapter2  Inventory Reports |

M Generating End-of-Sale or End-of-Life Report

Reports Management with Cisco Prime LAN Management Solution 4.1
mﬂ 0L-24373-01 |



	Inventory Reports
	Detailed Device Report
	Device Attributes Reports
	Displaying Device Attributes
	Interpreting Device Attributes Report

	Generating a 24-Hour Inventory Change Report
	Hardware Reports
	Generating Chassis Slot Details
	Generating a Chassis Slot Summary
	Generating a Chassis Summary Graph
	Generating a Hardware Report
	Generating Device Statistics Report
	EOS/EOL Hardware Report
	Generating a Hardware Component Summary Report
	Generating a Hardware Summary Graph
	Generating MultiService Port Details

	Management Status Reports
	Generating Device Credentials Report
	Credential Verification Report
	Credential Error Report

	Unreachable Devices Report
	Generating Device and Credential Admin Reports
	Known Device List Report
	Excluded Devices Report
	Imported Device Status Report

	Inventory and Config Collection Status Report
	Understanding Inventory and Config Collection Status Report


	Software Reports
	Generating a Software Report
	Generating a Software Version Graph
	EOS/EOL Software Report

	User Tracking Reports
	Viewing Quick Reports
	Operator Values and Date Formats for Last Seen Column
	Viewing Duplicates Report
	Generating Duplicate Reports
	Interpreting Duplicates Reports

	Viewing All Hosts Entries Reports and End Hosts History Reports
	Generating All Hosts Report
	Interpreting All Hosts Reports

	Interpreting Active All Hosts Report
	End Host History Report
	Interpreting End Host History Reports

	Generating IP Phones Entries Reports
	Interpreting IP Phones Entries Reports
	Viewing Reports on Wireless End Hosts
	Interpreting Reports on Wireless End Hosts
	Viewing MAC Reports
	Interpreting MAC Reports
	Inventory Custom Reports

	Generating End-of-Sale or End-of-Life Report
	EoS/EoL Hardware Report
	EoS/EoL Software Report




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


