16

 PAGE 1
Managing the Risks of e-Business - Questionnaire Survey Summary Report 
LBS/CNE  2

Managing the Risks of e-Business (Part II)

Dr Nigel Upton, Vivian Tang

Centre for the Network Economy

CNE WP10/2002

[image: image1.emf]Problems Classified in Risk Categories

0

5

10

15

20

25

30

35

40

Number of Mentions

Commercial (1) Strategy (2)

Technology (3) Business Process (4)

Criminal (5) Regulations (6)

Personnel (7) Other (8)

(1)

(2)

(3)

(4)

(5)

(6)

(7)

(8)


MANAGING THE RISKS OF E-BUSINESS (Part II):

Survey Summary Report

________________________________________________

Dr. Nigel Upton

Vivian Tang

Centre for the Network Economy








London Business School
May 2002

ALL RIGHTS RESERVED. DO NOT COPY, TRANSMIT OR QUOTE WITHOUT PERMISSION.
TABLE OF CONTENTS












Page

1. Executive Summary ...………………………………………………………………...…1

2. Objectives ...……………………………………………………………………………...3

3. Research Methodology ....………………………………………………………………..3

4. Survey Results …………………………………………………………………………...4

e-Business Risk Categories ...………………………………………………………4

Risk Management Techniques ……………………………………………………..5

Risk Management Practice ………………………………………………………..10

5. Conclusion ...……………………………………………………………………………11

6. Appendix 1 ...…………………………………………………………………………...13

FURTHER INFORMATION

Contact:  Nigel Upton, nupton@london.edu
Website:  www.london.edu/cne
1. EXECUTIVE SUMMARY

The main purpose of the questionnaire survey was to provide a basic overview of the kinds of e-business risks companies have faced and the techniques used to manage these risks. In the process of achieving this objective, the Seven Risk Categories Framework (as outlined in Appendix 1) was proven to encompass all key risk types. 

The most frequently mentioned e-business risks were generally associated with the commercial environment, company strategy, and technology. 64% of the problems cited fell under these three categories of risk. The remaining 36% were mainly related to the business process, criminal activity, regulations, and personnel.

The reluctance of the target audience to use the Internet service was the most common obstacle in the Commercial Environment Risk Category. Buyers, intermediaries, and suppliers were either uncertain about online security and/or did not clearly understand the benefits of the e-service. To drive enrolment and usage, the e-businesses established offline support, leveraged brand equity of parent companies, used aggressive promotional programmes, and invested heavily in public relations.

The main concern in the Strategy Risk Category was the problem of an unproven business model. Lack of benchmarks to forecast returns, unpredictable growth of newly defined markets, and challenges in providing simple interactions for all customer segments made it difficult to assess the sustainability, acceptability and viability of the e-business. 

Techniques used to mitigate these risks included: 

a) experimentation after research and market analysis, 

b) diversification of spends to spread risk, 

c) allocation of spends purely contingent on performance, 

d) continual development of innovative revenue generating options, and 

e) continual improvements on products/services to cater to needs.

In the Technology Risk Category, integration with existing internal and external systems was the most significant issue. To control this potential problem, companies used interfacing programs, strong development teams and good project management. Clear definition of milestones was critical. 

Additional areas of concern were the following: 

a) the organisation's inability to deliver the right quality of goods/services at the right speed, 

b) limited security against illegal access to confidential information (especially in financial services), 

c) the constant flux of legal and regulatory requirements, creating ambiguity in contracts, signatures and commitments, 

d) lack of qualified human resource, and

e) limited management support.

On the overall practice of risk management, the results showed that it was generally considered, but not always in the planning phase of the e-business operation. Some evaluated risks as the e-business developed and only looked at technology-related risks from the beginning. Others viewed too much risk analysis as an obstacle to product/service speed-to-market and first-mover advantage. As one respondent put it:

"The whole B2C exercise was an experiment. We started from a position of ignorance. If we had tried to analyse all the risks and applied a strategy to each before going live, we would still be waiting. Instead, we learned as we go (and made millions in the meantime)."

Other interesting remarks suggest similarities between the management of e-business risks and traditional business risks. Further research will be required to provide more details. 

In summary, these preliminary research findings have not only helped to provide a basic understanding of risk types and risk management practices, but have also highlighted certain topic areas for further investigation. These include: 

a) the relationship between risk categories, 

b) the identification of similarities and differences between traditional risks and e-business risks, and 

c) the relevance of risk management models. 

2. OBJECTIVES

The questionnaire survey was conducted to meet the following objectives:

· To learn about the types of e-business risks managers have encountered and the ways in which they have been able to manage these risks. 

· To gauge the level of risk management in e-business organisations.

· To test out the validity of the Seven Risk Categories Framework, as outlined in the working paper Managing the Risks of e-Business (see “working papers” section of www.london.edu/cne).  

· To identify key risk management issues and other areas of focus for follow-on research. 

3. RESEARCH METHODOLOGY

The questionnaire survey was sent via email to a sample of managers (mainly in Europe and North America) involved in e-business risk management. The multi-industry survey had 25 respondents, with 45% of those from the Financial Services (33%), and Energy and Mining (12%) sectors--industries that are traditionally sophisticated and explicit in their risk management practices. 

A cross-section of start-ups, spin-offs and incumbent companies was included in the research. Almost half of the companies surveyed had both business-to-business (B2B) and business-to-consumer (B2C) arrangements. The rest of the companies were equally divided as pure B2Bs or B2Cs.

At the beginning of the questionnaire, the terms “e-business” and “risk” were defined as the following: 

· “E-business” refers to any commercial operation where Internet-based information and communication technologies are key enablers of the business. The term “e-business” includes, but is not restricted to, “e-commerce” (i.e. the buying and selling of product and services using the Internet).

· “Risk” is used in the widest sense of any type of business risk. That is, any occurrence which (a) could not have been predicted with certainty before the event (it may not have been foreseen at all) and (b) subsequently had an adverse effect on the attainment of business objectives. 

The research focused clearly on risks that had already manifested themselves, not on opinions about “what might happen in the future”. The terms “problem” and “risk” are used interchangeably in this report.

The questionnaire was broken down into three main sections. The first section included a table that gave the responding managers a free hand to identify key problems or risks that arose and the techniques used to manage these risks. The objective here was to understand which types of risks were the greatest concern for management, whether risk management was in general a priority, and what techniques were most commonly used to mitigate specific risks.

The second section requested the respondents to place the aforementioned risks into a given list of categories and indicate any outliers. This section was testing out the validity of the Seven Risk Categories Framework, as mentioned above.

The third and final section examined the types and activities of the respondent organisations. This would help in determining whether there could be a relationship between the type of e-businesses and the prevalence of specific risks. Further research on a larger sample size would be required to validate this kind of relationship with any certainty.

4. SURVEY RESULTS

To summarise the results of the survey, the Summary Report will use the Seven Risk Categories Framework, as outlined in Appendix 1. 

e-Business Risk Categories

When asked to identify the difficulties that occurred in achieving the e-business goals, 28% of the problems cited were classified as risks associated with the commercial environment, 19% were related to the strategy, 17% were linked to technology.  The rest were mainly distributed among the other areas of the of the Seven Risk Categories Framework (Chart 1).

There was only one mention of a problem that fell outside of the seven categories, and this was a special case pertaining to an atypical relationship between the e-business and its main investor. Therefore, the Framework seems to encompass all key risk types.

Chart 1. Classification of Problems/Risks 

Each problem or risk mentioned was usually classified in more than one of the seven risk categories. For example, problems perceived as personnel risks (defined as personnel attitudes to data security, defamatory e-mails, inaccurate advertising on the web) were also frequently identified as technology and business process risks. 

Problems classified in all other categories of risks were generally linked to the commercial environment too. These overlaps suggest some connection between categories; however, further research will be required to explore the exact nature of the relationships.  

Risk Management Techniques

The problems mentioned may fit into the Seven Risk Categories Framework, but what exactly were these issues and what techniques were used to manage them?

This section details those problems and outlines the risk management approaches of the respondent organisations.

a) Commercial Environment Risk Category

Almost all (i.e. 88%) of the respondents mentioned an issue that fell under the Commercial Environment Risk Category.  Regardless of the type of e-business—whether a start-up, spin-off, incumbent, B2B or B2C—the greatest problem in this area was the reluctance of their target audience to use the Internet service.

To manage this risk, the respondents used methods such as promotional programmes, offline support, and aggressive public relations (PR) to advertise early wins. Education on security and general online benefits was also viewed as important. 

E-businesses that were established within a large corporation leveraged the brand value and distribution channels of the parent companies to drive enrolment and usage. This, however, often raises the issue of reputation risk. Could the e-business somehow harm the goodwill of the entire organisation?  The discussion on Strategy Risk Category explains more.

Other concerns of the commercial environment included increased competition and the negative market sentiment towards the New Economy. To beat the competition, companies identified unmet wants/needs through extensive market research and altered product/service offering. To mitigate the downturn in market sentiment and valuations, managers moved swiftly to implement plans, demonstrate progress, and firmly establish the e-businesses; thus, preventing the abandonment of worthwhile projects.

Table 1 summarises the risk management techniques for the category.

Table 1. Commercial Environment Risk Management Techniques

	Problem/Risk
	How Handled

	Reluctance of buyer, intermediary, supplier, and industry (as a whole) to use the online service.

Low enrolment and usage.
	Use incentives (such as waving transaction fees) or wait for deals where the company had a captive market.

Progressive persuasion of industry through proof of concept and commitment of key participants (investment and operational delivery).

Aggressive marketing and PR.

Close monitoring of targets and offer attractive promotional programmes.

Patiently negotiate with suppliers and offer a foolproof policy, i.e. 'if you don't get paid, we don't get paid'.

Make sure there are early wins with easy suppliers, i.e. those with less products and easier to integrate with. Early wins to build confidence and get buy-in from consumers and other suppliers.

Implement offline support to make the transition to online purchases easier.

Leverage brand value and distribution channels of parent company.

	Lack of knowledge of the existence or the benefits of the online service. 
	Visits to major clients to demonstrate the service.

Greater proactive support to large clients by 'holding their hands'.

	Maintaining fidelity of group brand values, especially trust and security.

Perceived lower security of the Internet. 


	Customer education and peace of mind guarantees.  Priority given to security issues. 

Partnership with leading Internet purchase security service to minimise risk of fraud.

	Changes in market sentiment and valuations. 
	Adjust plans for businesses in 'build' phase and kill off other plans. (After having attempted to move to swift implementation and early realisation.)

	Inability to build an audience due to competitive environment. 
	Focus on customer need and feedback.

Focus on building a better product/service.

Market research to identify key areas of interest and any unmet needs.


b) Strategy Risk Category

Risks associated with the strategy of the business were the second most commonly mentioned. The respondents referred to a diverse range of issues, but the main issue that encompassed overall concern in this category was the problem of an unproven business model.  

Lack of benchmarks to forecast returns, unpredictable growth of newly defined markets, and challenges in providing simple interactions for all target segments made it difficult to assess the sustainability, acceptability and viability of the e-business. 

As illustrated in Table 2, the techniques used to handle these types of risks were the following:

a) experimentation after extensive research and detailed market analysis, 

b) diversification of spends to spread risk,

c) allocation of spends purely contingent on performance, 

d) continual development of innovative revenue generating options, and 

e) continual improvements on products/services to cater to target needs.

Corporations with existing offline businesses were more concerned with whether the new venture would be acceptable and viable under the umbrella of the parent company. More specifically, many were concerned with whether and how the e-business would modify the company's image and reputation. To avoid any negative effects, careful management of customer expectations, phased rollout of service, and content testing were some of the risk management techniques used.

Table 2. StrategyRisk Management Techniques

	Problem/Risk
	How Handled

	Unproven business model. 
	Extensive research, detailed analysis, some use of external consultants.

	Limited revenues from main sources. Over-reliance on market growth. 
	Develop alternative and innovative revenue-generating ideas.

Careful management of costs.

	Difficulty in providing sufficiently simple interactions that satisfy all target customers. 

Some aspects are very difficult to make simple due to regulation. 

Certain aspects of traditional offline service are difficult to mimic in an online forum.
	Product/service rework on a continual basis to cater to different target segments and enhance online offering.

	No traditional benchmarks to forecast actual returns. Inability to track e-marketing effectiveness.
	Experimental marketing. Spreading risk by buying a combination of expensive deals and bargain deals.

Make marketing spends strictly contingent on performance.

Built up a media watch and clearly defined PR guidelines.

	Reputation risk. A negative impact on the goodwill of the organisation due to a bad perception of its e-business entity.


	Maintaining consistency in service level across channels. 

Detailed planning, phased rollout, content testing. 

Careful management of customer expectations.


c) Technology Risk Category

Two-thirds of the respondents identified technology-related risks as problems in achieving their e-business objectives. These risks are summarised in Table 3.

Table 3. Technology Risk Management Techniques

	Problem/Risk
	How Handled

	Technical integration with legacy systems.
	Careful prioritisation and management of resources and development. Creation of legacy software gateway to minimise extent of complexity.

	Technical integration with suppliers.
	Getting the right people to be part of the development team and making sure they are able and willing to integrate systems with suppliers.

Agree clear milestones with technology suppliers. Good project management.

	Hardware failure.
	Develop alternative sites. Should failure occur, use other facilities and switch line numbers via ISP.

	Slow running applications on central server.
	Develop applications that could be run locally by clients on their own systems. Install fastest possible servers and very high bandwidth.

	Allowing customer access to information without creating a risk to the rest of the system.
	Separate internal production environment from customers’ access environment and use data replication between both.


Integration with existing internal and external systems was a major concern for many. Incompatibilities between systems are often significant hurdles for companies that work in an environment in which information is offered and/or required in real time. 

To control this potential problem, companies used interfacing programmes, strong development teams and good project management. Clear definition of milestones was critical. 

Other technology risks included hardware failure, slow down in running applications, and damage to the integrity of the company systems. 

d) Business Process Risk Category

The problems indicated here are generally those that hinder the organisation's ability to deliver the right goods and services, as shown in Table 4.

To deliver the proper quality and at the right speed, respondents have developed shared portals, increased resources, redefined functions and priorities, and upgraded offline distribution channels.

Escalating cost of delivery has led to tight budget controls and has driven companies to understand optimum workflow in order to create templates and automate processes.

Table 4. Business Process Risk Management Techniques

	Problem/Risk
	How Handled

	Customers need to enter multiple competitor websites to extract information.
	Spend time listening to clients and observe usage behaviour. Identify which problems are being experienced by competitors and worked together with them to form a shared portal where customers can retrieve all the information required.

	Inability to update/publish to site instantly and on a daily basis. 


	Implement service level agreements and increase resources.

Establish updating of information as the regular task of webmasters.

	Products were being delivered quickly, but quality was sacrificed. 
	Communications to managers and their teams by the COO of the importance of quality and the potential impact on customer relationships.

	Lack of offline infrastructure for fulfilment. 
	Identify offline disabilities and upgrade distribution channel, as required.

	Time-consuming and costly set-up, due to errors and inefficiencies. 
	Understand optimum workflow, template it, and automate. Standardise as much as possible.


e) Criminal Activity Risk Category

In e-business, the potential impact of criminal activity can be reduced by creating an appropriate technical architecture and surrounding processes that provide identification and authentication, authorisation, non-repudiation, privacy, and accountability. 

Secure identification systems with a combination of password and physical card, firewalls, notification on responsibilities, and encryption of critical information were some of the techniques mentioned to provide maximum protection and safeguards. Contingency and incident response planning were also suggested.

The respondents in the financial services sector expressed the greatest concern with security. This is perhaps due to the value of online financial information that hackers  find tempting to access. With illegal acquisition of the information, hackers could manipulate data to alter account balances, misappropriate funds, completely shut down the website, and even cyber-extort the bank with an offer to sell the stolen information back. 

f) Legal Systems/Regulations Risk Category

Law, rules, and regulations can be a challenge for e-businesses to follow. With legal and regulatory requirements in a constant state of flux, the outcome is considerable ambiguity with respect to contracts, signatures and commitments. The difficulty is further compounded by the different requirements for different markets.

In order to avoid problems in this area, companies have kept abreast of the latest e-business legislation, implemented content monitoring procedures for compliance, and developed processes to ensure alignment with risk management groups across markets.

g) Personnel Risk Category

The questionnaire gave the following examples of personnel risks:  personnel attitudes to data security, defamatory e-mails, and inaccurate advertising on the web. Respondents usually mentioned these alongside technology and business process risks. As such, these issues have already been discussed in the sections above.

The respondents to the survey gave examples of other people risks including the evolution of employee roles and responsibilities that create insecurity and displacement of staff members, lack of available skills, and limited managerial-level support. Table 5 outlines some of the approaches used in managing these problems.

Table 5. Personnel Risk Management Techniques

	Problem/Risk
	How Handled

	E-business channel altered the working practices for sales consultants and customer service staff. E-business development viewed as a threat.
	Senior executives need to explain the benefits of e-business. Position e-business as a tool to complement the staff.  

Offer any displaced members of staff positions elsewhere in the company.

	Lack of suitable skills internally and inability to offer attractive compensation to attract the required skills.
	Outsource to large multinationals that have the ability to pay for high quality staff.

Increase resource in recruitment.

	Difficulty in convincing internal customer (especially senior management) on the value of the e-business. 
	Obtain quick wins and publicise success stories.


Risk Management Practice

To gauge the level of risk management in the e-businesses, we asked the respondents to indicate whether the problems mentioned were identified (in advance) as possible risks and if so, what types of preventive measures were taken to manage these risks. Additionally, we asked whether risk management, in general, was considered at the time when the e-business operation was first planned.

The results reveal that 72% of those problems mentioned had been foreseen as risks. But only 56% of the respondents had considered risk management during the planning phase of the operation. These numbers suggest that, in many cases, risks were evaluated at a later stage--perhaps during the development phase of the e-business. 

For those 12% of the respondents that indicated some progress in risk management during the planning phase, they pointed out that most technical scenarios were considered, but little planning was made on the commercial side. 

The 32% of the e-businesses that did not assess risk from the beginning felt that too much risk analysis created obstacles and impeded first-mover advantage. As one respondent put it:

"The whole B2C exercise was an experiment. We started from a position of ignorance. If we had tried to analyse all the risks and applied a strategy to each before going live, we would still be waiting. Instead, we learned as we go (and made millions in the meantime)."

Other interesting remarks on risk management include the following:

"E-business risk management must not be seen in isolation to overall risk management."

"E-business risk management should be no different from other types of risk management."

These statements suggest similarities between the management of e-business risks and traditional business risks. Further research will be conducted to verify this assumption and identify the actual area(s) of similarity.

Future research will also look in more detail at risk management processes, such as risk management planning, identification, measurement, prioritisation, and monitoring and control.  It will explore the relevance of risk management models found in publications such as the Guide to the Project Management Body of Knowledge, Basel Committee Report on Banking Supervision, the Turnbull Report, EIU's Managing Enterprise Risk report and others.

5. CONCLUSION

The main objective of the questionnaire survey was to provide a basic overview of the types of e-business risks companies have faced and the techniques used to manage these risks. It is the first phase of the Centre for the Network Economy’s study on Managing e-Business Risk and has helped to provide direction for the second part of the research, i.e. case studies. 

The data collected from the 25 respondents has confirmed that the Seven Risk Categories Framework is valid. The survey results also established that risks associated with the commercial environment, strategy and technology have been the most common concerns for companies today. 

In the respondent organisations, risk management was generally considered, but not always in the planning phase of the e-business operation. Some evaluated risks as the e-business developed and only looked at technology-related risks from the beginning, and others viewed too much risk analysis as an obstacle to product/service speed-to-market.

From these preliminary findings, the following topic areas have been highlighted for further investigation:

a) the relationship between risk categories, 

b) the identification of similarities and differences between traditional risks and e-business risks, and

c) the relevance of risk management models.

Case study interviews will be conducted to obtain a more in-depth understanding of risk management practices and general perceptions on e-business risks.

6. APPENDIX 1.  The Seven Risk Categories Framework









Note: The sides of the triangle signify the organization boundary.

Risk Category Definitions 
External Risks:

a) Criminal Activity. Examples: fraud, graffiti, denial of service, virus attack, and cyber-squatting.

b) Commercial Environment. Risks related to customer behaviour, supplier performance, and exchange rate movements.

c) Legal Systems/Regulations. Covers e-business legislation, standard legislation, and laws in overseas markets.

Internal Risks:

d) Business Process. Examples: management of intellectual property and delivery of goods/services.

e) Technology. Examples: website downtime, mission-critical systems failure, security.

f) Personnel. Examples: attitudes to data security, defamatory e-mails, inaccurate advertising on the web.

g) Strategy. Risks associated with the viability, acceptability and sustainability of the business model.
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