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INFORMATION TECHNOLOGY SERVICES AGREEMENT 
between SelectHealth and HCO 

Date of Agreement: _______________________ Agreement No.:___________________________________ 

SelectHealth (SH): Health Care Organization (HCO): 

5381 Green Street 
Murray, UT 84123 

 (801) 442-3692 
(801) 442-0776 (fax) 

 providerwebservices@selecthealth.org 

PURPOSE AND INTRODUCTION 

In this Agreement, the Health Care Organization (HCO) has a working relationship with SelectHealth (SH).  The 
purpose of this Agreement is to create the framework under which physicians may access protected health 
information and use certain information technology (“IT”) services through SH for the benefit of patient care.  SH 
and HCO believe that the information technology services provided by SH to HCO will improve the quality, 
efficiency and delivery of health care to patients. The HCO has chosen specific services from a range of options 
following an assessment conducted by the Parties. 

Given the highly personal nature of protected health information and the privacy and security requirements of the 
Health Insurance Portability and Accountability Act (“HIPAA”), special care must be taken to comply with the 
terms of this Agreement.   

The Parties agree to the attached “Terms and Conditions” and Exhibits A through F. 

Contact: ________________________________
Address: ________________________________

________________________________
Phone: ________________________________
Fax: ________________________________
Email: ________________________________
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SECTION 1.  SERVICES 

1.1 Assessment.  An assessment conducted by SELECTHEALTH and HCO was used to determine the Services 
for HCO - see Section 1.2 and Exhibit A. 

1.2 Services.  SELECTHEALTH will provide “Services” to HCO in accordance with this Agreement.  
“Services” shall mean the information technology services, support, training, and other services described in Exhibit 
A, plus any other services that SELECTHEALTH provides to HCO in connection with this Agreement.  Services 
will include providing HCO with access to and use of the Data Repository (see Section 2.2) and Licensed Software 
(see Section 2.3) as described and licensed in this Agreement.  Because technology, health care practices, 
SELECTHEALTH policies, and other factors will change over time, SELECTHEALTH may change the Services 
from time to time.  HCO has no obligation to accept any higher level of services offered by SELECTHEALTH. 

1.3 HCO Resources and Responsibilities.  In order to utilize the Services, HCO will need the HCO 
Resources and must perform the HCO Responsibilities identified in Exhibit B.  As the Services, Data Repository, 
and Licensed Software change, the HCO Resources and HCO Responsibilities may change.  SELECTHEALTH will 
inform HCO in advance of known and necessary upgrades and other changes to HCO Resources from time to time.  
HCO is responsible for acquiring, operating, and maintaining HCO Resources as needed. HCO Resources are the 
property of HCO.  SELECTHEALTH will have no obligation or liability with respect to HCO Resources. 

1.4 Users.  “Users” shall mean the employees and independent contractors of HCO who access or use any of the 
Services.  Users must be individuals, i.e., natural persons, not corporations, limited liability companies, partnerships, 
associations, or other entities.  All utilization of the Services by HCO shall only be through its Users acting within 
the scope of their employment or engagement with HCO and only as set forth in this Agreement.  See also Section 3.  
The terms “third party” and “third parties” do not include Users. 

1.5 Scope of Use.  The Services are provided for individual patient care relating to treatment, payment, and 
health care operations as permitted by HIPAA (the Health Insurance Portability and Accountability Act – Privacy 
Rule, 45 C.F.R. Parts 160 and 164, as may be amended from time to time).   

(a) HCO may only use the Services and may only access and use the Data Repository and Licensed 
Software: 

(i) For treatment, payment, or health care operations in connection with patients (and their data) treated 
directly by HCO and Permitted Consultations, and for no other patients, data, or purposes. 
“Permitted Consultations” are consultations requested by and with licensed health care providers 
outside of HCO concerning patients treated by those providers; and   

(ii) To comply with an obligation “required by law” as provided by HIPAA. 

(b) HCO and Users may not:  

(i) Make any of the Services available to third parties, or allow third parties to access or use the Data 
Repository or Licensed Software; or 

(ii) Use any of the Services, Data Repository, or Licensed Software to support service bureau activities 
or to process data for others; or  

(iii) Use the Services, Data Repository or Licensed Software for research or population studies regulated 
by HIPAA or federal research regulations (such uses require additional agreements, authorization, 
and oversight); or 
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(iv) Use the Services, Data Repository or Licensed Software for the purpose of marketing health care 
services, or to identify and acquire individual patients with whom the HCO has no existing patient-
provider relationship; or  

(v) Use the Services, Data Repository or Licensed Software for any patients or uses not expressly 
permitted by this Agreement.  

(c) Any use not expressly permitted by this Agreement requires an additional written agreement with 
SELECTHEALTH. 

1.6 Rights and Restrictions.  Exhibit A further describes HCO’s rights and restrictions with respect to the 
Licensed Software and the Data Repository and its data. 

1.7 Cooperation.  The Parties shall assist and cooperate with each other in the performance of the Services and 
this Agreement. 

1.8 Non-exclusive Agreement.  All licenses and rights that SELECTHEALTH grants to HCO under this 
Agreement are non-exclusive. 

SECTION 2.  LICENSE:  DATE REPOSITORY AND LICENSED SOFTWARE 

2.1 License.  Subject to the terms and conditions of this Agreement and HCO’s compliance with this 
Agreement, SELECTHEALTH grants to HCO a license to access and use the Data Repository, Licensed Software, 
and Documentation (the “License”).  Rights not expressly granted by this Agreement are reserved by 
SELECTHEALTH. 

2.2 Data Repository.  The “Data Repository” shall mean the data repository(ies) and databases (not including 
the Licensed Software) that HCO will have access to as part of the Services.   

2.3 Licensed Software.  “Licensed Software” shall mean the applications, computer programs, digital content, 
interfaces, and other intangible information technology assets identified in Exhibit A or that SELECTHEALTH 
elects to make available to HCO as part of the Services.  Licensed Software consists of “Server Software” and 
“SELECTHEALTH-Provided Client Software.” 

(a) “Server Software” means the Licensed Software made available by SELECTHEALTH for remote 
access and use by HCO via the Internet or such other network or telecommunications means as 
SELECTHEALTH may designate.  The Server Software resides on, is processed by, or is accessible 
through SELECTHEALTH Computers.  HCO is not entitled to receive any copy of any Server Software 
or to store or process any Server Software on HCO Computers. 

(b) “SELECTHEALTH-Provided Client Software” means the Licensed Software (e.g., Java applets or 
other code), if any, made available by SELECTHEALTH to HCO for installation and use on HCO 
Computers.  The License granted by this Agreement includes a license to install and run the 
SELECTHEALTH-Provided Client Software on HCO Computers and SELECTHEALTH-Provided 
Client Software may only be used by HCO to enable or facilitate the Services. 

Any particular item of Licensed Software may be discontinued or replaced by SELECTHEALTH upon notice to 
HCO.  Maintenance Releases and Updates do not require notice.  The Licensed Software is either owned by 
SELECTHEALTH or licensed to SELECTHEALTH by applicable licensors.  SELECTHEALTH, not HCO, owns 
and holds the licenses granted by these licensors. 

SELECTHEALTH-Provided Client Software does not include any software otherwise owned or possessed by HCO. 

2.4 SELECTHEALTH Computers.  “SELECTHEALTH Computers” shall mean the server(s) and any other 
computer(s), storage media, hardware, and system(s) of SELECTHEALTH or its licensors or designees that are used 
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or designated by SELECTHEALTH for storing or processing the Server Software accessed and used by HCO under 
the License.   
 
2.5 SELECTHEALTH Workstation.  “SELECTHEALTH Workstation” shall mean a computer workstation 
located in a SELECTHEALTH facility that SELECTHEALTH designates for use by Users to access and use the 
Data Repository and Licensed Software. 
 
2.6 HCO Computers.  “HCO Computers” shall mean computing devices that are in the possession and control 
of HCO or its Users.   
 
2.7 Limited Delivery of Licensed Software.  HCO may receive SELECTHEALTH-Provided Client 
Software in its object code or executable form.  HCO does not have any right to receive any copy of any Server 
Software in any form.  HCO does not have any right to receive any source code of any Licensed Software. 
 
2.8 Copies.  HCO may make copies of SELECTHEALTH-Provided Client Software provided that any such 
copy: (a) is created as an essential step in the utilization of SELECTHEALTH-Provided Client Software or Services 
in accordance with the License and this Agreement, or (b) is only for archival purposes to back-up the licensed use 
of SELECTHEALTH-Provided Client Software.  HCO may also make copies of SELECTHEALTH-Provided Client 
Software to the extent reasonably needed to exercise rights under the License or this Agreement.  The 
Documentation may be copied by HCO, but only as reasonably needed to facilitate utilization of the Services or 
Licensed Software.  All trademark, copyright, and intellectual property notices must be faithfully reproduced and 
included on copies of SELECTHEALTH-Provided Client Software and Documentation made by HCO.  HCO may 
not make any other copies of Licensed Software or Documentation. 
 
2.9 Documentation.  “Documentation” means any printed, online, or electronic documentation or instructions 
provided by SELECTHEALTH to HCO in connection with the Services or Licensed Software.  The License 
includes a license for HCO to use the Documentation, but only to enable or facilitate the Services. 
 
2.10 Maintenance Releases and Updates.  “Maintenance Releases” shall mean maintenance fixes, patches, 
and work-around solutions for Licensed Software that SELECTHEALTH elects to install or otherwise implement 
for the Licensed Software and this Agreement.  “Updates” shall mean updates and upgrades to and new versions and 
releases of Licensed Software that SELECTHEALTH elects to install or otherwise implement for the Licensed 
Software and this Agreement.  HCO may be asked to install Maintenance Releases and Updates for 
SELECTHEALTH-Provided Client Software on HCO Computers. 
 
2.11 Additional Terms.  HCO will comply with any additional terms, conditions, restrictions, or limitations 
applicable to certain third party Licensed Software as set forth in Exhibit C. By providing prior notice to HCO, 
SELECTHEALTH may change Exhibit C from time to time for Updates or as required by third party licensors or 
vendors in new or amended license agreements.  
 
2.12 Service Level Commitment.  Availability of the Services (including uptime of the Data Repository and 
Licensed Software) provided to HCO will be substantially similar to the availability provided to clinics owned or 
managed by SELECTHEALTH, subject to the availability and proper functioning of HCO Resources and access to 
the Internet (or other network or telecommunications means).  Both scheduled and unscheduled downtime should 
be expected.  Advance notice of scheduled downtime will be provided to HCO.  In the event of unscheduled 
downtime, the restoration priority for HCO will be substantially similar to the restoration priority given to clinics 
owned or managed by SELECTHEALTH.  SELECTHEALTH's critical care facilities may receive higher priority.  
HCO agrees to pay SELECTHEALTH (on a time and materials basis at SELECTHEALTH’s then-current standard 
fees) for correcting problems that are caused by HCO Resources.  Because all computer systems occasionally fail 
or malfunction, HCO is responsible for maintaining the ability to continue HCO’s normal business 
operations in the event of downtime. 
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SECTION 3.  USERS AND ACCESS 

3.1 Access Processes and Methodologies.  Each User’s access to and use of the Services, Data Repository, 
and Licensed Software must be in accordance with SELECTHEALTH’s then-current processes and methodologies. 

3.2 Data Security Administrator - DSA.  HCO will designate a User who is an employee of HCO as its 
Data Security Administrator (“DSA”). The DSA is responsible for managing all HCO Users’ access to the Services, 
Data Repository, and Licensed Software.  The DSA is responsible for safeguarding Protected Health Information 
(“PHI”) as defined in Section 5.1, and to ensure compliance of all Users with this Agreement and the 
SELECTHEALTH Systems Access Agreement (“SAG”).  SELECTHEALTH shall have the right to reasonably 
disapprove HCO’s appointment or the continuing service of a DSA, in which case HCO must appoint a DSA 
acceptable to SELECTHEALTH.  The DSA must agree to and comply with SELECTHEALTH’s then-current Data 
Security Administrator Agreement.  The form presently used for this purpose is attached as Exhibit E.  Exhibit E is 
subject to change from time-to-time by SELECTHEALTH.  HCO is responsible for the decisions, actions, and 
inactions of the DSA.  HCO shall adopt in-office standards for supervising the activities of the DSA which, at a 
minimum, shall include the review and approval by HCO before a new User may be given access to the Services, 
Data Repository, and Licensed Software.  

3.3 SELECTHEALTH Systems Access Agreement.  Each User must first agree to SELECTHEALTH’s 
SAG, a copy of which is attached as Exhibit F. SELECTHEALTH’s SAG is subject to change from time-to-time by 
SELECTHEALTH. New Users must agree to SELECTHEALTH’s then-current SAG.  From time to time at 
SELECTHEALTH’s request, existing Users must agree to the then-current SAG as a condition to continue as a 
User.  Users shall not be held to the terms and conditions of a new or revised SAG unless the User has agreed to the 
new or revised SAG. HCO and its DSA shall be responsible for ensuring that each User agrees to and complies with 
the SAG.   

3.4 Right of User to Utilize Services.  Users have no right or license to utilize any Services except: (a) as 
employees or independent contractors of HCO acting within the scope of their employment or engagement, and (b) 
only pursuant to HCO’s rights and licenses under this Agreement.  All Users must comply with this Agreement. 

3.5 Restriction, Suspension, or Termination of User’s Access Rights.  In the event that a User violates 
this Agreement or the SAG, HCO agrees to take prompt and appropriate disciplinary action (commensurate with the 
violation) including but not limited to the following:  (a) additional restrictions or limitations on access and use of 
Services, (b) suspension of access and use of Services for a specified or indefinite period of time, (c) termination of 
access and use of Services, or (d) other prompt and appropriate action.  HCO will inform SELECTHEALTH of 
every violation of this Agreement or applicable law that in any way implicates privacy, security, or the interests of a 
patient, SELECTHEALTH, or any other third party and of the disciplinary action taken.  Independently and without 
prejudice to its other remedies, SELECTHEALTH may suspend or terminate such User’s access to and use of the 
Services or may impose restrictions or limitations on the User. HCO agrees to enforce these suspensions, 
terminations, restrictions, limitations, and disciplinary actions imposed on a User and will put procedures in place to 
prevent a repeat violation.  HCO may appeal a decision by SELECTHEALTH under this Section 3.5 to the 
applicable SELECTHEALTH Regional Network Management Group.  See Section 11.4.  Action against or 
termination or suspension of one HCO User shall not affect other HCO Users under this Section 3.5. 

3.6 Management of User Access.  HCO and the DSA shall maintain and provide to SELECTHEALTH a list 
of all Users who will utilize the Services.  The DSA will validate the list whenever requested by SELECTHEALTH.  
The list will include such identifying information as SELECTHEALTH may reasonably request.  HCO will 
promptly inform SELECTHEALTH of individuals who cease to be Users and any changes or additions to the list.  If 
a User ceases to be employed or engaged by HCO, then the DSA must immediately terminate such User’s access to 
and use of the Services, Data Repository, and Licensed Software.  HCO and the DSA are responsible for Users.   

3.7 Roles and Access Rights.  The DSA shall determine the roles and access rights for Users by applicable 
category or position, e.g., M.D., P.A., A.P.N., clinician, support staff, etc., in accordance with SELECTHEALTH’s 
then-current guidelines. To be assigned the role of “Physician,” the User must satisfy any credentialing requirements 
described in SELECTHEALTH’s guidelines. The DSA shall be responsible for completing and submitting 



SH v 1.0 SelectHealth Information Technology Services Agreement Page 9 of 27 

SELECTHEALTH’s forms and applications for this purpose.  Except for Users who have been granted off-site 
access by SELECTHEALTH, a User may only access and use the Data Repository and Licensed Software from (a) 
HCO Computers located at the offices of HCO, or (b) SELECTHEALTH Workstations that have been designated by 
SELECTHEALTH for use by Users. 

SECTION 4.  POLICIES AND INSPECTION 

4.1 Policies, Procedures, and Guidelines.  HCO (including its Users) must comply with 
SELECTHEALTH’s then-current policies, procedures, and guidelines for (a) security, (b) protection of PHI, and (c) 
access to or use of the Services, Data Repository, Licensed Software, or any of SELECTHEALTH’s computer 
systems, networks, or communication systems.  SELECTHEALTH will make the applicable policies and procedures 
as easy to access as reasonably practicable. 

4.2 Inspection.  SELECTHEALTH may inspect and audit HCO for compliance with this Agreement, the SAG, 
the Physician Acknowledgement, and the DSA Agreement and in doing so, will try to minimize any disruption to 
HCO operations. Unless otherwise provided by law or court order, SELECTHEALTH will keep confidential any 
confidential information it learns from such inspections and audits and will only use such confidential information 
for the purposes of this Agreement and its enforcement. 

4.3 Retained Right.  Notwithstanding anything in this Agreement to the contrary, SELECTHEALTH retains 
the right to take reasonable and necessary steps to protect its interest if this Agreement is violated, the Services are 
misused, or other steps are required by law. 

SECTION 5.  PHI and HIPAA  

5.1 Protected Health Information (“PHI”).  In this Agreement, the definition of PHI is that definition set 
forth in the then-current HIPAA Privacy Rule, which presently defines PHI as information that: 

(a) Identifies an individual or with respect to which there is a reasonable basis to believe the information can 
be used to identify the individual; and 

(b) Is created or received by a health care provider, health plan, public health authority, employer, life 
insurer, school or university, or health care clearinghouse; and 

(c) Relates to the past, present, or future physical or mental health or condition of an individual; the 
provision of health care to an individual; or the past, present, or future payment for the provision of 
health care to an individual. 

5.2 Compliance with Laws and Regulations.  Each Party will comply with applicable laws, regulations, 
and recognized professional standards relating to this Agreement and its subject matter. 

5.3 Business Associates Agreement for Non-employed Users. As required by HIPAA, HCO will enter 
into a Business Associate Agreement (BAA) that complies with HIPAA, with each Business Associate, as that term 
is defined by HIPAA (including Users who are not employed by HCO) receiving PHI from HCO.  Exhibit D is a 
model form of a BAA acceptable to SELECTHEALTH. Any material nonconformance with Exhibit D that may 
affect SELECTHEALTH’s rights, liabilities, or obligations must be approved in writing by SELECTHEALTH. 
Exhibit D is subject to change from time-to-time by SELECTHEALTH.   

SECTION 6.  SUPPORT AND TRAINING 

6.1 Support.  HCO shall be entitled to SELECTHEALTH’s then-current standard support for the Services as 
described in Exhibit A.  Such standard support is subject to change by SELECTHEALTH from time-to-time.   

6.2 Training.  HCO will receive the training described in Exhibit A. 
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SECTION 7.  PAYMENTS 

7.1 Payments.  If any fees or other payments are specified in Exhibit A, then HCO shall make payment to 
SELECTHEALTH in accordance with Exhibit A.  Fees and other payments are subject to reasonable increases by 
SELECTHEALTH upon 30 days advance written notice (including an explanation of the increase) to HCO.  Such 
increases may be based on circumstances such as, but not limited to, SELECTHEALTH’s increased costs associated 
with the provision of Services.  In addition, HCO shall be responsible for any taxes relating to its use of the 
Services. 

SECTION 8.  PROTECTION OF INTELLECTUAL PROPERTY   

8.1 Ownership of Intellectual Property.  Neither Party assigns or conveys ownership of any intellectual 
property to the other Party.  HCO acknowledges that the intellectual property in and to the Services, Data 
Repository, and Licensed Software is the intellectual property of SELECTHEALTH and SELECTHEALTH’s 
licensors, and that HCO has no rights with respect thereto except for the non-exclusive license and rights expressly 
granted to HCO in this Agreement.  HCO has no license or right to create any product, service, or derivative work 
based on, derived from, or that utilizes anything disclosed or provided by SELECTHEALTH. 

8.2 HCO Recommended Improvements.  If HCO or any User submits or discloses to SELECTHEALTH 
any recommendations, ideas, contributions, corrections, enhancements, improvements, etc. relating to the Services, 
Data Repository, or Licensed Software, then SELECTHEALTH shall be free to make, sell, copy, practice, 
implement, disclose, modify, improve, and otherwise use the same, and to authorize others to do so, without 
restriction and without any obligation to HCO or the User, unless SELECTHEALTH specifically agrees otherwise 
in writing. 

8.3 Protection of Confidential Information.  Through the Services, and by being allowed to access and use 
the Data Repository, Licensed Software, and Documentation, HCO shall observe and learn information, designs, 
screen displays, interfaces, “look and feel,” forms, compilations, arrangements, processes, procedures, ideas, 
concepts, clinical guidelines, rules, and methods of use that are confidential or are trade secrets or are proprietary to 
SELECTHEALTH and/or its licensors (“Confidential Information”). Confidential Information does not include and 
this Section 8.3 does not apply to:  (a) any information that is in the public domain; or (b) PHI, which is governed by 
Section 5.  HCO shall not disclose any Confidential Information to any third party or use any Confidential 
Information to create any other product, service, or derivative work.  Nothing in this paragraph is intended to restrict 
or interfere with any User’s treatment of any patient by any lawful means.   

8.4 Protection of Licensed Software and Documentation.  HCO shall not modify or create derivative 
works based on any Licensed Software or Documentation or distribute or provide any Licensed Software or 
Documentation to any third party or allow any third party to access or use any of them, or to decompile, 
disassemble, or otherwise reverse engineer any Licensed Software.  HCO may not use any Licensed Software or 
Documentation or information learned therefrom to create any other product, service, or derivative work.  This 
section does not prohibit HCO or its Users from accessing or using any Licensed Software and Documentation as 
expressly permitted by this Agreement. 

SECTION 9.  SUSPENSION OF SERVICES AND TERMINATION OF AGREEMENT 

9.1 Term of Agreement. The initial term of this Agreement shall be one year beginning on the date of this 
Agreement.  After the initial term, the Agreement shall automatically renew for additional one-year terms, unless 
and until either party gives notice of non-renewal or termination to the other Party within 90 days of the end of the 
current term.  In the event that SELECTHEALTH gives such notice, then HCO shall have the option of continuing 
the Agreement for six months from the date of notification (but this shall not apply to SELECTHEALTH’s right to 
suspend Services or terminate this Agreement under Section 9.3).  Expiration or non-renewal shall be deemed a 
termination of this Agreement. 
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9.2 Termination of Agreement by HCO.  HCO may terminate this Agreement at any time, with or without 
cause, by giving at least 30 days advance written notice to SELECTHEALTH.   

9.3 Suspension of Services or Termination of Agreement by SELECTHEALTH with Cause.  
SELECTHEALTH may suspend the Services or terminate this Agreement with cause by giving written notice to 
HCO.  Cause for suspension of Services or termination of this Agreement includes: 

(a)  A breach of this Agreement by HCO or any misconduct by HCO’s Users or DSA that is significant, 
repeated, or indicates an unacceptable disregard for this Agreement or is a significant violation of 
applicable laws; or  

(b) Any other breach of this Agreement by HCO that is not cured by HCO within ten days of receipt of 
written notice of the breach. 

9.4 Effect of Termination of Agreement.  When this Agreement terminates, the following shall apply: 

(a)  HCO shall not access or use the Services, Data Repository, or any Licensed Software; 

(b) HCO will return, erase, or destroy all copies of SELECTHEALTH-Provided Client Software and 
Documentation within HCO’s or its Users’ possession or control and confirm such in writing to 
SELECTHEALTH; 

(c) HCO will return any hardware provided by SELECTHEALTH or its contractors; 

(d) all support, training and other obligations of SELECTHEALTH under this Agreement shall terminate 
(except for surviving provisions under Section 9.6); and 

(e)  the Parties shall perform their exit obligations and be entitled to their exit rights under Section 9.6. 

The fact that this Agreement is terminated may not be grounds for terminating, suspending or otherwise negatively 
altering any other agreement between HCO or its Users and SELECTHEALTH, unless the other agreement requires 
this Agreement.  The HCO or its Users’ status as a paneled SELECTHEALTH Health Plans provider or a 
credentialed member of an SELECTHEALTH facility’s medical staff will be governed in accordance with 
applicable Provider Agreement or Medical Staff Bylaws. 

9.5 Termination Permitted.  The Parties agree that it will not be a violation of the implied covenants of good 
faith or fair dealing for either Party to suspend or terminate the Services or this Agreement with or without cause as 
provided in this Agreement. 

9.6 Surviving Provisions.  In the event of termination of Services or this Agreement, the following provisions 
shall survive and remain in effect:  (a) obligations to make payment for Services prior to termination; (b) obligations 
to indemnify; (c) Sections 4.2, 5.2, 8, 9.4, 9.5, 9.6, 10, and 11; and (d) any provisions that by their nature should 
survive termination.  Termination of this Agreement shall not affect the Physician Acknowledgement (as to the 
surviving provisions of this Agreement), the SAG, the OCHA, the Business Associate Agreements, and Additional 
Terms, as applicable. 

SECTION 10.  DISCLAIMERS AND LIMITATIONS ON LIABILITY 

10.1 SELECTHEALTH Responsibilities.  SELECTHEALTH will exercise reasonable efforts to ensure that 
data entered by SELECTHEALTH into the Data Repository is accurate.  However, SELECTHEALTH is not 
responsible for data entered by HCO or other parties.   

10.2 Disclaimer of Warranties.  SELECTHEALTH MAKES NO WARRANTY, REPRESENTATION, OR 
PROMISE NOT EXPRESSLY SET FORTH IN THIS AGREEMENT.  SELECTHEALTH DISCLAIMS AND 
EXCLUDES ANY AND ALL IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE IMPLIED 
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WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND 
NONINFRINGEMENT.  SELECTHEALTH DOES NOT WARRANT THAT ANY SERVICES, DATA REPOSITORY, 
LICENSED SOFTWARE, DOCUMENTATION, OR DATA WILL SATISFY HCO’S REQUIREMENTS OR THAT 
THEY ARE WITHOUT DEFECT OR ERROR OR THAT THE ACCESS THERETO OR USE THEREOF WILL BE 
UNINTERRUPTED OR ERROR FREE.  HCO ACCEPTS THE SERVICES, LICENSED SOFTWARE, 
DOCUMENTATION, AND DATA REPOSITORY ON AN “AS IS” BASIS. 

10.3  Limitation on Liability.  SELECTHEALTH’S AGGREGATE LIABILITY ARISING FROM OR 
RELATING TO THIS AGREEMENT AND ANY SERVICES, DATA REPOSITORY, LICENSED SOFTWARE, AND 
DOCUMENTATION (REGARDLESS OF THE FORM OF ACTION OR CLAIM - E.G. CONTRACT, WARRANTY, 
TORT, MALPRACTICE, AND/OR OTHERWISE) SHALL NOT IN ANY EVENT EXCEED AN AMOUNT EQUAL 
TO $1,000 OR THE TOTAL OF ALL PAYMENTS RECEIVED BY SELECTHEALTH FROM HCO UNDER THIS 
AGREEMENT DURING THE THEN MOST RECENT FIVE YEARS, WHICHEVER IS GREATER.  
SELECTHEALTH SHALL NOT IN ANY EVENT BE LIABLE OR RESPONSIBLE FOR ANY SPECIAL, 
INCIDENTAL, CONSEQUENTIAL, INDIRECT, OR PUNITIVE DAMAGES, LOSS OF PROFITS OR REVENUE, OR 
CLAIMS BY ANY PERSON OTHER THAN HCO, EVEN IF SELECTHEALTH HAS BEEN ADVISED OF THE 
POSSIBILITY OF ANY OF THE FOREGOING. 

10.4 Professional Judgment and Responsibility.  The Services are not a substitute for HCO’s professional 
judgment and responsibilities.  Among other things, this means that: 

(a) The Services, Licensed Software, and Data Repository are not intended to be, nor shall they be construed 
to constitute, any independent medical judgment, advice, or recommendation, either to HCO, Users, 
DSA, or any patient of HCO or Users, and HCO and Users remain solely responsible for their 
professional, business, and other decisions, including decisions based on the Services, Licensed 
Software, or Data Repository; 

(b) Any and all use of and reliance on the Services, Licensed Software, and Data Repository shall be at the 
sole risk of HCO, and HCO (including its Users) is the sole determiner as to if, when, and how the 
Services, Licensed Software, and Data Repository should be used and relied upon; and   

(c) It is the duty of HCO to ensure that the Services are used properly by trained Users. 

HCO and its Users agree not to make any representation to any patient or other person or entity that is contrary to or 
inconsistent with the provisions of this section. 

10.5 Indemnification.  HCO will indemnify SELECTHEALTH against and hold it harmless from any claim 
(and liabilities relating to such claim) that relates to the Services, Data Repository, or Licensed Software, and also 
relates to or arises because of:  

(a) any decision, treatment, procedure, action, inaction, malpractice, negligence, error, conduct, or 
misconduct of or by HCO or any of its Users; or  

(b) breach of applicable standards of medical care by HCO or any of its Users; or 

(c) any misuse of the Services, Data Repository, or Licensed Software by HCO or its User in connection 
with the HCO’s employment or engagement of the User or is enabled or facilitated by the role or access 
granted to a User. 

In this Section 10.5, “SELECTHEALTH” includes SELECTHEALTH and its affiliates, officers, trustees, directors, 
employees, agents, representatives, and licensors, and the term “liabilities” includes any damages, liabilities, 
judgments, awards, settlements, attorney’s fees, losses, costs, and expenses. 

10.6 Reciprocal Indemnification – PHI.  Each Party agrees to defend, indemnify and hold harmless the other 
Party and its officers, trustees, directors, employees, agents, and representatives, against and from: (a) any claims 
based on actual or alleged misuse or wrongful disclosure of PHI by the indemnifying Party, and (b) any damages, 
liabilities, judgments, awards, settlements, attorney’s fees, losses, costs, and expenses relating to any such claims. 
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10.7 Allocation of Risk.  This Agreement defines a mutually agreed-upon allocation of risk and the amounts, if 
any, payable to SELECTHEALTH, and the rights and responsibilities undertaken by the Parties reflect such 
allocation of risk. 

SECTION 11.  GENERAL PROVISION 

11.1 Notices.  Any formal or material notice under or concerning this Agreement or the Services shall be 
delivered to the other Party’s contact at the other Party’s address as set forth on page 1 of this Agreement.  Either 
Party may designate for itself, by notice to the other Party, a substitute address or Contact for purposes of notice.  
Any notice sent by e-mail to the e-mail address set forth on page 1 or otherwise designated by a Party for itself shall 
be deemed written notice to that Party. 

11.2 Injunctive Relief.  Each Party acknowledges that any breach by it of any of the covenants or provisions 
contained in this Agreement will give rise to irreparable injury to the other Party that cannot be compensated by 
damages alone.  Accordingly, the other Party may seek and obtain preliminary and permanent injunctive relief and 
other equitable relief against the breach or threatened breach of said covenants or provisions.  Such relief shall be in 
addition to any other legal or equitable remedies that may be available to the other Party. 

11.3 Amendment of Agreement.  

(a) Except as otherwise provided in this Agreement, this Agreement may not be changed without the written 
agreement of the Parties.  Provisions that may be changed by giving notice, may be changed by notice 
given according to Section 11.1. 

(b) Any change in this Agreement required by a change in applicable law, government regulation, or court 
order will be considered automatically made, but only to the minimum extent required by such law, 
regulation, or order.  Each Party agrees to notify the other of any changes it claims have been made by 
operation of this section. 

11.4 Problem Solving and Arbitration.  For any dispute arising under this Agreement, the Parties agree to try 
to work out a solution informally and, if mutually agreed upon by the Parties, through the use of mediation.  If the 
problem is not settled informally, the dispute will then be submitted to the grievance and appeal process of the 
applicable SELECTHEALTH Regional Network Management Group.  If any dispute exists following the 
exhaustion of that process, the Parties will submit the dispute to compulsory, binding arbitration according to the 
Utah Arbitration Act and the Commercial Arbitration Rules of the American Arbitration Association (although not 
necessarily with the assistance of the American Arbitration Association).  Such arbitration shall be conducted in Salt 
Lake City, Utah.  Each Party will bear its own attorney’s fees, costs, and expenses in connection with any dispute, 
and the Parties will share equally the expenses of the arbitration process and the arbitrator(s). 

11.5 Severability.  If any provision in this Agreement is invalid or unenforceable, such provision shall be 
construed, limited or, if necessary, severed, but only to the extent necessary to eliminate such invalidity or 
unenforceability, and the other provisions of this Agreement shall remain unaffected.  In the event that this results in 
a material change to this Agreement as written, then either Party shall be free to terminate this Agreement by giving 
written notice to the other Party and Sections 9.4 to 9.6 shall apply. 

11.6 Construction.  This Agreement represents the wording selected by the Parties to define their agreement and 
no rule of strict construction shall apply against or in favor of either Party.  Whenever the context reasonably 
permits, the singular includes the plural, the plural includes the singular, and the whole includes any part thereof. 

11.7 Assignment.  HCO may assign this Agreement only with the advance written consent of 
SELECTHEALTH.  Without the advance written consent of HCO, SELECTHEALTH may only assign this 
Agreement to an entity that is a successor to SELECTHEALTH or that acquires substantially all of 
SELECTHEALTH’s intellectual property relating to this Agreement or the Licensed Software. 
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11.8 Successors.  This Agreement shall be binding upon and inure to the benefit of the Parties and their 
respective permitted successors and assigns. 

11.9 Force Majeure.  Except for obligations to make payment, neither Party shall be liable to the other for any 
delay or failure to perform its obligations due to any cause beyond its reasonable control, including, without 
limitation, acts of nature, fire, flood, accident, riot, war, terrorism, government intervention, embargoes, strikes, 
labor difficulties, equipment or software failure, late deliveries by suppliers, downtime, and/or disruptions in or 
failure of power, communications, networks, or the Internet. 

11.10  Governing Law.  This Agreement and the rights and obligations of the Parties shall be governed by and 
interpreted, construed, and enforced in accordance with the laws of the State of Utah, without regard to conflict of 
law principles.  In the event of any litigation between the Parties relating to this Agreement or any of its subject 
matter, such litigation must be conducted in a state or federal court of competent jurisdiction located in Salt Lake 
City, Utah.  The Parties agree, consent, and submit to such exclusive jurisdiction and venue.  This section is not 
intended to supersede Section 11.4. 

11.11  Entire Agreement.  This Agreement (including its Exhibits): (i) represents the entire agreement between 
the Parties concerning the subject matter of this Agreement, and (ii) supersedes all prior agreements, understandings, 
representations, and warranties relating to the subject matter of this Agreement.  Any terms or conditions of any 
purchase order or other document submitted by HCO in connection with any Services or this Agreement that are in 
addition to, different from, or inconsistent with the terms and conditions of this Agreement are not binding on 
SELECTHEALTH and are ineffective. 

11.12  Independent Contractor Relationship.  SELECTHEALTH and HCO, including Users and  DSA, are 
independent contracting parties and are not agents, partners, employees, or in any other business relationship with 
each other as the result of the Agreement.  Except as expressly set forth in this Agreement as to matters relating to 
the implementation of this Agreement (e.g., DSA selection and performance), neither Party has any right to 
participate in the management or operation of the other as the result of this Agreement. 

11.13  No Third Party Beneficiaries.  This Agreement creates no rights in any third parties, including but not 
limited to Users and the DSA. 

11.14  Execution.  This Agreement may be executed in any number of duplicate counterparts, each of which shall be 
deemed an original, but all of which taken together shall constitute one and the same instrument.  The persons signing 
above represent that they are duly authorized to execute this Agreement for and on behalf of the Party for whom they are 
signing. 

SECTION 12.  EXHIBITS 

Exhibit A – SelectHealth Information Technology Services Agreement Description of Services 
Exhibit B – HCO Resources and Responsibilities 
Exhibit C – Additional Terms 
Exhibit D – Business Associate Agreement 
Exhibit E – Data Security Administrator Agreement 
Exhibit F – SelectHealth Systems Access Agreement:  3rd Party Access to Systems 
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SECTION 13.  SIGNATURES 

AGREED TO AND ACCEPTED BY: 

“HCO” 
By Authorized Representative 
(signature): 
Name (print): 

Title:

Date:

SelectHealth, Inc.  (“SelectHealth”) 
By (signature): 

Name (print): 

Title:

Date:
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EXHIBIT A 

DESCRIPTION OF SERVICES 

Access via:  
� HCO provided Internet Connection. 
� SELECTHEALTH provided Internet Connection: SELECTHEALTH will install, provision, maintain, and 

monitor a Firewall link, which establishes a secure tunnel between the HCO and SELECTHEALTH’s network 
with Internet connectivity. 

� SecureAccess SSL VPN: SELECTHEALTH will configure, provision, maintain, and monitor SecureAccess 
VPN that establishes a tunnel between the HCO and SELECTHEALTH’s network. 

� Remote SecureAccess SSL VPN: SELECTHEALTH will configure, provision, maintain, and monitor 
SecureAccess VPN that establishes a tunnel between the HCO and SELECTHEALTH’s network. 

� Virtual Private Network [VPN] Hardware Client: SELECTHEALTH will install, provision, maintain, and 
monitor the VPN Hardware Client, which establishes a VPN tunnel between the HCO and SELECTHEALTH’s 
network.   

� Virtual Private Network [VPN] Software Client: SELECTHEALTH will install the VPN Software Client on 
designated workstation(s), but data link monitoring, technical support, etc. between the HCO and 
SELECTHEALTH are provided by the HCO’s Internet Service Provider. 

Application(s): 
� SELECTHEALTH Sponsored Provider-Based Web Applications (SELECTHEALTH APPLICATION) 

Payment(s): 
� SELECTHEALTH APPLICATION: Rate: $ 0.00 

1) Invoicing
a) Invoicing will be prospective, and will take place quarterly, with quarters beginning in January, April, July,

and October, as applicable.
b) Fees will be charged in full month periods (indicating that whether a user is “live” for one day or 30 days of

a particular month, invoicing will recognize this as a “full month”).
c) SELECTHEALTH reserves the right to audit HCO’s user lists in association with the invoicing process.

Training:  
� Data Security Administrator training.  Initial DSA training provided on-site at HCO prior to the HCO’s go-live 

date.  Additional periodic training will be offered at SELECTHEALTH facilities and HCO’s DSA will be 
informed of such training opportunities. DSA initial and periodic training is mandatory. 

� Access and Hardware Trouble-shooting. 
� Optional Training:  It is anticipated that HCO’s expert users will train new staff as they are hired or assigned 

use of the Services.  Should HCO desire SELECTHEALTH to come on site to provide additional training 
(beyond standard training schedule), reasonable accommodation will be made for such request, although HCO 
may be asked to cover expenses associated with the optional training. 

Support: 
The HCO will receive support for the SELECTHEALTH APPLICATION by several SelectHealth departments and 
Information Systems.  The SelectHealth Provider Relations department will provide initial installation and training. 
Support will be transitioned to the Intermountain Healthcare Information Systems Frontline Support (Frontline 
Support) team upon successful completion of the initial installation.  Frontline Support is staffed 24 hours a day, 7 
days a week. 

Frontline Support can be contacted by phone (Salt Lake City area at (801) 442-7979 or (800) 442-4566 outside the 
Salt Lake City area).  Frontline Support will attempt to acknowledge a support call within 30 minutes of receipt.  
Evening and weekend coverage follows the same protocol.  In the event Frontline Support cannot resolve the 
reported problem, the problem ticket will be escalated to the appropriate second level support team based on the 
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nature of the problem.  If the problem has been escalated and occurs outside of normal business hours (Monday 
through Friday, 8 AM through 5 PM, excluding holidays and weekends), the SelectHealth Provider Relations 
Department will attempt to contact the HCO  the following business day. 

Signatures: 

AGREED TO AND ACCEPTED BY: 

“HCO” 
By Authorized Representative 
(signature): 
Name (print): 

Title:

Date:

SelectHealth, Inc.  (“SelectHealth”) 
By (signature): 

Name (print): 

Title:

Date:
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EXHIBIT B 

HCO RESOURCES AND RESPONSIBILITIES 

This page intentionally left blank. 
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EXHIBIT C 

ADDITIONAL TERMS 

This page intentionally left blank.
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EXHIBIT D 

BUSINESS ASSOCIATE AGREEMENT 

_______________________ (“Associate”), as a business associate of  ____________________________ (HCO) 
will receive Protected Health Information (“PHI”) from HCO for the purposes listed in Exhibit A (the “Description 
of Services”).  Unless defined in this Agreement, all capitalized words, like PHI, have the meanings set forth in the 
HIPAA Privacy Rule, 45 C.F.R. Parts 160 and 164, as modified from time to time.  The Parties enter this Agreement 
to satisfy the Privacy Rule requirements for a business associate agreement. 

Associate and HCO agree that the following terms and conditions govern their relationship: 

1. Use and Disclosure of PHI.  Associate may use and disclose PHI only for (1) the following purposes:
_____________________________________________________________________________________________
_____________________________________________________________________________________________
____________________________________________________________________________________________; 
(2) as required by this Agreement; and (3) as required by law (collectively these uses and disclosures are referred to 
in this Agreement as “Permitted Uses”).  Associate will not use or disclose PHI for any reason other than for 
Permitted Uses.  All uses and disclosures by Associate and Associate Personnel, as defined below, beyond Permitted 
Uses are prohibited, and are referred to in this Agreement as Prohibited Uses.   Associate Personnel means 
Associate’s agents, subcontractors, employees, and members of Associate’s Workforce. 

2. Duty to Safeguard PHI.

A. Associate’s Duty.  Associate will use all appropriate administrative, physical, and technical safeguards to:

(1) Prevent Prohibited Uses of PHI; and  
(2) Prevent Security Incidents, as defined below. 

B. Security Incidents.  A “Security Incident” is any failure of Associate’s duty to protect the confidentiality, 
integrity, and availability of PHI or to prevent interference with system operations of Associate’s 
information system. 

C. Examples of Appropriate Safeguards.  Appropriate safeguards to satisfy Associate’s duty under this 
Section 2 include but are not limited to restricted area access, locked areas, password-protected computer 
access, and other measures reasonably calculated to prevent Prohibited Uses and Security Incidents. 

3. Agents and Subcontractors.

A. Written Contract.  Associate will enter into a written contract with each agent or subcontractor receiving
PHI pursuant to this Agreement that binds the agent or subcontractor to do the following: 

(1) To agree to the same restrictions and conditions that apply to Associate’s use and disclosure of PHI, 
including the prohibition against using or disclosing PHI for Prohibited Uses; 

(2) To implement reasonable and appropriate safeguards to protect the confidentiality, integrity, and 
availability of the PHI and to prevent interference with system operations of the Associate’s and the 
agent or subcontractor’s information systems; and 

(3) To maintain for at least six years after the relationship terminates; (1) a list of any such disclosures to 
agents or subcontractors as provided in Section 6 of this Exhibit; and (2) a copy of all such written 
contracts.   
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B. Associate will allow HCO to inspect Associate’s agent and subcontractor contracts upon reasonable 
advance notice. 

4. Reporting and Mitigating.

A. Reporting.  Associate will report to HCO as soon as possible, but no later than within two business days,
after learning of a Prohibited Use or a Security Incident.  The report will include at least the following 
information: 

(1) The date of the Prohibited Use or Security Incident; 

(2) If PHI was disclosed or accessed, the names of entities or persons who disclosed, accessed, or received 
the PHI, and the address and phone number of each such entity or person, if known; 

(3) If a Security Incident occurred, details about who may have caused the Security Incident and how it 
occurred; 

(4) A description of the PHI used or disclosed; and 

(5) A brief statement of the circumstances of the Security Incident or of the circumstances and the purpose 
of the Prohibited Use. 

B. Mitigating.  Associate will mitigate, to the extent practicable, any harmful effect known to Associate of a 
Prohibited Use or Security Incident. 

5. Requests to Access or Amend PHI

A. Request to Access.

(1) By a Person.  If a person requests access to PHI directly from Associate, Associate will forward such 
request in writing to HCO within five days of receiving the request.  HCO will be responsible for 
making all determinations regarding the person’s request for PHI; Associate will neither make such 
determinations nor release PHI to a person pursuant to such a request. 

(2) By HCO.  Associate will make PHI requested by HCO available to HCO within five business days of 
HCO’s request. 

B. Request to Amend. 

(1)  By a Person.  Associate will forward to HCO within five business days any person’s request that 
Associate amend PHI.  HCO will be responsible for making all determinations regarding such a 
person’s request to amend PHI.  Associate will neither make such determinations nor amend PHI. 

 (2) By HCO.  Associate will incorporate all amendments of PHI as directed by HCO within 5 days of 
HCO’s request. 

6. Accounting of Disclosures.

A. Six Years.  Subject to 6 B, below, Associate will keep a record for six years of all disclosures of PHI (for
example, all disclosures to its agents, subcontractors, or other third parties), recording the date of each 
disclosure, the recipient’s name and address, if known, the purpose or a copy of the request for disclosure, 
and a brief description of the PHI disclosed. 

B. Exclusions.  Associate is not required to keep a record of the following disclosures:  (1) to health care 
providers to assist in the Treatment of patients; (2) to others to assist HCO in obtaining Payment; (3) to 
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others to assist HCO in conducting its “health care operations,” as defined in 45 C.F.R. § 164.501, as 
modified from time to time; or (4) to Associate Personnel for Permitted Uses.   

7. Term and Termination.

A. Term.  This Agreement will commence on the date it is signed, as shown below, and will continue in force
until terminated (see Section 7.B, below) or until Associate ceases to be HCO’s Business Associate, as that 
term is defined in 45 C.F.R. § 160.103, as modified from time to time. 

B. Termination.  

(1) If HCO determines that Associate has violated a material term of the Agreement, HCO may either 
terminate this Agreement immediately upon written notice to Associate or give Associate a period of 
up to 30 days to cure the breach.  

(2) Upon termination, Associate will return or destroy all PHI received from HCO, or created or received 
by Associate, and neither Associate nor any of Associate’s agents or subcontractors will retain any PHI 
in any form.  However, if HCO agrees that the return or destruction of PHI is infeasible and that 
Associate’s plan to safeguard the confidentiality and security of PHI is acceptable, HCO may permit 
Associate to retain the PHI.   

8. Books and Records.

A. HCO Access.  During normal business hours and at Associate’s place of business following at least five
business days’ advance notice, HCO has the right to review all of Associate’s records, books, agreements, 
policies, and procedures relating to the use or disclosure of PHI to determine Associate’s compliance with 
this Agreement. 

B. Government Access.  On request, Associate will make available to the Secretary of the Department of 
Health and Human Services all of its internal practices, books, and records on the use and disclosure of PHI 
to the extent required to determine HCO’s compliance with the Privacy Rule.  Neither Associate nor HCO 
waive any attorney-client, accountant-client, or other legal privilege or confidentiality as a result of this 
Section 8.B. 

9. Amendment.

A. Required by Law.  Any change in this Agreement required by a change in applicable law, government
regulation, or court order will be considered to be made automatically, but only to the minimum extent 
required by such law, regulation, or order. 

B. Amendment by HCO.  HCO may unilaterally amend this Agreement by providing Associate a written 
copy of such amendments five working days prior to the effective date of the amendment.  Such 
amendments must be related to the subject matter of this Agreement and may not impose any significant 
new financial or performance obligations on Associate.  If Associate disagrees with any such amendment, 
Associate must notify HCO in writing within 20 working days of its receipt of HCO’s amendment.  If 
Associate and HCO cannot agree on an amendment within five working days of HCO’s receipt of 
Associate’s notice, either party may terminate this Agreement by giving written notice of termination to the 
other party.   

10. Ownership of Information.  All information, including but not limited to PHI, that HCO discloses to Associate
pursuant to this Agreement will be and remain the property of HCO.  Associate acquires no title or rights to any
information, including any de-identified information, as a result of this Agreement.

11. Mutual Indemnification.  Each party will defend, indemnify and hold the other party, its Board of Directors or
Trustees, officers, agents, employees, representatives, and members of its workforce harmless from and against
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any and all liability, loss, expense (including reasonable attorneys' fees), or claims for injury or damages arising 
as a result of the indemnifying party’s negligence or breach of its duties or obligations under this Agreement.  

12. Insurance Coverage.  Associate agrees to maintain comprehensive general liability insurance and/or errors and
omissions insurance throughout the term of this Agreement having a limitation on coverage of not less than one
million U.S. Dollars.  This insurance will be provided by a company licensed by the Utah Insurance Department
or by a comparable regulatory entity in the state where Associate primarily does business.

13. Injunctive Relief.  HCO is entitled to obtain injunctive and other mandatory judicial relief against Associate to
restrain and prevent any threatened, likely, or possible use or disclosure of any PHI in any manner contrary to
the terms of this Agreement.  This remedy is in addition to any other legal or equitable remedies to which HCO
may be entitled.

14. Assignment. Associate may not assign this Agreement, or any of the rights, duties, or obligations under this
Agreement, without the prior written consent of HCO.

15. Applicable Law. The laws of the State of Utah, but not its conflicts of laws provisions, govern this agreement
and its interpretation.  Jurisdiction and venue for any dispute relating to this agreement will rest exclusively
with the state or federal courts in Salt Lake County, Utah.

16. Training.  Associate will train Associate Personnel whose services may be used to satisfy Associate’s
obligations under this Agreement regarding the terms and conditions of this Agreement.

17. Correspondence.  The parties will send any reports or notices required under this Agreement to the following
addresses or such other addresses as either party may designate in writing by first class mail, fax, or hand
delivery.

IN WITNESS WHEREOF, each of the undersigned, having authority to bind their respective companies, has 
caused this agreement to be duly executed in its name and on its behalf. 

Business Associate     HCO: 

Authorized Agent: Authorized Agent: 

By (Signature):    _____________________________ By (Signature):   _____________________________ 

Name (Print):    _____________________________ Name (Print):      _____________________________ 

Title:     _____________________________ Title:              _____________________________ 

Date:     _____________________________ Date:              _____________________________ 

Associate Tax ID#:  _____________________________ HCO Tax ID #:     ____________________________ 

Operational Contact (if applicable): Operational Contact: 

Name (Print):   _____________________________ Name (Print):       ____________________________ 

Title:    _____________________________ Title:               _____________________________ 

Phone Number:   _____________________________ Phone Number:    ____________________________ 

E-mail Address:   _____________________________ E-mail Address:  _____________________________ 
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EXHIBIT E 

DATA SECURITY ADMINISTRATOR AGREEMENT 

1. Purpose of this Agreement.  The role of Data Security Administrator (“DSA”) is extremely important to the
HCO in ensuring compliance with laws and regulations governing Protected Health Information (“PHI”).  It is a
position of significant trust with special security responsibilities.  This Agreement explains some of the DSA’s
responsibilities and requires the DSA to consent to a background check.

2. Appointment of DSA.   HCO has appointed the following employee to serve as HCO’s Data Security
Administrator (the “DSA”):

_________________________________________ __________________________________________ 
Print Full Name Other Name(s) – maiden, previous married, alias 

_________________________________________ __________________________________________ 
(Home) Phone Number Social Security Number (optional) 

________________________________________ ___________________________________________ 
(Home) Street Address Date of Birth 

________________________________________
(Home) City, State, Zip Code 

3. SELECTHEALTH Information Technology Services Agreement.  HCO and SELECTHEALTH are parties to
the SelectHealth Information Technology Services Agreement (the “IT Services Agreement”) that requires this
Data Security Administrator Agreement (the “DSA Agreement”). All terms defined or used in the IT Services
Agreement shall have the same meaning in this DSA Agreement.

4. Responsibilities of DSA.

(a)   The primary responsibilities of the DSA include:

 To participate in SELECTHEALTH’s DSA training as reasonably requested by SELECTHEALTH.
 To demonstrate an understanding of the regulatory requirements associated with the access to and use

of PHI.
 To assign User roles and set up access to the Services following SELECTHEALTH’s then-current

policies and procedures and the IT Services Agreement through contact with SELECTHEALTH’s
MSPR Data Steward via email at MSPR_Data_Steward@ihc.com

 To maintain an accurate and current listing of Users and to provide such listing to SELECTHEALTH
upon request.

 To coordinate and document training of Users for purposes of the Services and IT Services Agreement.
 To coordinate with Users and HCO management regarding problems and issues and to act as a liaison

with SELECTHEALTH for the Services.
 To facilitate communications between HCO and SELECTHEALTH.
 To understand the IT Services Agreement and applicable SELECTHEALTH policies and to assist

HCO and Users in complying with the IT Services Agreement and applicable SELECTHEALTH
policies.



SH v 1.0 SelectHealth Information Technology Services Agreement Page 25 of 27 

(b)   DSA represents to HCO and SELECTHEALTH that DSA understands and accepts these responsibilities.  

5. Consent for Background Investigation

(a)   DSA authorizes SELECTHEALTH to obtain information considered necessary by SELECTHEALTH to
evaluate DSA for DSA’s role as the data security administrator of HCO, including but not limited to copies 
of DSA’s past and present law enforcement records. DSA also releases from any and all liability anyone 
providing information to SELECTHEALTH in connection with this background investigation.  DSA agrees 
that anyone employed or engaged by SELECTHEALTH or HCO with a legitimate need to know may have 
access to this information.  The background investigation may be repeated, updated or supplemented by 
SELECTHEALTH, and this consent and authorization will continue to apply. 

(b)   DSA understands that approval of DSA’s role as data security administrator is contingent upon background 
investigation results that are satisfactory to SELECTHEALTH.  DSA further understands that his/her role 
as DSA may be subsequently suspended or terminated based on information obtained through this 
background investigation or a subsequent background investigation or violation of any applicable provision 
of the SELECTHEALTH IT Services Agreement.  The background investigation and any approval of the 
DSA are for SELECTHEALTH only and may not be relied upon by HCO or any other person or entity. 

Signatures: 

AGREED TO AND ACCEPTED BY: 

“HCO” 
By Authorized Representative 
(signature): 
Name (print): 

Title:

Date:

SelectHealth, Inc.  (“SelectHealth”) 
By (signature): 

Name (print): 

Title:

Date:
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For Office Use Only: 

� BA Agreement 
Complete    

IRB or RMS Approval #: 

EXHIBIT F 

SELECTHEALTH SYSTEMS ACCESS AGREEMENT 

3rd Party Access to Systems 

I need access to SelectHealth Confidential information because I am: 

An employee of the following healthcare provider:______________________________ 

A vendor employed by:____________________________________________________ 

A business associate employed by:___________________________________________  

A researcher:____________________________________________________________  

Other (Specify reason for access):____________________________________________ 

SECTION 1:  BACKGROUND 

1. Purpose of This Agreement. This Agreement explains your duties as a party who needs access to
SelectHealth’s Confidential Information for an approved activity such as treatment of a patient, an assignment,
or a business project with SelectHealth. Federal and state laws, as well as SelectHealth policies, protect
Confidential Information. Those laws and policies assure that Confidential Information, which is sensitive and
valuable, remains confidential. They also permit you to use Confidential Information only as necessary to
accomplish legitimate and approved purposes.

2. Confidential Information. “Confidential Information” means data proprietary to SelectHealth, other
companies, or other persons, plus any other information that is private and sensitive and which SelectHealth has
a duty to protect. You may learn of or have access to some or all of this Confidential Information through oral
communications, paper documents, SelectHealth computer systems, or through your activities at or with
SelectHealth.  Confidential Information includes, but is not limited to, information relating to the following:

(a) Patients (e.g., medical records, conversations, admittance information, patient financial
information, etc.); 

(b) SelectHealth proprietary computer programs, source code, proprietary technology, etc.); and
(c) Third-party information (e.g., computer programs, client & vendor proprietary information, source

code, proprietary technology, etc.). 

SECTION 2:  AGREEMENT 

1. My Duties. To qualify to access or use Confidential Information, I agree to comply with the laws and
SelectHealth policies governing Confidential Information as defined herein. My principal duties regarding
Confidential Information include, but are not limited to, the following. By signing this Agreement, I promise to:

(a) Safeguard the privacy and security of Confidential Information;
(b) Use Confidential Information only as needed to perform my SelectHealth-approved activity. This

means, among other things, that I will not: 
i) Access Confidential Information for which I have no legitimate need to know;
ii) Divulge, copy, release, sell, loan, revise, alter, or destroy any Confidential Information except as

properly authorized within the scope of my approved activities; or
iii) Misuse Confidential Information;

(c) Safeguard, and not disclose, my access code, password, or any other authorization that allows me 
to access Confidential Information. This means, among other things, that I will: 
i) Accept responsibility for all activities undertaken using my access code, password, and other

authorization; and 
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ii) Report any suspicion or knowledge that I have that my access code, password, authorization, or any
Confidential Information has been misused or disclosed without SelectHealth permission. (I will report
to the SelectHealth Compliance Hotline at 1-800-442-4845.);

(d) Report activities by any individual or entity that I suspect may compromise the confidentiality of 
Confidential Information. (Reports made in good faith about suspect activities, as well as the 
names of the individuals reporting the activities, will be held in confidence to the extent permitted 
by law.); 

(e) Not use or share Confidential Information after termination of my treatment of SelectHealth 
patients or when my company stops doing business with SelectHealth; and 

(f) Not claim any right or ownership interest in any Confidential Information referred to in this 
Agreement. 

2. Violation of Duty – Change of Status. I agree that:

(a) I am responsible for my noncompliance with this Agreement;
(b) If my need for access to SelectHealth Confidential Information changes or if I violate any

provision of this Agreement, SelectHealth may at any time revoke my access code, password, 
other authorization, and/or access to confidential information. SelectHealth may also revoke my 
access if it determines it is in the best interest of the SelectHealth mission.  

(c) I will be responsible for my misuse or wrongful disclosure of confidential information and for my 
failure to safeguard my access code, password, or other authorization to access Confidential 
Information. 

(d) A violation by me of any provision of this Agreement may result in irreparable injury to 
SelectHealth that would not be adequately compensable in monetary damages alone or through 
other legal remedies and will entitle SelectHealth to preliminary and permanent injunctive relief, a 
temporary restraining order and other equitable relief in addition to damages and other legal 
remedies.   

3. Continuing Obligations. I understand that my obligations under this Agreement will continue after termination
of my treatment of SelectHealth enrollees and/or when my company stops doing business with SelectHealth.

Signatures: 

AGREED TO AND ACCEPTED BY: 

Third Party 
By (signature): 

Name (print): 

Date:

SelectHealth, Inc.  (“SelectHealth”) 
By (signature): 

Name (print): 

Title:

Date:
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