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1. Background
1.1 At the time of drafting the Council: 
blocks access to social media by default and opens after negotiation with manager

issues no guidance to staff on use of social media

has no policy about who should have access to social media or what they should use it for
1.2 Social networks are widespread and heavily used:

65% of UK adults have a Facebook account 

(76% of adults have broadband, 82% of adults use the internet)

Perhaps 30% of UK adults have a Twitter account
1.3 Other platforms such as blogs, video sites and photo sharing sites permeate the web
2. Policy
Access is available to social networks
2.1 Councillors and members of staff have access to most social networks by default.
2.2 They are trusted to use personal accounts for work purposes but must follow the guidance in Appendix 1.
Special procedures to set up council accounts

2.3 Councillors or members of staff setting up accounts on behalf of the council must follow the procedures set out in Appendix 3.
Usage is monitored

2.4 Employees and councillors may make fair use of the council’s networks to access digital channels for personal purposes in their own time (such as during breaks).
2.5 Usage of social networks is tracked and unusual patterns of usage will be investigated and reported to line managers.
2.6 Any individual’s access to specific platforms or services may be suspended as part of a performance management or disciplinary process.

Not all networks will be available
2.7 The council will continue to block access to digital platforms that appear to be used for sharing material that would be inappropriate for work such as networks with high volumes of adult content. 

2.8  Access will be granted to specific employees where a business case can be shown. Guidance for requesting this access is included in Appendix 2.

3. Implementation and monitoring
3.1 Each employee is responsible for their own use of digital platforms. They are expected to comply with their general conditions of employment and agree their use of digital platforms with their line manager.

3.2 Line managers are responsible for ensuring that their employees are supported to make effective use of digital platforms and to assist them in managing their performance.

3.3 The information governance team is responsible for identifying sites that should be routinely blocked because of inappropriate content and for managing the access procedures. They will also oversee automatic monitoring of the council’s networks and reporting unusual or notable data use to line managers.
3.4 The corporate communications team is responsible for monitoring the online environment for reputational risks, supporting staff and managers to make effective use of digital platforms, ensuring the guidance is fit-for-purpose and managing the process for creating corporate channels.

4. Risk Assessment
4.1 A risk assessment to evaluate the possible risk(s) posed by not having a policy or by non-compliance with the policy. (For further advice see Appendix 3)
4.2 Risks if the policy is not adopted, adhered to and monitored (therefore adoption of the policy is the mitigation).
	Risk
	Likelihood
	Consequence
	Score

	Service Delivery

If access to channels remains blocked in the long term – the council is less effective because it cannot communicate with customers in their digital communities
	5
	3
	15

	Service Delivery
If access to channels remains blocked – the council wastes money on unnecessary and potentially less effective traditional forms of communication
	5
	3
	15

	Reputation

If access to channels remains blocked – the council will be hampered in its ability to respond appropriately to concerns raised in digital communities and will face increased criticism 
	5
	3
	15

	Workforce

If access to channels remains blocked - council employees will be hampered in their professional development, will struggle to keep up to speed with best practice and will develop increased training needs.
	4
	2
	8

	Service Delivery

If access is opened without appropriate support and guidance, managers may fail to pay due regard to digital communities and their services will be less effective
	4
	3
	12

	Reputation

If access is opened without an effective process by which official channels are created and maintained by the council, some channels will perform poorly and will reflect badly on the council’s brand and image/reputation
	4
	3
	12

	Legal

The council’s legal duties apply to social media. If access is opened without appropriate support and guidance these duties may not be consistently met.
	4
	3
	12

	Workforce

Without appropriate guidance and support - Individual staff members may breach their terms of employment on social media in their private life. 
	4
	4
	16

	Strategic
Social media are changing the relationship between citizens and the state and between employees and their employers. If the council does not respond to these changes it risks strategic failure.
	3
	3
	9

	People

It is accepted that social media play a critical role in public safety communications as part of warning and informing and improving the information picture of responding organisations. If access is blocked or staff are unfamiliar with the tools, the council’s emergency response will be less effective.
	4
	4
	16


4.3 The risk assessment is based on the scoring template below

	
	Consequence

	Likelihood
	1 -  Insignificant
	2 - Minor
	3 - Moderate
	4 - Major
	5 -  Catastrophic

	5 Certain
	5
	10
	15
	20
	25

	4 Likely
	4
	
	12
	16
	20

	3 Possible
	3
	6
	9
	12
	15

	2 Unlikely
	2
	4
	6
	8
	10

	1 Rare
	1
	2
	3
	4
	5


5. Evaluation
5.1 The effectiveness of the policy will be evaluated by consulting with employees as a whole and with managers as a group on an annual basis.
6. Related policies and procedures
6.1 This policy relates to the Council’s Information Security Policy, HR Policies and Procedures, Code of Conduct and Communication Policies and Procedures.
Appendix 1 
Guidance on the use of digital communication networks by Herefordshire Council staff and councillors
Using your personal social media accounts at home

There are some simple issues to consider when using social media in your private life.

You are still bound by your Code of Conduct even when you are not at work. You may also be bound by the code of conduct of your profession. If you are in a politically restricted post those restrictions apply to you on social media.
You should:

· make it clear that your opinions, comments or updates are your own and don’t represent the views of your employer

· make it clear that you are employed by or a member of the council if you are involved in discussions online concerning Herefordshire Council 

· refer people with complaints, questions or comments about Herefordshire Council that you cannot answer to the appropriate website, customer services team or social media profiles
You should avoid:
· saying or doing things that could give the appearance of or the occurrence of a conflict of interest 

· saying or doing things that could bring the council into disrepute
· if you are a member of staff saying or doing things that affect your ability to work impartially for the council
· if you are a councillor saying or doing things that would breach the code of conduct or affect your ability to work as a member of the council

Using your personal social media accounts at work 

You are entitled to use your personal social media accounts at work as part of your job or role as a councillor. 
BUT

You should first consider:

· whether it is appropriate to do so 
· whether it would be better to set up an official social media account instead
You should 

· communicate with people in the places they already are 
Social media should be used first and foremost as a listening tool. Find the conversations that your customers are having in the spaces they are using and listen to their concerns.
You can set up quick, easy and free searches to find out when people mention your area of interest

· use social media to consult and engage 
You could point people to consultation exercise and events. 
You could ask questions directly on social networks.
· use social media to be more transparent and accountable
Explaining what we do, how we do it and why we do it is already an important part of the way we work. Social media adds a further level of transparency and accountability to the public. 

· be part of the community 
Online conversations happen between a whole range of people, not just between the council and customers. These conversations can reflect existing communities and can strengthen or develop new communities
It is not the council’s job to define or manage these communities but, where we are welcome, it is entirely right that councillors and staff join online communities.
There are professional communities and communities of interest on social networks too

You should not
· Say anything that you would be unhappy seeing on the front page of the Hereford Times
Social networks are public networks, it is possible to forget that and to say things that you would normally only say in private. Years after a conversation you might find what you said online being held against you.
· Represent the council
If you use your personal account, you represent only yourself. If you want an account to represent the council, or a team or a service you must follow the procedure in Appendix 3

· Feel obliged to use your personal account for work purposes
It is your choice to use a personal account for work. The Council does not require it and you should only do so if you are confident in what you are doing. 
Using official social media accounts at work
There are very specific requirements placed on official council accounts including legal requirements. They must be properly resourced. Those who run official accounts are appropriately trained and supported.

For that reason there is a process in place to ensure that they are set up correctly. 
Official accounts must
· Attempt to assist those who ask for help
· Seek to build a community
· Be accurate

· Be checked daily (including on weekends)

· Where appropriate (for example Facebook pages) be moderated to prevent offensive or illegal content being published by the council

· Be able to respond to requests for information and complaints in line with the Council’s policy and the law

· Be impartial 

· Be courteous

· Provide high levels of customer service
· Comply with the rules around publishing information during the pre-election period

Official accounts must not

· Be political

· Criticise council policy
· Ignore people

· Block people, or delete comments unless they breach the Council’s acceptable use policy

· Seek to persuade people to a view held by the authority
Appendix 2
Guidance for requesting access
A.2.1 

Access will be granted where a business case has been supplied and signed off by your Line Manager and job has been logged with the ICT Helpdesk
Appendix 3

A.3.1 Procedure for creating official social media profiles, pages or other digital identities.

A.3.2 This procedure applies to:

Any digital “identity” that you create such as a Facebook page, Twitter account or Pinterest board which represents the council, or a team within the council or even you in your professional role.
A.3.3 What this procedure does not apply to:

Any digital identity that is clearly related to you as an individual but not related to the Council even if you sometimes use that identity for work or professional purposes. 
You must follow the Guidance on Social Media use (Appendix 1) at all times.
If in doubt, contact corporate communications team
A.3.4 Step One

Be clear about why you want to create an official identity. Do your clients use a particular platform? Are the existing identities used by the council insufficient? Have you considered other options for engaging with the community?
A.3.5 Step Two

Agree with your line manager the principle of using an official social media identity. Social media will need to be monitored regularly including over weekends and during holidays so one official identity may need more than one member of staff to manage it.

A.3.6 Step Three
Complete a simple form on the intranet to request training. You do not have to make a business case, your manager’s agreement is sufficient.

A.3.7 Step Four
You will be contacted and trained on running an official channel. You will need to grant the corporate communications team have administration rights on the channel in case of emergencies.

A.3.8 Step Five
That’s it. You are set up on your channel.
A.3.9 What happens after that?

A.3.10 Peer support will be offered to those managing official social media identities.

A.3.11 The corporate communications team will involve official social media identities in communications planning. They will also keep an eye on official channels and offer help and support to manage the council’s reputation.
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