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IT Health Check Report

Backup and Recovery

In the event of a major outage, please specify the acceptable The Recovery
Time Objective (RTO) and Recovery Point Objective (RPO)*.

RTO: How quickly do you need to be able to recover from data loss,
accidental file Deletion or even Server Hardware Failure?

RPO: What is the acceptable data loss going back to the most recent
successful backup?

X OOOOd

1hr 8hrs 24hrs 36hrs 72hrs

OO0OX OO

1hr 8hrs 24hrs 36hrs 72hrs

* The Recovery Time Objective (RTO), and Recovery Point Objective (RPO) are 2 very important factors to determine for your
business. These will govern the overall Backup and Restore Strategy and are determined by your business requirements.

Risk Assessment:

Do you currently take a Backup of your Servers? Score

Yes, we take a backup every night

What technology do you use to take your backups?

We use some old backup software

How often does your backup run?

We run a full backup every week night

Who currently monitors your Backup?

The part time receptionist gets some sort

of email

How often are your backups tested?

I’m not sure if it has ever been tested

Score=3/5

1: Maximum Risk: You have null or a non-effective Backup

2: High Risk: You have an inconsistent backup, with a lot of issues
3: Medium Risk: You have an inconsistent backup

4: Low Risk: You have an inconsistent backup, with minimal issues

5: Minimal Risk: You have a Robust and effective Backup
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Disaster Recovery

In the event of a Disaster, please specify the acceptable The Recovery
Time Objective (RTO) and Recovery Point Objective (RPO)*.

RTO: How quickly do you need to be able to recover from a Disaster at O OO
your office, a Building Fire, or even theft of your server? 1d

3d 5d 7d 10d

RPO: What is the acceptable data loss going back to the most recent

successful offsite copy of your data? ] O
1d 3d 5d 7d 10d

* The Recovery Time Objective (RTO), and Recovery Point Objective (RPO) are 2 very important factors to determine for your
business. These will govern the overall Backup and Restore Strategy and are determined by your business requirements.

Risk Assessment:

Do you have a Disaster Recovery and Business
Continuity plan? Score

Nothing that | know of

Is all your Businesses Data centralised in your
office?

VYes it is all on our Server here in the office

Do you have a copy of your Backups offsite?

Yes we have a backup tape offsite

How easily can your data be restored if you lose
your primary hardware?

I’'m not sure, we have an old tape drive

that would be impossible to replace Score=1/5

How often is your Offsite Backup or Disaster

Recoverv pla n teSted? 1: Maximum Risk: You have null or a non-effective DR Plan

Ne ver 2: High Risk: You have an inconsistent DR Plan with a lot of issues
3: Medium Risk: You have an inconsistent DR Plan

4: Low Risk: You have an inconsistent DR Plan, with minimal issues

5: Minimal Risk: You have a Robust and effective DR Plan
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Recommendations:

You have indicated that your data is very important to your business, if you lose data, you lose
productivity and profit. Excite IT has found multiple Risks to your Business and can recommend the
following actions to close these gaps.

Backup Schedule:
Excite IT recommends running, at a minimum, a nightly backup. To achieve this we can......
---If you would like to know more, please contact Excite IT---

Backup Software:
Excite IT recommends using the best in practice and industry leading Backup Software to back up
your critical data. The achieve this we can......

---If you would like to know more, please contact Excite IT---

Backup Monitoring:
Excite IT monitors all our Customers backup rigorously. We dedicate our Technical Resources to
monitoring these with our various Industry leading monitoring tools.

---If you would like to know more, please contact Excite IT---

Backup Testing:
Excite IT tests all our Customers backups to a dedicated schedule.
---If you would like to know more, please contact Excite IT---

Disaster Recovery Planning:
Excite IT can help establish a cost effective DR Plan, and help implement the systems to achieve this.
---If you would like to know more, please contact Excite IT---

Offsite Backup Options:
Excite IT is partnered with Storage Craft, and industry leader in Backup and Replication
methodology. We can help implement an automated system to achieve this.

---If you would like to know more, please contact Excite IT---

Cloud and Mobility Options:
Excite IT has a wealth of experience with Public and Private Cloud Technologies. This is where Excite
It can make your IT work for you, not against you.

---If you would like to know more, please contact Excite IT---




