SECURITY RISK WORKSHOP

February 28-March 1, 2017 | Omni Hotel Charlottesville
Sponsored by the VBA’s Security Committee

TUESDAY, FEBRUARY 28™

8:00-9:00 a.m. Registration | Continental Breakfast Prefunction Salon AB

9:00-9:20 a.m. Welcome & Announcements | Vendor Introductions Salon AB
Wendy Dunham, CFSSR, CRVPM, Chair, VBA Security Committee, Access National Bank

9:20-10:15 a.m. Physical Security in An Ever Changing Environment Salon AB

This session will touch on physical security devices for robberies, IP cameras and the Internet
of Things, lighting specifications, the impact of the modern branch (or branch of the future)
on staffing and security and how Video Banking Machines are impacting security concerns.

Speakers:

Josh Brown, CPR CBSM, The Fauquier Bank
Kelly DeWitt, CBAR CCBSO, Farmers Bank
Christopher Martin, First Bank

10:15-10:30 a.m. Networking Break Prefunction Salon AB

10:30 a.m.-12:30 p.m.  KEYNOTE: The Personality of a Fraudster Salon AB

It's estimated that 5% of business revenue is lost to fraud. So who are these people, what
are they doing, and why are they doing, it and how do you catch them? This session will
reveal what we know about fraudsters, who they are in your workforce, their personality and
motivations, and we'll discuss red flags for some of the most common fraud schemes.

Speaker:
Beth Mohr, CFE, CAMS, MPA, CCCl, PI, McHard Accounting Consulting LLC

12:30-1:30 p.m. Lunch Atrium

1:30-2:20 p.m. Then and Now: Malware Protections Salon AB

Malicious hackers are increasingly gaining entry into organizations through malware, usually
infiltrated via phishing or leveraging other social engineering techniques that enables

them to establish a foothold within internal networks or deploy ransomware. As hacking
techniques become more sophisticated, so must our countermeasures. This session will
focus on the traditional as well as more cutting edge techniques for combatting malware
and responding to its potential impact.

Speaker:
Joe Watkins, CRISC, CISA, CISSP, FHLBank Atlanta
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TUESDAY, FEBRUARY 28™ CONTINUED
2:20-2:35 p.m. Networking Break Prefunction Salon AB
2:35-3:40 p.m. Financial Exploitation of Adults, a Panel Discussion Salon AB

Adult and elder financial exploitation is a fast growing form of abuse of seniors, adults, and
those that may have disabilities. Situations of financial exploitation may go undetected

or unreported by financial institution personnel who may not know the “red flags” of
exploitation. Training front line and other bank personnel to recognize and report these
incidents are often important steps to preventing these instances from occurring.

This session is designed to provide Security Officers training and development tools to
define and identify the “red flags” of financial exploitation, and identify steps banks can take
to elevate and report these instances to law enforcement, social service, or adult protective
service officials.

The session will include a panel discussion with adult protective service and legal
professionals who will review exploitation legal statues, case studies, and how reports from
banks help in investigating and prosecuting adult exploitation.

Moderator:
Jennifer Matheny, CBSM, Virginia National Bank

Speakers:
Maria Boyer, CRCM, Bank of Clarke County
James Hinton, CCBSO, Xenith Bank

Panelists:

Doris Gelbman, Gelbman Law PLLC

Diane Hoffman, Department of Social Services, City of Charlottesville
Jeanne McCusker, Home Instead Senior Care

Kristina “Tina"” Robertson, Adult Protective Services, County of Albemarle
Robert Tracci, Commonwealth’s Attorney, County of Albemarle

3:40-4:00 p.m. Networking Break Prefunction Salon AB
4:00-5:00 p.m. Banker Roundtable Discussion Salon AB
Moderator:

Wendy Dunham, CFSSR, CRVPM, Chair, VBA Security Committee, Access National Bank

5:00-6:00 p.m. Cocktail Reception Prefunction Salon AB
Sponsored by Gaston Security, Inc.

Dinner is on your own - Enjoy your evening!
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WEDNESDAY, MARCH 1°7

7:30-8:30 a.m. Continental Breakfast Prefunction Salon AB

8:30-8:40 a.m. Announcements Salon AB
Wendy Dunham, CFSSE CRVPM, Chair, VBA Security Committee, Access National Bank

8:40-9:35 a.m. Phases of a Crisis, Part 1: Risk Assessment/Policy Salon AB
This presentation will help guide you and your company to prepare for a crisis event. It will
address:

« Business Impact Analysis (BIA), the Risk Assessment, and Threat Analysis based upon the
impact to the institution, its customers, and community.

« It will help you develop realistic threat scenarios, prioritize business processes, and define
the controls in place or necessary to reduce exposure and manage costs.

« Prioritize business processes and estimate how they could be disrupted under threat
scenarios.

If there is a potential for a significant crisis event impact, then creating a mitigation strategy
should be a high priority for your organization.

Speakers:

Chad Currie, Union Bank & Trust

Jeffrey Haykin, Wells Fargo

Dollie Kelly, C&F Bank

9:35-9:45 p.m. Stretch Break Prefunction Salon AB
9:45-10:40 a.m. Phases of a Crisis, Part 2: Crisis Management, Response Salon AB
& Aftermath
This presentation will cover how you and your company will handle a hurricane event. It will
address:

« Crisis Management: Enhance your awareness level and understanding of how a com-
pany's Crisis Management team is structured; the Team Make-up; what triggers they are
looking for on an incident and how the incident would be escalated; Local versus Emer-
gency Response Team (ERT).

« Response: It will help you develop an understanding of how to communicate with the
leaders and the team members and what tools you may use to communicate.

« Aftermath: Prioritize the business processes to take care of the customers and employees

If there is a potential for a hurricane or any other event to pass through the area, the Crisis
Management Team should evaluate the situation and determine their mitigating strategy.
Speakers:
Maria Boyer, CRCM, Bank of Clarke County
Paula Otis, CPP
Sandy Smith, Chesapeake Bank
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WEDNESDAY, MARCH 15T CONTINUED

10:40-11:00 a.m. Networking Break | Vendor Drawings Prefunction Salon AB

11:00 a.m.-12:30 p.m.  Surviving an Extreme Act of Violence Salon AB

This presentation provides the basis for understanding these events and of what can

later lead to training sessions including detailed strategy plans, tactics and drills that are
designed to take participants to the ultimate level in training courses for active shooter/
workplace violence training, skills, and protection. The session will provide attendees with a
high level of understanding of what employers and employees are faced with in the world
today and highly practical and usable skills and options and “what to do in fractions of a
second” in order to best survive a situation of extreme violence. It will bring a high level of
personal comfort and empowerment along with an understanding of both a victim and a
perpetrator to all attendees.

Employees are a company’s most valuable assets, and they are just as important while they
are away from work as they are while at work. This presentation will include very practical,
highly effective strategies, tactics and techniques. Be aware. Be prepared.

Speakers:

Terry Choat, Blue-U Defense, LLP
Joe Hileman, Blue-U Defense, LLP
Charlie Perry, EAG Consulting

12:30 p.m. Workshop Adjourns

Thank You to Our Sponsors!
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