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Introduction

The aim of this guidance is to provide examples of best practice using a
variety of emails to demonstrate situations when a protective marking
signature is necessary and when alternative email signatures that have no
protective marking should be used. All names, email content, attachments,
email addresses and telephone numbers used in the examples are false.

Example 1 — Emailing Case Information

DERSOMAL - Co Advice Jessage (HTIV

“ 0 o e OFFICIALSEMSITIV

File. Message Insert Options Format Text Review

Developer 7

From ~ Microsoft Exchange

ﬂ To... | bdandy@scotscourts.gsi.qov.uk

Ce... |

Subject: | OFFICIAL-SENSITIVE PERSOMAL - Court Advice

attached:  |T) pandy ctadvice.pd 61 KBI

OFFICIAL-SENSITIVE PERSONAL

Please find advice attached I

Jessica Todd
Support Administrator |
South East Locality

Scottish Children’s Reporter Administration
South East Team

1 Fountainhall Road

Edinburgh

EH9 2NL

=: 0300 123 1234

- OWWW SCIA JOV UK

Any attachments included with this email are personal OFFICIAL-SENSITIVE doc ts and are supplied on a ‘need to know’ basis. This level of
protection must be maintained at all times.

OFFICIAL-SENSITIVE PERSONAL

Figure 1: Emailing a child case file

In this example there is personal sensitive information in the attachment
hence why the protective marking is required.

Any email message is to be inserted between the top protective marking and

P the sender’s name as shown in the above example.

Note that in this example the message is within the email signature so any
attempt to change the signature will delete the message text.

Internal emails containing sensitive staff information for example an attached
sick line, would also necessitate the use of this protective marking signature.
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Example 2 — Emailing Commercial Sensitive Information

o T e e e T e T )
_File_ Message Insert Options Format Text Review Developer =2 i
From = Microsoft Exchange
E—
i=1 To... | immy @securedocks. co.uk |
send
ce. || |
Subject: | OFFICIAL-SEMSITIVE COMMERCIAL Purchase Order |
attached: T scra PO3456T.00f 65 KBY |
i
OFFICIAL-SENSITIVE COMMERCIAL -

Please find attached my purchase order. I

John Findlay
Support Administrator
Finance

Scottish Children's Reporter Administration
Finance Team

Springkerse Business Park

Stirling

FKL IXE

: 0300 123 5678
=: www.scra.gov.uk

Any attachments included with this email are OFFICIAL-SENSITIVE doc ts and are

lied on a ‘need to know’ basis. This level of

PP

protection must be maintained at all times.

OFFICIAL-SENSITIVE COMMERCIAL

Figure 2: Commercial Sensitive Email

In this example the commercial sensitive information is in the attachment
hence why the protective marking is required. The protective marking would
also be required if commercial sensitive information is within the message part

of the email without any attachments.
Example 3 — General Email

Regards

Billy Milton
SCRA IT Team

Tel: 0300123 6789 I

Please do not print this e-mail unless absolutely necessary - SAVE PAPER

A package was received today from DHL addressed to SCRA, Ochil Housk. Please contact me if you are expecting a parcel from DHL.

_File_ Message Insert Options Format Text Review Developer 2 0
From ~ Microsoft Exchange
o
=1 To.. | | E SCRA Head Office |
s5end
ce. || |
Subject: |Parcel received |
£
Toall r

Figure 3: General Email

In this example there is a need to provide a contact number so the parcel
owner can make contact if off-site. If a brief signature is prepared in advance it
can be selected when drafting this email. There is no need for a protective

marking as there is no sensitive data being sent.
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Example 4 — General Business Email
A9 oL i< ot exchanges & Message (Rich Text) o [ |

Message Insert Options Format Text Review

=y : : | ﬂ @] @ J@ Z ¥ Follow Up ~ -K:

‘? High Importance

Paste Address Check — Attach Attach Signature Zoom
- * 4 Book Mames File Item~ e # LowImportance
Clipboard = Basic Text F] Names Include Tags 3| Zoom
i
From + Microsoft Exchange
]
= To. alex.brown @copfs.gsi.qov.uk
send
Cc..
Subject: ISCIIS data exchanges

i
Alex y
I heard that you have plans to introduce new data exchanges with the ISCIIS community, could you ensure that SCRA are
included in any communications about this. S
Regards
Billy Milton
Software Developer
SCRA IT Team
Scottish Children Reporters Administration
Ochil House
Springkerse Business Park
Stirling
FK7 7XE
Tel: 03001231234 -

Figure 4. General Business Email

In this example there is a need to provide full business contact details so if a
- Business signature is prepared in advance it can be selected when drafting
this email.

Common Faults

Often staff put the message above the OFFICIAL-SENSITIVE PERSONAL
marking when it should be placed below the marking as illustrated in Figure 1.
The standard message format for composing emails is to be HTML, not Rich
Text. Users should check the Protective Marking Emails guidance to ensure
this is set up correctly.

Signatures

The detail on how to create the different types of signatures used in the
examples can be found in the Protective Marking Emails guidance. This
document demonstrates how to select any of the predefined signatures when
drafting a new email and how to set up your default signature. The signature
that you use most often should be set as your default signature, for
operational staff this should be the OFFICIAL-SENSITIVE PERSONAL
signature.

It is good practice to select the signature prior to drafting your email.
Templates

The templates supplied can be copied and edited to simplify the creation of
your own set of signatures. These templates are created in accordance with
the Email signature provided within SCRA’s Style Guide.
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http://sgsharepoint/sites/connect/ab/dpa/DPA%20Compliance%20Document%20Library/Protective%20Marking%20of%20emails%20(SCOTS%20V)%20-%20V1%201.pdf
http://sgsharepoint/sites/connect/ab/dpa/DPA%20Compliance%20Document%20Library/Protective%20Marking%20of%20emails%20(SCOTS%20V)%20-%20V1%201.pdf
http://sgsharepoint/sites/connect/re/Style%20Guide/Email%20Signature%202013.doc

Examples of Good Practice

OFFICIAL-SENSITIVE Signature Templates

OFFICIAL-SENSITIVE PERSONAL

<Message>

<Name>
<Job Title>
<Team/Locality>

Scottish Children's Reporter Administration
<Head Office / Locality Address>
<Head Office / Locality Postcode>

Z: 0300 200 XXXX
E: www.scra.gov.uk

Any attachments included with this email are personal OFFICIAL-SENSITIVE documents
and are supplied on a ‘need to know’ basis. This level of protection must be maintained at
all times.

OFFICIAL-SENSITIVE PERSONAL

Please do not print this e-mail unless absolutely necessary - SAVE PAPER

OFFICIAL-SENSITIVE COMMERCIAL

<Message>

<Name>
<Job Title>
<Team/Locality>

Scottish Children's Reporter Administration
<Head Office / Locality Address>
<Head Office / Locality Postcode>

Z: 0300 200 XXXX
E: www.scra.gov.uk

Any attachments included with this email are commercial OFFICIAL-SENSITIVE documents
and are supplied on a ‘need to know’ basis. This level of protection must be maintained at
all times.

OFFICIAL-SENSITIVE COMMERCIAL
Please do not print this e-mail unless absolutely necessary - SAVE PAPER
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Examples of Good Practice

General Business Signature Template

<Name>
<Job Title>
<Team/Locality>

Scottish Children's Reporter Administration
<Head Office / Locality Address>
<Head Office / Locality Postcode>

Z: 0300 200 XXXX
E: www.scra.gov.uk

Please do not print this e-mail unless absolutely necessary - SAVE PAPER

Internal Signature Template

<Name>
<Job Title>
<Team/Locality>

Z: 0300 200 XXXX
E: www.scra.gov.uk

Please do not print this e-mail unless absolutely necessary - SAVE PAPER

If you have any queries with regard to the marking of emails please contact
Bruce Knight
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