PROJECT IMPLEMENTATION PLAN

MAPPING AND REVIEW OF PERSON IDENTIFIABLE DATA (P.I.D.) FLOWS

Following numerous requests for guidance on what needs to be done by when and how progress should be reported, the Department of Health’s Digital Information Policy team has provided the following guidelines and templates.
Background and Objectives

The NHS Chief Executive in his letter of 4th December 2007 (gateway 9185) to all NHS Chief Executives, requested that all NHS Organisations undertake a series of  actions to:

· secure person identifiable data, relating to both patients and staff;

· confirm that the methods used for transfer of data are secure; and 
· take immediate remedial action where this is not the case.  

The NHS Chief Executive identified for immediate action a number of specific requirements for securing data in transit:-

· Checking systems and procedures and dealing with shortfalls.

· Checking that control on movement of person identifiable data is good enough

· Not holding person identifiable data on portable media unless it is encrypted

· No longer permitting bulk transfer of person identifiable data, unless absolutely needed for direct patient care, unless secure processes are in place

· Ensuring there are data protection, incident reporting and risk assessment processes in place

These actions need to be underpinned by a robust organisational information governance assurance framework, including:-

· Ensuring the organisation has a robust management and accountability framework in place for all aspects of information governance.

· Ensuring that organisation has a Caldicott Guardian and an appropriately resourced Caldicott function to provide confidentiality and data protection expertise.

· Ensuring that the organisation has appointed (or has access to) an appropriated trained and supported Information Security Officer.

· Ensuring the organisation undertakes an annual information governance self-assessment using the NHS Information Governance toolkit.

The standards, drawn from the information governance toolkit on which specific assurance will be sought on 31 March 2008 are provided at Annex A. These should be largely familiar to those who work closely with the IG toolkit and organisations should have a clear understanding of where they are currently at in relation to these standards. 

Two standards in the list are new however. These will be incorporated in the next version of the IG toolkit but assurance is sought on them this year in advance of the next toolkit release. The first of these relates to the processing of person identifiable data outside of the UK. The second relates to the mapping or data flows, a requirement that underpins many of the others and is particularly important in the context of the assurance that is being sought by the NHS Chief Executive. 

The scale of work required to map and review flows of person identifiable data to support the above requirements within such a short time frame is fully recognised. Undertaking this in a structured way and engaging the right people is key to achieving the expected outcomes at each stage of the process. 

The aim of this project plan is to set out the stages, tasks, responsibilities and expected outcomes of specifically the data mapping process and provide details of the tasks that will be required in order to deliver the expected outcomes to the time frames specified. As formal assurance is required that this work has been carried out, including confirmation that effective remedial action has been taken where risks have been identified, we have also included details of the reporting requirements and  document templates for completion for the various stages of the review.

Phases for Implementation 

The review of flows of person identifiable data is required to be undertaken in 4 phases and outcomes reported formally at the conclusion of each stage. Document templates for reporting outcomes and assurance are attached. 

	PHASE
	Area of Review 
	Deadline


	Reporting template

	1
	Identification & assurance of bulk transfers of data.


	21/12/07
	Completed



	2
	Identification & assurance of other high risk transfers of P.I.D


	31/01/08
	Annex B


	3
	Completion of detailed mapping and risk assessment of all other flows of P.I.D.  
	29/02/08
	Annex C

	4
	Provision of statements of assurance that all data holding systems and data flows are secure.
	31/03/08
	Annex D



The expected outcomes and required tasks for each of these phases is provided below.
	Phase  
	Expected Outcomes 
	Tasks 
	Report Deadline

	1
	Assurance to be provided by Trust CEO that:

· All bulk transfers of P.I.D have been identified and reviewed.
· Remedial action has been taken to suspend insecure bulk flows of P.I.D.
	Identify, risk-assess and document data flows on spreadsheet provided.
	21/12/07 

	2


	Assurance to be provided by Trusts that:

· Remedial action has been taken in regard of insecure, bulk flows of P.I.D

· All bulk transfers of P.I.D are secure

· Other high risk areas have been identified 

· Action is being taken to map and review risks for all other (non-bulk) flows of P.I.D 
	· Highlight areas of key risk and implement immediate remedial action as necessary 

· Assign project lead to co-ordinate and support data mapping process for all other flows of P.I.D.

· Assign responsibility to, and inform, department heads to identify and risk assess data-flows within their areas. 

· Assign project lead(s) to co-ordinate work on the IG standards identified at Annex A
	31/01/08

	3
	Assurance to be provided by Trusts that:

· All other (non-bulk)flows of P.I.D have been identified and reviewed 

· Remedial action has been taken in regard to risk areas

· All non-bulk flows of P.I.D are secure, or risks mitigated.

· All required security policies are in place.

· An incident reporting policy is in place


	· Carry out review of P.I.D flows using spreadsheet or mapping tool and risk criteria provided by NHS CFH.

· Highlight areas of key risk and implement immediate remedial action as necessary

· Review incident reporting procedures to ensure these include process for reporting/ investigating P.I.D incidents.

· Review other procedures relating to transfer of data including, courier services, data encryption, confidential waste, etc.
	29/02/08

	4
	All required assurance to be provided by Trust CEO 


	· Complete and submit signed Statement of Compliance to NHS CFH 

· Complete and submit Information Governance Toolkit assessment (v5)

· Complete and submit the assurance statement provided at Annex D to the SHA


	31/03/08


ANNEX A

Information Governance Standards on which assurance is sought
	Key Information Governance Standards

	The Trust has robust management and accountability arrangements for all aspects of organisational Information Governance.

	The Trust has in place a documented risk management plan that appropriately and effectively controls and mitigates identified information security risks. 

	The Trust has taken the necessary steps to implement the Board endorsed Information Lifecycle Policy and Implementation Strategy including establishing links to the Trust's Risk Management Processes.

	The Trust has a Caldicott Guardian and an appropriately resourced Caldicott Guardian function/support arrangements to provide confidentiality and data protection expertise.

	The Trust has appointed (or has access to) an appropriately trained and supported Information Security Officer/Manager. Responsibilities for Information Security are identified in various staff roles co-ordinated by the ISO.

	All Trust contracts for contractors and third party users include compliance with information governance requirements, as part of contractual execution.

	The Trust ensures that all staff who have access to person identifiable information are provided with appropriate information governance training.

	The Trust has a fully populated register of its major information assets and has identified / defined ownership of these assets, key dependencies and maintenance history etc

	The Trust has mapped all flows of person identifiable information and assessed risks in line with Department of Health guidelines.

	The Trust ensures that all person identifiable data processed outside of the UK complies with the Data Protection Act 1998 and Department of Health guidelines.

	The Trust has a confidentiality code of conduct for staff that provides clear guidance on the disclosure of patient personal information and has been approved by the Board, or delegated sub-group. The code has been made available across the Trust and all staff have been effectively informed about the guidelines and the need to comply with them.

	The Trust operates documented safe haven procedures for its routine inbound flows of patient personal information. All staff who receive patient personal information have access to the procedures and are aware of the location of safe havens.

	The Trust has implemented information incident reporting and management procedures. All staff and third parties are effectively informed of the requirement to formally report information incidents. The events are investigated and resolved with actions recorded, and escalation procedures exist for severe incidents - Serious Untoward Incidents - and those potentially affecting other organisations.

	The Trust has procedures and governance arrangements that ensure that all person identifiable or otherwise sensitive information is secure in transit.

	The Trust has implemented the required controls as documented in its network security policy, supporting procedures and risk management plan etc.

	The Trust ensures that all mobile or teleworkers are appropriately approved, authorised and records maintained of all authorisations. Robust remote access solutions have been provided and users have been effectively instructed in their use.


Annex B

Stage 2:  Identification of other high risk transfers of P.I.D.  Deadline 31/01/08 

Internal Assurance Statement

	Assurance Statement
	Task completed

Y/N?

	All bulk transfers of person identifiable data (P.I.D) have been identified, reviewed and formally documented.
	

	P.I.D flow documentation has been submitted to SHA CEO.
	

	Remedial action has been taken to suspend insecure bulk flows of P.I.D.
	

	Remedial action has been taken in regard to insecure, bulk flows of P.I.D
	

	All bulk transfers of P.I.D are secure


	

	Other high risk areas have been identified 


	

	Action is being taken to identify and review all other (non-bulk) flows of P.I.D
	


I hereby make a formal declaration that the assurances made in this Statement are accurate.  Actions have been taken in accordance with Department of Health guidance and advice provided by the NHS Chief Executive’s letter dated 4th December 2007.  I commit to ensuring that immediate action has been taken where significant risks have been highlighted.  I understand and agree that the Strategic Health Authority will monitor these actions taken by << Enter NHS Organisation Name >>.
<<Chief Executive Signature or other senior Director>>:








Print name:
Print Job title:

Date

















Annex C
Stage 3:  Completion of detailed mapping and risk assessment of all other flows of P.I.D.  Deadline 29/02/08

Internal Assurance Statement

	Assurance Statement
	Task completed

Y/N?

	All (bulk and non-bulk) flows of P.I.D have been identified and reviewed 


	

	Remedial action has been taken in regard to risk areas


	

	All non-bulk flows of P.I.D are secure, or risks mitigated.


	

	All required security policies are in place.


	

	An incident reporting policy is in place


	


I hereby make a formal declaration that the assurances made in this Statement are accurate.  Actions have been taken in accordance with Department of Health guidance and advice provided by the NHS Chief Executive’s letter dated 4th December 2007.  I commit to ensuring that immediate action has been taken where significant risks have been highlighted.  I understand and agree that the Strategic Health Authority will monitor these actions taken by << Enter NHS Organisation Name >>.
<<Chief Executive Signature or other senior Director>>:








Print name:
Print Job title:

Date


Annex D
Stage 4:  Provision of statements of assurance that all data holding systems and data flows are secure.  Deadline 31/03/08
Internal Assurance Statement

	Assurance Statement
	Task completed

Y/N?

	Statement of Compliance submitted 
	

	All flows of P.I.D are secure or risks mitigated 


	

	All information governance standards specified at annex A in the review guidelines are being met (at level 2 or 3 information toolkit equivalent)  
	

	An Information Governance Toolkit assessment (version 5 for completion on 31 March 2008) has been completed. 


	


I hereby make a formal declaration that the assurances made in this Statement are accurate.  Actions have been taken in accordance with Department of Health guidance and advice provided by the NHS Chief Executive’s letter dated 4th December 2007.  I commit to ensuring that immediate action has been taken where significant risks have been highlighted.  I understand and agree that the Strategic Health Authority will monitor these actions taken by << Enter NHS Organisation Name >>.
Chief Executive Signature:








Print name:

Date:

