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1 Introduction

1.1 This briefing note concerns Bath Spa University's ("the University") obligations under the Freedom of Information Act 2000 ("FOIA").  It focuses on the awareness and approach which the University should adopt in correspondence relating to University affairs on the basis that they may be subject to a freedom of information request. 
1.2 Should any University staff or contractors have any questions about this briefing note, or information obligations in general, they should speak to the University FOIA officer (currently Kevin Wright), whose contact details are [foi-officer@bathspa.ac.uk.].  This briefing states the law as of February 2012.

1.3 This briefing note applies to all University staff and contractors (including consultants). 

2 What FOIA covers

2.1 The University's obligations under FOIA are twofold:

2.1.1 It must publish information about its activities; and

2.1.2 It must respond to requests for information made by anyone (such as members of the public and companies).   

2.2 This briefing note focuses on the second obligation as this is most relevant to University staff and contractors.  The starting position is that if the University receives a request for information from the public if must tell the requester whether the University holds that information and provide a copy of that information.   

3 The approach to FOIA generally

3.1 The principles which the University (and its staff and contractors) should recognise are:  

3.2 All recorded information is potentially disclosable - Any recorded information held by the University, its staff, or contractors, is potentially disclosable under FOIA and::

3.2.1 It does not matter what form the recorded information is in, so letters, emails, voicemails, photographs and information stored on computers and mobile phones are all potentially disclosable.  However, information which is not recorded (eg, information in someone's head but not written down) is not disclosable.  

3.2.2 Draft documents are potentially disclosable.  

3.2.3 There is no exemption relating to information which might embarrass the University.  So, for example, an internal email criticising the University's approach to student complaints is potentially disclosable. 

3.3 Presumption of disclosure - There is a presumption of disclosure under FOIA which means that information requested will often have to be disclosed (unless it is caught by one of the exemptions - see paragraph 4 below). 

3.4 Confidential correspondence - 
3.4.1 University staff and contractors should never promise (whether verbally or in writing) a third party that information provided by them will be kept confidential.  Even if the University FOIA officer decides that the information provided by the third party should not be disclosed to a requester, that decision may be overturned by the Information Commissioner or the Court if the requester appeals the University's decision to withhold. 

3.4.2 Correspondence recevied from third parties marked "confidential", "commercially sensitive", or similar, may still be disclosable under FOIA and should any such correspondence be received then the University should remind the sender of the University's FOIA obligations and that it cannot guarantee confidence.  Correspondence may be exempt from disclosure if it is confidential, but it must actually be confidential as a matter of law (it is not sufficient to simply write "confidential" on a document).  It is up to the University (not the contractor) to determine whether correspondence is confidential.  See also paragraph 4.3.6 below.   

3.4.3 These situations often arise in the context of the University's procurement activity and clear statements should be included in standard documents including pre qualification questionnaires and invitations to tender.  

3.5 Information held by contractors on behalf of the University - FOIA applies to information "held" by the University.  This includes information held by a third party on behalf of the University and all of the following will be "held" by the University for the purposes of FOIA (and therefore potentially disclosable):

3.5.1 recorded information held on behalf of the University off-site (for example, information held by a storage company); and,

3.5.2 recorded information which is being used, handled, or created, on behalf of the University by a contractor.  For example, if the University engages a consultant to carry out a health and safety risk assessment then the risk assessment is potentially disclosable even if it is stored on the contractor's computer rather than a computer under the control of the University.  As such, the University should ensure that its agreements with contractors include provisions requiring the contractor to work with the University in relation to any requests for information and to provide relevant information at no cost to the University..  

3.6 Information held in private email accounts - Information held in private email accounts will be caught by FOIA if it relates to the official business of the University.  As such private email accounts should not be used to send University related communications.  An individual who deliberately uses private email account in order to avoid emails being disclosed under FOIA could be committing a criminal offence.  See paragraph 3.10 below. 

3.7 Information held by the University on behalf of another person - Information held by the University on behalf of a third party will not usually be disclosable under FOIA.  For example, a document produced by a member of staff for their own private use is unlikely to be caught by FOIA and is therefore unlikely to be disclosable.  

3.8 Records management - University staff and contractors should be familiar with the University's records management policies and procedures.  In particular, staff and contractors should: 

3.8.1 Know that they must speak to the University FOIA officer should they have any questions about FOIA or records generally;

3.8.2 Know where, and how, to find recorded information held by the University;

3.8.3 Know when, where, and how, to store information generated by them.  For example, an employee creating a document which contains information about degree classifications should ensure that it is stored / saved in the proper location on the University's systems.  This will help ensure that others can find the information easily (for example, if it is needed in connection with a FOIA request) and that the document will be caught by any security measures which are applicable to files stored in that location.  

3.8.4 Keep a record of any University information which is held other than in its usual place (the same way library will have a record of which books are on loan).  Again, this should mean that information can be found easily as and when it is needed.    

3.8.5 Be familiar with all written University polices and procedures on FOIA and information management;

3.8.6 Understand what recorded information they are, and are not, entitled to see and should ensure that they do not allow, or facilitate, unauthorised access to information;

3.8.7 Tell the University FOIA officer if they become aware of any deficiency in how the University handles recorded information.  This could include information security breaches or instances where they have been unable to easily locate recorded information held by the University; 

3.8.8 (In the case of contractors only) be familiar with the obligations contained in their contracts with the University which relate to FOIA and information management. 

3.8.9 Where the University is involved in a major project (such as a major procurement exercise) it should ensure that it has governance arrangements in place to ensure a joined up, and consistent, approach on FOIA requests.  In particular, it should ensure that all those involved are aware that they may receive requests under FOIA and know who to forward those requests on to. 

3.9 Identifying a request for information under FOIA:
3.9.1 The requester does not have to mention FOIA when requesting information, so, for example, an email asking for "a copy of all the Vice Chancellor's expenses claims made during 2011" is still a valid request even though FOIA is not explicitly mentioned.  

3.9.2 A request must be in writing (under FOIA but not under EIR).  The University has a duty to provide reasonable advice and assistance, so if a verbal request is received, the requester should be asked to make a written request (so University staff and contractors cannot simply ignore verbal requests).  University staff and contractors may wish to consult the Information Commissioner's guidance, and the statutory code on access to information, both of which are available through the Information Commissioner's website.  

3.9.3 Sometimes it is difficult to identify that a request has been made.  For example, a request for information posted on the University's Facebook wall would be a valid request under FOIA.  

3.9.4 The University does not have to treat a request for information as a "formal" FOIA request (unless the requester asks that it be treated as such) where the request relates to information that the University provides on a routine basis.  For example, if the requester asks for a copy of the University's undergraduate prospectus, that can be dealt with by the relevant department in the normal way (and there would be no need to refer this request to the University FOIA officer).  

A request for information should always be forwarded to the University FOIA officer (subject to paragraph 3.9.4).

3.10 Altering information - It is a criminal offence to alter, destroy or delete any recorded information with the intention of concealing it following a request.  Depending on the circumstances the liability will rest either with the University itself and / or the individual who actually carried out the offence.  This does not prevent routine changes being made to information, such as spreadsheets of spend or contracts, provided that such changes would have been made anyway regardless of the request. 

4 Responding to requests for information under FOIA

4.1 This section provides some general information about responding to requests for information under FOIA as staff and contractors may be asked to assist the University FOIA officer in responding to the requests (particularly where the staff member/ contractor is most familiar with the information requested. 

4.2 A request for information will almost always be dealt with under the Data Protection Act 1998 ("DPA"), the Environmental Information Regulations 2004 ("EIR") or FOIA.  The following methodology will assist when deciding which legislation is applicable to the request.

4.2.1 If the request is for personal information about the requester, then the request should be handled under the Data Protection Act.  An example of this would be a person asking for a breakdown of their exam results. 

4.2.2 If the request does not fall under paragraph 4.2.1 and is a request for environmental information then it should be handled under EIR.  "Environmental information" includes information about environmental elements (such as air, soil and water), pollution, and how buildings and structures will affect the environment.  For example, a request for a copy of the environmental impact assessment made in connection with a proposed new technology block should be treated as a request under EIR.  In practice, EIR is very similar to FOIA, so, often, the same issues apply whether a request is dealt with under EIR or FOIA.  

4.2.3 If a request does not fall under paragraphs 4.2.1 or 4.2.2 then it will most likely need to be handled under FOIA.  

4.3 Assuming FOIA applies, the starting point is that information should always be disclosed unless the information is exempt from disclosure.  The exemptions which are most likely to assist the University are where the information requested: 

4.3.1 is accessible to the requester by other means;

4.3.2 is intended for future publication;

4.3.3 relates to law enforcement / criminal activity;

4.3.4 would prejudice the effective conduct of public affairs if disclosed;

4.3.5 is personal information about someone and disclosing it would breach the Data Protection Act;

4.3.6 has been provided in confidence (but see paragraph 3.4.2 above);

4.3.7 is subject to legal privilege; or

4.3.8 is commercially sensitive and its disclosure would prejudice someone's commercial interests (including the University's commercial interests).

4.4 The exemptions set out in paragraphs 4.3.2, 4.3.3, 4.3.4, 4.3.7 and , 4.3.8 are subject to the 'public interest test',. This means that  where these exemptions are relied on University must still disclose the information requested unless the public interest in withholding the information outweighs the public interest in disclosing it.  

4.5  The University may also refuse a request if it would cost too much or take up too much staff time, the request is vexatious or it is a repeated request.  In each case the decision on whether to rely on any of these exemptions should be made by the University FOIA officer.  

4.6 The University normally has 20 working days to respond to a request so requests should be forwarded to the University FOIA officer as soon as they are received.  Failing to provide the information within the time frame could result in the requester complaining to the Information Commissioner which could lead to an investigation of the University's information management practices.  Any such investigation would likely be made public, would use up a lot of management time and could cause the University considerable embarrassment.    
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