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Sample ABC Bank
Social Media Policy
With the rise of new media and next generation communication tools, the ways in which companies and their employees can communicate internally and externally continue to evolve. While this creates new opportunities for communication and collaboration, it also creates new responsibilities. As for financial institutions, it creates new levels of regulatory and public reputation risks as well as the potential to detract from productivity in the workplace.
Purpose

The Social Media Policy describes the guidelines adopted by ABC Bank to govern the social media communications of ABC Bank and our personnel while engaging in online conversations as representatives of ABC Bank.  This Policy includes ABC Bank-hosted social media, and in non-ABC Bank social media in which the employee’s bank affiliation is known, identified, or presumed.
Definitions

For the purpose of the social media policy, ABC Bank personnel refers to all paid staff members and currently serving volunteer members of the Board of Directors, and any committees or task forces representing ABC Bank in any capacity.

Social networking sites and social media (including discussion forums, online collaborations, blogs, podcasts, video sharing, social networks, publishing systems, and others) are collectively and herein called ‘social media’.
Policy

ABC Bank recognizes various social media provide additional opportunities for promotion and communication with our customers and community members. ABC Bank realizes that employee usage of social networks and social media tools may provide some value to the financial institution, and therefore may be used for business-related purposes as directed by ABC Bank and set forth in this policy.
Most conversations on social media platforms are held in an informal manner, so strict application of the ABC Bank writing style is not required for social media communications. However, professional discourse is expected. The main focus of this social media policy is avoidance of the unique pitfalls online communication holds for representatives of the representatives of ABC Bank. 

All social media accounts, blogs, Web pages and related content carrying the ABC Bank brand identity are and will be owned and licensed by ABC Bank as appropriate. Personal accounts, blogs, Web pages and related content that do not carry the ABC Bank brand identity can be owned, licensed and operated by any ABC Bank personnel. However, any and all use of ABC Bank’s name, logo and/or related marks by ABC Bank personnel requires prior, express, written consent of ABC Bank. If ABC Bank is referenced in any media by ABC Bank personnel, all social media guidelines apply.

Scope

Generally, these guidelines set forth in this social media policy should be applied to any online medium where information may reflect back on the image of ABC Bank or any ABC Bank personnel. This social media policy applies to all forms of social media including, but not limited to: blogs, Facebook, Twitter, Instagram, Wikipedia or other wikis, Google + and other platforms as may arise. These guidelines also apply to any comments ABC Bank personnel may leave on others’ social media channels including responses to tweets, Facebook posts, blog comments and postings on message boards/forums.

Guidelines

Use of social media while at work will be permitted on a limited basis as long as certain guidelines are met. If you choose to access social media via company equipment (including Internet access services provided by ABC Bank) and/or during working hours, you agree to follow the guidelines established by this policy.

Please be aware that violation of this policy and/or employee usage guidelines may result in disciplinary action up to and including revocation of access privileges for abuse and/or termination of employment.

Employees are hereby notified that all electronic communications via ABC Bank’s equipment are subjected to monitoring by the company or its designated agent at any time without consent or prior approval.

Common sense is the best guide if you decide to post information on your personal site relating to ABC Bank. You are responsible for all the content posted to your page, and could cast doubt on your integrity if used inappropriately.

Anything posted on an employee’s social networking sites are subject to all other corporate policies, rules, regulations, and guidelines contained in the Employee Handbook. In addition, it is expected that your actions in the online social world should conform to our core values and team guidelines, just as they apply in other public or social venues. 
1. The Internet is not anonymous, nor does it forget.

Everything written on the Web can be traced back to its author one way or another and very easily. Information is backed up often and repeatedly, and posts in one forum are usually replicated in others through trackbacks and reposts or references.

2. There is no clear line between your work life and your personal life. Always be honest and respectful in both capacities.

With the ease of tracing authors back from their posts and the amount of information online, finding the actual identity of a poster from a few posts and a screen name is not impossible. This creates an avenue for outside parties to link your personal writings to those you’ve done in a professional capacity. Always write as if everyone knows you. Never write anything you wouldn’t say out loud to all parties involved.

3. Personal Responsibility

You are personally responsible for the content you publish on blogs, wikis or any other form of user-generated media. Please remember that the Internet never forgets. This means everything you publish will be visible to the world for a very, very long time. Common sense is a huge factor here. If you are about to publish something that makes you even the slightest bit uncomfortable, review. If you are still unsure and it is related to ABC Bank please speak to the marketing team of ABC Bank. 
4. Identify your relationship to ABC Bank
Along with clear identification, you should neither claim nor imply that you are speaking on ABC Bank’s behalf unless you are authorized in writing to do so. If you identify yourself as an employee of ABC Bank in any social media posting, or if you refer to products or services provided by ABC Bank or provide a link to the financial institution’s website, you are required to include the following disclaimer in a reasonably prominent place: “The views expressed on this post are mine and do not necessarily reflect the views of ABC Bank.”
5. Avoid hazardous materials

Your social media postings should not violate any other applicable company policy, including Privacy, Confidentiality and any and all compliance or regulatory policies adopted by the company. In addition, the following types of social media communications by employees are specifically prohibited:
· Inaccurate or Defamatory Content: Employees may not participate in online communication which is not in the best interest of ABC Bank. This online communication can include but is not limited to unverified, inaccurate, distasteful, libelous, harassing, or defamatory comments or information about ABC Bank or its products, employees, competitors, agents, partners, and customers. Unsupervised content poses significant reputation risk. You must not post any information which would damage the financial institution’s reputation or dissuade anyone from conducting business with us.

In addition to disciplinary action, you may be subject to liability if your posts are found to be defamatory, harassing, or in violation of law.

· Intellectual Property, Trade Secrets and Other: Your social media postings cannot include company logos or trademarks and must respect copyright, intellectual property, privacy, fair use, and other applicable laws. Use of ABC Bank’s intellectual property and trade secrets – including strategic plans, financial information, employee information, ratings, etc. – are strictly forbidden from any online discourse except through mechanisms managed internally by ABC Bank.
· Customer Data: Of particular importance are federal regulations prohibiting the disclosure of any personally identifiable non-public information regarding our customers. As a financial institution, ABC Bank is required to maintain and protect customer data as confidential. Therefore, you must not include any personally identifiable non-public customer information in any online communications except through mechanisms managed internally by ABC Bank.

· Logo and Other Bank Intellectual Property: Do not use the ABC Bank or affiliate logos or any other bank image on personal social media sites. Do not use ABC Bank’s name to promote a cause or political party or candidate. Do not use any photographs or video which are company properties, taken on company premises, or associated with a company event (i.e. anniversary party, parades, customer appreciation events, etc.) without the express written consent of ABC Bank. Be aware that in addition to employment liability, you may also be personally liable if your postings include confidential or copyrighted information.

6. Don’t promote other brands with our brand.

Do not promote personal projects or endorse brands, causes or opinions from an ABC Bank account. Be sure to respect third party copyrights. If a personal opinion must be posted, clearly state to all readers that it does not represent the opinions of ABC Bank. (See above)
7. Maintain confidentiality.

Do not post any confidential or proprietary information in regards to ABC Bank. This also means that the personal information of the personnel and other individuals associated with ABC Bank should not be shared on or disclosed through social media. (See above)
8. Don’t pad your own stats.

Do not create anonymous or pseudonym online profiles to pad link or page view stats. Also, do not comment on your own or another’s posts to create a false sense of support.

9. Always trackback

When reposting or referencing a post on one of ABC Bank’s online sites, provide a link to the original post or story.

10. Do not offer or appear to offer banking or financial advice.
Employees are encouraged to confine their postings to information within their areas of expertise; to maintain professionalism, honesty, and respect; and to apply a “good judgment” test for every activity related to ABC Bank..

11. Be careful when referencing

Don’t cite or reference ABC Bank or its products, employees, competitors, agents, partners, and customers without approval. When you do make a reference, where possible, link back to the source.

Crisis Communications
Customers view interacting with a company via social media as the equivalent of speaking to their Customer Service Department. They make no distinction. Therefore, when at all possible, complaints, criticisms and comments will be dealt with immediately and in the arena of the social media platform in which it was posted.

Everyone makes mistakes! In today’s world of instant communications, mistakes can quickly spiral into a full blown crisis. In a crisis, you get ONE chance at an apology. One chance, not two and most certainly not three! An apology is supposed to be a sincere statement of “I’m sorry”. That’s all. Don’t try to defend yourself. Don’t try to make yourself seem the victim. If people are upset with you or your company for something you’ve done wrong, if you say you’re sorry then do so whole-heartedly, sincerely and show that you mean it.
1. Monitor first, last and always

The ABC Bank marketing team will set up monitoring tools for reputation management. These will include Google Alerts to monitor mentions of ABC Bank and relevant search terms, possibly even including ABC Bank products, employees, competitors, agents, partners, and customers. Additional social media listening tools could include Social Mention and Hoot Suite searches.

2. Who is responsible

When it comes to responding to negative comments or criticisms of ABC Bank, the head of the marketing team becomes the ONLY person authorized to respond on behalf of ABC Bank.

3. When to Respond

The marketing team will address negativity as soon as possible. Staying positive and being polite and respectful, the marketing team will give people a constructive way to interact with ABC Bank, either through existing social media channels or offline through email or the telephone.
4. Level of Response

Should the nature of the negativity be merely a case of miscommunication or slight factual discrepancies, the marketing team is authorized to make the necessary response in a polite and respectful manner. This may include a simple and sincere apology with an attempt to rectify the situation if possible, or an acknowledgement of the disagreement. Should the tone of the negativity or the frequency of the posts escalate, the marketing team will immediately inform their supervisor of the situation and refrain from further response until receiving instructions from him.
5. Never Justify

Never justify the position of ABC Bank. Never fight back. Be positive or say nothing at all. Never try to diminish the concerns or criticisms of the posters, never be condescending or try to be humorous. 

6. Rely on Others

If customers or partners of ABC Bank begin to come to ABC Bank’s rescue during a response to negativity, step back and allow them to be champions for ABC Bank. Offline, be sure to let them know their efforts are appreciated.

7. Evaluate

When a negative situation has run its course, evaluate the ABC Bank response. Make note of what worked and what didn’t work and how situations should be handled in the future.

Interaction Policy
Social Media is by definition social – meaning that it involves a back and forth conversation between ABC Bank and those members of the public interacting with our brand. Therefore, ABC Bank’s social media platforms will be configured in such a way as to allow posting by members of the public. However, the following policy, developed specifically for Facebook will be in place and posted where possible, for all ABC Bank social media platforms.

This is your Fan Page, and we welcome you to leave your comments, photos, and videos here. We’re excited to talk with you about comments and other media which address the subjects mentioned on this Page. It’s important to us to make sure that our fans have a chance to talk with one another and with us, so we will review comments and remove any which are inappropriate or offensive. 

While we love hearing what you have to say, please remember that the opinions expressed on this page by Fans of ABC Bank do not necessarily reflect those of ABC Bank. ABC Bank is not responsible for any user content on its Fan Page.

Because we may not immediately review every post, we expect all of our fans to abide by Facebook Terms and Conditions, and expect all fans not to post anything which could be considered the following:

· Profane, defamatory, offensive or violent language, or deliberately disruptive commentary

· Hateful or discriminatory comments regarding race, ethnicity, religion, gender, disability, sexual orientation or political beliefs or any comments meant to harass, threaten, or abuse an individual

· Links or comments containing sexually explicit content material

· Discussion of illegal activity

· Spam, link baiting or files containing viruses that could damage the operation of other people’s computers, commercial solicitations, violations of copyright or intellectual property rights, personal promotion

· Content that relates to confidential or proprietary business information

· Content determined to be inappropriate, in poor taste, or otherwise contrary to the purposes of the forum

Posts and comments that violate the above policy will be removed.  Thanks and we're looking forward to talking with you.

Whistleblowing

If any employee becomes aware of another employee’s social media activity that is distasteful, fails the good judgment test, or does not comply with ABC Bank’s employee usage guidelines and policy(ies), please contact the Human Resources Department immediately or utilize ABC Bank’s whistleblower program by calling the Bank’s independent intake group. You may do so confidentially and anonymously.

Employees will be required to acknowledge receipt and review of this policy annually by signing The Social Media Policy Employee Acknowledgement.
--------------------------------------------------------------------------------------------------------------------------------------------------
ABC BANK

Social media policy

Employee acknowledgement

I have received, read, and agree to the ABC Bank’s Social Media Policy and its terms, and understand my role and responsibilities. I also understand that ABC Bank shall not be liable under any circumstances, for any errors, omissions, losses or damages claimed or incurred due to any social media communications by me. I further understand that I may be personally liable for posting information that is infringement of ABC Bank’s copyright, privacy, and employment policies.

Print name:
_____________________________________________

Signature:
______________________________________________

Date:

______________________________________________
-END

Technology Task Force members and document contributors:
· Muriel Clark – Task Force Chair (North Platte/Lincoln County CVB – North Platte, NE)
· Kim Knes - Board Liaison (Elgin State Bank - Elgin, IL)
· Janelle Holter – Central Bank (Spirit Lake, IA)
· Julie Kronlage - Dubuque Convention & Visitors Bureau (Dubuque, IA)
· Beth Wiles - Pulaski County Tourism Bureau (Pulaski, MO)

· First Citizens National Bank (Mason City, IA)

Social Media Policy TEMPLATE
Page 7

