NHS Information Governance


LAPTOP SECURITY POLICY
This policy is recommended for adoption by NHS organisations of all types where laptop computers are used. The policy is equally applicable to NHS contractors, services providers and other organisations or agencies that use laptop computers to process NHS information in the performance of their duties.

Introduction 

1. Laptop computers taken outside secure NHS environments are subject to special security risks: they may be lost or stolen and may be exposed to unauthorised access or tampering. Laptops taken abroad may also be at risk, for example confiscated by police or customs officials. 
2. Laptop loss will mean not only the loss of availability of the device and its data, but may also lead to the disclosure of patient or other sensitive information. This loss of confidentiality, and potentially integrity, will often be considered more serious than the loss of the physical asset.
3. Where large quantities of NHS data are held on a single laptop (or any other storage medium) risk assessments must consider the impacts of loss of all the data. Note that deleted files should be assumed to persist on the laptop’s hard disk.

Key points: 

· Traditional password protection on a laptop offers limited defence against a determined attacker because the attacker has unconstrained access to the physical device. Modern complex password techniques offer more protection but are not currently on widespread use. 
· The physical security controls that are possible within an NHS buildings environment are not available outside of that environment; therefore if procedural and personal controls of the laptop are breached the only effective technical measure that can be applied is cryptography. The Department of Health and NHS Connecting for Health provide well defined guidance based upon recommendations made by CESG and other good practice which if followed provides an adequate level of security. This includes pointers to relevant schemes and products suitable for protecting NHS information.
· Additional information on laptop protection and evaluated products is available through the CESG Internet website at www.cesg.gov.uk
· Encryption products are not difficult but must be used correctly in accordance with defined procedures, in particular the password and any token must be kept separate from the laptop; these are effectively the encryption key. Data is therefore only protected by encryption when the laptop is powered off and not in normal use. 
4. Unauthorised access and tampering to a laptop, particularly if there are repeated opportunities for access, may:
· lead to continuing (and undetected) compromise of information on the laptop itself;
· undermine security measures (including the encryption); intended to protect information on the laptop in the event of loss or theft; and
· lead to compromise systems to which the laptop is connected, for example, an NHS organisation's networked systems that are accessed from the laptop under an approved remote access arrangement

· The impact of a breach of laptop security may therefore extend far more widely than the laptop itself.
NHS Information Security Principles and Policy: 

5. The ISO/IEC 27002, Code of practice for information security management, the NHS Information Security Management Code of Practice, and the NHS Information Governance Toolkit set out principles relevant to laptop protection, for example in the following extracts:

ISO/IEC 27002, 9.2.5. (Security of equipment off-premises) 

· Security should be applied to off-site equipment taking into account the different risks of working outside the organisation's premises;

· Regardless of ownership, the use of any information processing equipment outside the organisation's premises should be authorised by management; 
· Security risks, e.g. of damage, theft or eavesdropping, may vary considerably between locations and should be taken into account in determining the most appropriate controls.
ISO/IEC 27002, 11.7.1. (Mobile computing and communications)
· A formal policy should be in place, and appropriate security measures should be adopted to protect against the risks of using mobile computing and communication facilities;

· Special care should be taken to ensure that business information is not compromised. The mobile computing policy should take into account the risks of working with mobile computing equipment in unprotected environments; 
· The mobile computing policy should include the requirements for physical protection, access controls, cryptographic techniques, back-ups, and virus protection. This policy should also include rules and advice on connecting mobile facilities to networks and guidance on the use of these facilities in public places.
Baseline Information Security Standards. 

6. NHS Chief Executives are responsible for the Information Governance of activities undertaken by their organisations and this includes the confidentiality, integrity and availability of NHS information including patient data. The following information governance principles and policy should be demonstrated when using laptop devices:

General Management: 

· A Local Laptop Manager (LLM) should be appointed to take overall responsibility for the management of each NHS organisation's laptop estate.
Registration
· All laptops used for NHS business or holding NHS information should be uniquely identified and registered in the organisation’s records as information governance security-relevant items.

Accountability 
· Responsibility for the security of an NHS organisation’s registered laptops and their data should be assigned to individuals and tracked alongside the employment status of those individuals. 
Management of laptop security functionality 
· The installation and configuration of laptop security functionality, including access control, encryption and tamper resistance should be undertaken by appropriately trained staff.

User training and awareness 
· Users of laptops must be given appropriate training and instruction in the use of the laptop and its security functionality. This should include their responsibility for safeguarding the laptop and their obligation to comply with relevant information governance security procedures of the organisation. 
Security accreditation 
· The local IT Security manager or equivalent should regularly review the NHS organisation’s laptop estate to ensure that they continue to meet these requirements and that the residual level of risk from their use is acceptable. 
Authorisation 
· Regardless of a laptop’s ownership, the use of any equipment outside an NHS organisation's business premises for the processing of NHS information must be authorised by the relevant Director or Head of Department. Where the processing of NHS patient information is proposed on laptop devices additional authorisation must be obtained from the organisation’s Caldicott Guardian. 
Physical 
· It is recommended that laptops, even when protected by disk encryption, should not be left in the care of any person who is not trusted to protect the information it contains.

Availability
· Continued availability of laptops, for operational reasons and because of the costs of replacement, will mean that consistent standards of physical and procedural protection will be required for all laptops used by the NHS organisation. These should be defined within local information governance policy, and relevant staff and contractors made aware.
Remote Access 
· Remote access from a laptop to NHS information systems must be achieved in accordance with the organisation’s NHS IG Statement of Compliance, NHS IG guidance, and any defined requirements for the protection or use of the NHS information service(s) concerned.

Data Storage and use 
· Sensitive data, including that relating to patients, stored on an NHS laptop should be kept to the minimum required for its effective business use in order to minimise the risks and impacts should a breach occur.

Incident Reporting 
· Loss of NHS laptops should be reported in accordance with the information governance incident management arrangements implemented locally. Details of these arrangements should be provided to all laptop users.

Secure Disposal and Reuse 
· Data stored on NHS laptops should be securely erased before the laptop is reassigned for another purpose or disposed of when redundant. Failure to securely erase data may result in that data being available to the new owner/user of the laptop. NHS information governance guidance is available from NHS Connecting for Health for this purpose.
Additional resources:
NHS Information Governance: Security Management Code of Practice

http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAndGuidance/DH_074142

Audit Programme – Mobile and Remote working.doc

https://www.igt.connectingforhealth.nhs.uk/KnowledgeBaseNew/Audit%20Programme%20-%20Mobile%20and%20Remote%20Working.doc
NHS Connecting for Health Infrastructure Security Good Practice Guidelines

http://nww.connectingforhealth.nhs.uk/infrasec/gpg
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Annex A: Guidelines for securing laptop devices

Physical security measures

· Laptops should be secured to a desk or other appropriate point if left unattended using an appropriate locking mechanism

· All removable media such as CD-ROM and floppy disk drives should be removed unless absolutely necessary

· Ensure that laptops are not left unattended when working off-site

· When travelling and not in use, ensure that laptops are stored securely out of sight. For example, when travelling by car, ensure laptops are locked in the boot. Laptops left on display and unattended will inevitably attract attention and are likely to be stolen.

· It is good practice to carry laptops in protective anonymous bags or cases (i.e. those without manufacturer logos on them) when not in use

Communications channels

· Wi-fi, Infrared and Bluetooth interfaces should be disabled by default or their switches set to the ‘off’ position.  If wireless communication is permitted the laptop should be secured by following the good practice guidelines provided by NHS Connecting for Health

Logical security measures

· Full disk encryption should be used with laptops whenever possible

· Where full disk encryption is not possible, an acceptable form of encryption should be provided at file or directory level to enable sensitive data to be encrypted whilst at rest

· Laptop BIOS passwords should be used to prevent BIOS settings from being changed

· Laptops should be configured so that they cannot be booted from external media when in normal use

· Two factor authentication should be used to control access to laptops wherever possible

· Where two factor authentication is used, ensure that the token is not stored or kept with the mobile device

· Implement procedures and processes in relation to the provision and maintenance of anti-virus and other security software on laptops, ‘lockdown’ of the desktop on laptops and other appropriate measures

· Tamper-proof labels should be fitted to laptops for asset identification, and to disk drives and ports which should not be used

Other good practice security measures

· Do not leave laptops unattended in car boots overnight

· Do not leave laptops unattended in insecure areas, for example meeting rooms next to areas of public access, and hotel rooms where others may have access. Make use of room locks and lockable storage facilities where available

· Be aware of the potential for opportunist or targeted theft of laptop bags in busy public places including airports, train stations, hotel lobbies, exhibition halls etc and on public transport eg. buses and trains

· Do not use laptops with removable media in places where that media could easily left behind or misplaced

· When travelling, avoid placing laptops in locations where they could be easily forgotten or left behind eg. overhead racks and taxi boots

· Be aware that the use of laptops in public places will likely draw the attention of those in the vicinity. It is possible that information viewed on a laptop screen could lead to the unauthorised disclosure of that information being processed.
Additional guidance may be found at http://www.ogc.gov.uk/guidance_itil.asp
