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I
Disclaimer

Certain matters reviewed today may represent services that PwC may be
prohibited from providing to our audit clients. In those instances, the
information is being provided to inform you of options that you may want to
consider as you evaluate the solution described on today’s webcast.
Independence rules are complex and we recommend to discuss all services with
you in advance within the context of the independence rules. The information
contained in this document is provided 'as is', for general guidance on matters
of interest only. PricewaterhouseCoopers is not herein engaged in rendering
legal, accounting, tax, or other professional advice and services. Before making
any decision or taking any action, you should consult a competent professional
adviser.
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I
Admmastrative matters

« For better viewing experience, close all other applications.
« For better sound quality, use headphones.

« To enlarge the slides, click the bottom right corner of the slide window
and drag to the desired size or click the green maximize button at the top
right of the slide window.

« To download today’s presentation, click on the “Resources” widget at the
bottom of the screen.

« Submit questions any time during the session using the “Q&A” window on
the left side of your screen.

« If you experience any technical difficulties during the polling sessions,
reply to the question in the “Q&A” window and include the poll number.
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| CPE credit

In order to receive 1 CPE credit for this program, you must:
« Stay on for the entire 60 minute program.

« Respond to the polling questions — you will be prompted to do so and
need to respond to all 6 questions.

« Click the “CPE” widget upon conclusion of the webcast, located at the
bottom of your screen, then follow the subsequent prompts to download your
certificate. The certificate will open as a PDF file in Adobe Acrobat and can
be saved to your computer.

« CPE cannot be awarded for participants not logged on to this webcast as
themselves, phone-only participants, or participants who view the on-
demand version. No exceptions.
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Presenter introductions

Phil Samson

US Business Continuity Management Leader
Office 214 754 7269 | Mobile: 214 906 6535
phil.samson@us.pwc.com

Neil Kaufman

Director, Business Continuity Management
Office: 646 4717976 | Mobile: 914 419 8033
neil. kaufman@us.pwc.com

Rob Stouder

Director, Vendor Risk Management

Office: 317 940 7501 | Mobile: 317 748 4296
rob.stouder @us.pwc.com
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Survey overview
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Survey overview & background

« PwC’s third business continuity insights survey.
« Over 200 individuals participated globally.

« Objective: To gain insight into how organizations manage vendor resiliency
to reduce their business interruption exposure.

« In April 2014, PwC issued a white paper on the 5 steps to implement vendor
resiliency management: “Business continuity beyond company walls”.

« Vendor resiliency management continues to challenge business continuity
planners.

« Some industry sectors have emerging vendor resiliency management
guidance and regulations.

« Within every business impact analysis (BIA) there are often numerous ‘key’
vendors identified who are required for critical business processes and
necessary during crisis events.

 Effective vendor resiliency management requires coordination amongst
several internal stakeholders in order to reduce this vendor risk.
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Business continuity beyond company walls:

When a crisis hits, will your vendors’ resiliency match your own?

Business continuity
beyond company walls:

When a crisis hits, will your vendors’
resiliency match your own?

Wit the bocremiing fi ety of exze:
asal e seage

Is your organization ready?
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Five ‘easy’ steps:

Map your vendor risk landscape

Use risk-based approach to
prioritize vendor resiliency
management focus

Determine, by vendor, the level of
vendor resiliency that is necessary

Validate

Respond appropriately to the
vendor’s resiliency capabilities
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Polling question #1

Is your organization’s focus on vendor resiliency management:
A. Increasing
B. Remaining the same

C. Decreasing
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Industries represented in the survey

20% Top 3 Industries:
1. Insurance (16.5%)

15% - 2. Business and Lending (15.7%)
3. Retail and Consumer (9%)

10%

5%

*Includes finance, real estate, software, construction, and hospitality industries
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Respondents by location
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1%

-

2% 3%

1%

4%
0%

mAsia (1.9%)
m Australia/ Oceania (2.6%)
u Central America / Caribbean (1.1%)
m Europe (4.1%)
Middle East/ North Africa (.4%)
®m North America (88.4%)
® South America (.8%)

u Sub-Saharan Africa (.8%)

May 22, 2014
12



I
What is your organization’s annual revenue?

0% 20% 40%

> $10 billion

>$5 billion — $10 billion SEELA

>$1 billion — $5 billion [EaEA

>$500 million —$1 billion BNEEE

< $500 million BEEEE
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Survey results
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| . . . oye .
Which Vendor Risk Management activities are routinely
performed for critical vendors either during onboarding or
as part of regular surveillance?

0% 20% 40% 60% 80% 100%

Financial stability

Vendor resiliency / recoverability

Availability, utilization and performance

Security policies and procedures analysis

Legal actions and regulatory oversight

Background checks on owners, key officers and directors
Materials compliance (e.g., conflict minerals, RoHS, etc.)

Single point of failure analysis

Geo-political concentrations
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Polling question #2

What role in your organization has the most interest in vendor
resiliency management?

A. Business continuity and resiliency management

B. Vendor management

C. Internal Audit

D. The vendor’s relationship owner (the function that uses the specific vendor)
E. Executive leadership/Board of Directors

F. Other
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Which function is charged with validating vendor
resiliency/recoverability?

0% 20% 40%

Procurement/ sourcing

Vendor'sinternal sponsor/ owner A4

Audit or Risk Management function (e.g., compliance,
internal audit, loss prevention, corporate social 19%
responsibility)

Other* LA

Not applicable/ do not validate vendor resiliency B:§

Legal 2%

*Includes BCM, IT, Security, Compliance, and combinations of multiple functions.
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Criteria used to determine which vendors might
require restliency/recovery validation

0% 20% 40% 60% 80%

Vendor is critical to regulatory process

Amount of revenue lost / deferred due to unavailable
vendor

Number of alternate / substitute vendors
Total amount spent on vendor

Ramp-up time and load balancing
Geographic location

Other*

*Includes alignment to BIA, availability of alternate internal solutions, the nature of the work the vendor is responsible for, and those that
support company strategy and/or customer facing functions.
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Polling question #3

Has your organization experienced an unplanned loss of a critical

third party (vendor, supplier, business partner) within the last five
years?

A. Yes, and we were prepared for such a scenario
B. Yes, and we were unprepared for such a scenario
C. No, we have not experienced such a scenario

D. Not sure
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Has a critical vendor failed to provide a sufficient level of service to
support the availability of the products and services they provide
you, either during their crisis or your crisis?

\_ Not applicable
1%
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! . . . .
How valuable would a continuity-related ‘certifications’

(e.g., ISO22301) provided by a critical vendor be, to giving
you confidence in their resiliency and recoverability?

0% 20% 40% 60%

Very valuable

Not very valuable LA

Not valuable
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Polling question #4

Has your organization ever decided against using a vendor because
their resiliency level was unknown or unsatisfactory?

A. Yes
B. No
C. Not sure
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What was management’s response when a critical vendor
either failed to provide resiliency/recovery capability
evidence or lacks those capabilities?

0% 20% 40% 60% 80%

Continues using the vendor and takes internal steps to
mitigate the vendor’s resiliency / recoverability risk

Beginsthe process to identify alternate vendors

Gives the vendor a deadline to improve / implement
resiliency and recovery capabilities

Makes a non-binding request that the vendor improve
resiliency / recovery capabilities or include it in the SLA

Enactsthe right to audit in the SLA

Takes no action
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Polling question #5

Has your organization received an inquiry from key customers
about your level of resiliency?

A. Yes - but rarely

B. Yes - increasingly common
C. Yes - routinely asked
D.No

E. Not sure
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Resiliency testing performed with critical vendors

0% 20% 40% 60%

None / not applicable

Simulated table-top crisis testing

Integrated systems testing

Integrated businesstesting

Other*

*Includes reliance on review of their BC Plan reviews & exercises, and varies depending on the vendor’s role. Y2 of ‘Other’ indicated they didn’t
know whether resiliency testing was performed.
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Polling question #6

Select a topic for the next BCM Insights Survey
A. BCM program key performance indicators

B. How BCM programs can help the organization achieve operational excellence
and achieve strategic goals

C. BCM tool approach: Best-of-Breed or Enterprise Risk Management

D. Making processes resilient and recoverable from the start
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Questions
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Thank you for joining us!

This publication has been prepared for general guidance on matters of interest only, and does
not constitute professional advice. You should not act upon the information contained in this
publication without obtaining specific professional advice. No representation or warranty
(express or implied) is given as to the accuracy or completeness of the information contained
in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its
members, employees and agents do not accept or assume any liability, responsibility or duty of
care for any consequences of you or anyone else acting, or refraining to act, in reliance on the
information contained in this publication or for any decision based on it.

© 2014 PricewaterhouseCoopers LLP. All rights reserved. PwC refers to the United States
member firm, and may sometimes refer to the PwC network. Each member firm is a separate
legal entity. Please see www.pwc.com/structure for further details.



