OFFICE OF THE GOVERNOR | MISSISSIPPI DIVISION OF MEDICAID

MEMORANDUM

MISSISSIPPI DIVISION OF

MEDICAID

To: All DOM Independent Contractors

From: Nicole Litton, Deputy Administrator for Policy & Compliance and
HIPAA Privacy Officer

Date: April 22,2014

Re: DOM'’s Email Encryption Policy

It is DOM’s policy that emails containing Protected Health Information (“PHI’") or Personally
Identifiable Information (“P11”") sent outside of the agency network be encrypted by the sender.

If you are a DOM Independent Contractor with an email address that does not end in
“@medicaid.ms.gov”, you will need to enroll in DOM’s Cisco Secured Email service in order to
view any encrypted emails sent to you by a DOM workforce member. For your convenience,
instructions on setting up your account have been attached to this memo. Using the Cisco
Secured Email service will allow you to receive and respond to encrypted emails sent by DOM
personnel. You will not be able to initiate a secure e-mail to DOM through this service.

By executing the DOM Business Associate Agreement you agree, “...to use appropriate
safeguards and comply, where applicable, with the Security Rule to prevent Use or Disclosure of
PHI....” (See Section Il (b)). In order to adhere to this obligation you should take the necessary
steps to protect DOM PHI or PII contained in all electronic transfers with encryption software or
a program that uses FIPS 140-2 certified algorithm which is 128 bit or higher, such as AES.
Encryption can be end to end at the network level, or the data file containing PHI can be
encrypted.

If you are not currently transferring DOM PHI or PII in this manner, please address this issue
immediately. If you do not have the encryption capabilities as described above or have questions
regarding e-mail encryption as it pertains to DOM PHI or PlI, please contact the DOM Security
Officer at 601-359-6064.

Attachment



Cisco Secure Email Registration Process

Your recipient will need to enroll in DOM'’s Cisco Secured Email service. The recipient will receive an
email notification with instructions for enrolling. Enrollment is only required the first time an email
address receives a secure message. Once the online enrollment process is complete, your recipient will
receive an email with an attachment titled "securedoc.html" (this is your secure message). When
opening the attachment, the recipient will be prompted to enter the password selected during the
enrollment process. Once the password is verified, your recipient will be able to view your message.
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I FIMNAL STEP: ACCOUNT ACTIVATION

Your Cisco Registered Envelope Service account was
successfully created.

Instructions to activate your account have
been emailed to br 1@gmail.com.

Flease check your inbox, If vou do not see an
account activation email, check vour junk email

folder,
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Activation
Dear Stephen Kennedy,
Thank you for registermg with Cisco Registered Envelops Service. To camplets your registration, you must canfirm your intent to register and
your acceptance of the Terms of Service by activating your account.
ou can also activate this account by going to <hitps.ifires cisco comiwebsafe/activate > and entering this confirmation number:
35c00cel 0000014 3967591 Tich abbeBoB f1024e
To stop the registration process you can cancel this sccaunt.
Chok here 8 cancel this sccouat.
fou can also cancel this account by going to = hittps fres csco. comiwebsafe/cancalfctivation= and entering this cancellation number:
35c00ce 10DD0014 3067501 Thol sBbeBed 210248
IMPORTANT L.
To help keep your personal information safe; Crsco recommends that you never give your CRES password to anyone, including Cisco
amployess,
Welcome to CRES!
To know more about Cisco Registered Envelope Service, see hitoe:fres cscn com/wabsafe/abogt
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Privacy Policy: hitp:/fwwe wonport.com/privacy/
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EMAIL ADDRESS CONFIRMED

You have activated the account for

br 1@agrnail.com. Registration for this email
address is now complete, To exit this page, close
vour browser window . After exiting this page, return
to your Registered Envelope and enter your
password to open it
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| REPLY TO SENDER,

From: br 1@gmail.com
Tou staphean kennady @rmedicaid.ms.gov

Subject: hE: Test

i (none}

Message:

This message Was S&nt Secure.

mmmmmmmem=e=Original Hessage:
FROM: stephen.lkennedyfmedicaid.ms.gov
TO: br 18gmail.com P

L Automatically BCC me on this amail.
] Send ma & read recaipt wehen & raapient has openad this amail.
This option doas nat guarantez a receipt will ba sent; recipient email applications can sometimes hlock read receipt

requests.
Reset Cancel
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